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NSF Advanced Technological Education Program
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 ATE supports the education of technicians for high-tech jobs

 Involves partnerships between academic institutions, 
industry, and economic development agencies

 ATE funds support curriculum development, faculty 
development, and career pathway enhancement

 A list of active projects and links to related resources are 
maintained at www.atecentral.net
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http://www.atecentral.net/


NSF ATE Project
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Name: The Robotics/Automation and Cybersecurity 
Knowledge Sharing Coordination Network (TRACKS-CN)

Goal: Increase awareness among technicians working in 
manufacturing about the knowledge and skills required to 
maintain the infrastructure needed to operate connected 
machines in a manufacturing setting
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TRACKS-CN Grant Partners
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Community Colleges    Manufacturing Extension Partnerships
Central Piedmont CC (NC)   NCMEP (NC)  GENEDGE (VA)
Rowan-Cabarrus CC (NC)   SCMEP (SC)  DVIRC (PA)
Wake Technical CC (NC)   IMEC (IL)   MAGNET (OH)
Spartanburg CC (SC)    MMTC (MI)  MEP at Columbus State (OH)
Montcalm CC (MI)
Moraine Valley CC (IL)    Other Organizations:
Central Virginia CC (VA)   Digital Manufacturing & Cybersecurity Institute (MxD)
Bucks County CC (PA)    Advanced Robotics for Manufacturing (ARM)
Marion Technical College (OH) NC Community College System (NCCCS) 
Lorain County CC (OH)   National Initiative for Cybersecurity Education (NICE)
Gaston College (NC)                  
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Manufacturing Extension Partnerships

 MEP National NetworkTM has centers that help small and 
medium-sized manufacturers survive and thrive.

 “… provides companies with services and access to public and 
private resources to enhance growth, improve productivity, 
reduce costs, and expand capacity.”

  “… interacted with 34,307 manufacturers, leading to $14.4 
billion in sales, $1.5 billion in cost savings, $5.2 billion in new 
client investments, and helped create or retain 125,746 jobs.”
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Reference: https://www.nist.gov/mep



NIST MEP Infographic (10/27/23)

8November 14, 2023 WiM Webinar

Reference: https://www.nist.gov/blogs/manufacturing-innovation-blog/infographic-integrating-cybersecurity-industry-40-
what-it-means?utm_medium=email&utm_source=marketingcloud&utm_campaign=



Cyber-Related Risks for Manufacturing

  Operational shutdowns
  Loss of visibility over production and safety systems
  Financial loss due to outages and downtime
  Intellectual property theft
  Health and personal safety risks
  Denial of service

                Source = Ty Middleton, CyMANII
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Cyber-Related Risks for Manufacturing

  Significant unplanned costs for labor, overtime, idle equipment
  Increased or denied insurance
  Degraded equipment performance and quality
  Fees and lawsuits due to negligence or non-compliance
  Loss of ability to compete in the DoD supply chain
  Loss of customers
 

                       Source = Ty Middleton, CyMANII
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Strategies to Lower Risks
  Maintain and test an incident response plan
  Develop an access control policy
  Employ multiple authentication methods
 Remove unnecessary software/services and unused accounts
 Restrict remote access
 Provide cybersecurity training for all operators/administrators

             Source = Ty Middleton, CyMANII
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Cyber4RAM Badge
 A new micro-credential for technicians

 Goal: Provide technicians with content at the convergence of
   robotics/automation/mechatronics (RAM) and cybersecurity

 With manufacturers’ shift to connected machines, their 
   cyber-physical systems need protection

 Digital badges enable training content to be delivered outside
   of a classroom setting and at the learner’s pace

  Workcred – https://workcred.org/
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https://workcred.org/


Badge Development Process
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Cyber4RAM Badge Competencies
1. Asset and Inventory Management
2. Computer Languages
3. Data Privacy
4. Data Security
5. Digital Forensics 
6. Identity Management 
7. Incident Management 
8. Infrastructure Design
9. Physical Device Security
10. Systems Integration
11. Vulnerabilities Assessment
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Cyber4RAM Badge Website 
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TRACKS-CN Website (Badge Page)
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Badge Demonstration
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Badge Demo: Navigating the Course
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Badge Demo: Module Overview
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Badge Demo: e-Mate Activity
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Badge Demo: e-Mate Activity
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Badge Demo: e-Mate Activity
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Badge Demo: Module 1 Scenario 
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Badge Demo: Quiz Sample Question
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Cybersecurity Resources

 MxD - https://www.mxdusa.org/
The Digital Manufacturing & Cybersecurity Institute

 CyMANII - https://cymanii.org/
Cybersecurity for Manufacturing Innovation Institute

 NICE - https://www.nist.gov/itl/applied-cybersecurity/nice
National Initiative for Cybersecurity Education
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https://www.mxdusa.org/
https://cymanii.org/
https://www.nist.gov/itl/applied-cybersecurity/nice


Cybersecurity Resources

 NCyTE - https://www.ncyte.net/
National Cybersecurity Training and Education Center

 CSSIA - https://www.cssia.org/
Center for Systems Security and Information Assurance

 Cyberseek - https://www.cyberseek.org/
Resource for cybersecurity job market data
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https://www.ncyte.net/
https://www.cssia.org/
https://www.cyberseek.org/


Cybersecurity Maturity Model Certification

CMMC aligns to information security requirements of the DoD 
for partners in the Defense Industrial Base (DIB).

CMMC is designed to enforce protection of sensitive 
unclassified information shared with DoD contractors/subs.

CMMC provides the DoD greater confidence that contractors 
and subs are meeting applicable cybersecurity requirements.

27November 14, 2023 WiM Webinar

Reference https://dodcio.defense.gov/CMMC/about/

https://dodcio.defense.gov/CMMC/about/


Contact Information

evelyn_brown@ncsu.edu
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