Food Defense Plan
Company Name
Address1
Address2
Phone:        Fax: 


Facility Identification #s: FDA Registration #:, Wisconsin Dairy Plant Number: 

Facility Description: 

Employee Type Description: 

Product & Processes: 
Food Defense Team
	Name
	Title
	Phone
	Primary Contact

	
	Food Defense Coordinator
	
	Yes

	
	R&D Manager
	
	No

	
	President/CEO
	
	No

	
	Facility Manager
	
	No

	
	IT Manager
	
	No

	
	Packaging Manager
	
	No

	
	Plant Manager
	
	No

	
	Maintenance Manager
	
	No





Food Defense Risk Assessment
	Location 
	Identify the Hazard
	Risk Level 
	Risk Control
	Comments/ Action Steps

	Property/ Building  Perimeter
	1) Entry by unauthorized person(s)
2) Air quality compromised 
	6
	1) Exterior lights are installed around the property perimeter. These lights adequately illuminate the property perimeter to deter and aid in the detection of suspicious or unusual activities.
2) Security camera system is in place that records the main entrance and dock area. Recordings from camera system are reviewed regularly. 
3) All primary entrances to the buildings and operating areas are secured. All doors have properly functioning locks. 
4) All potential access points into the facility, including windows, roof openings are secured.
5) Milk, cream, and whey haulers sign form acknowledging that they will stay with truck during loading 
	1/20/2020 Food defense Security Inspection 
* Management Review discussed food defense and whether a fence/ gate is needed. This is currently not considered necessary based on the remote location and no history of issues. All doors inside the plant are locked at all times. Employees are trained not to prop doors open or open doors for individuals not employed or approved contractors for the plant. 


	Facility/Plant
	1) Entry by unauthorized person(s)
2) Product contamination by a disgruntled employee

	8
	1) Lighting throughout the facility is adequate and maintained.
2) Emergency lighting is installed at facility.
3) Security camera system is in place that records all major areas of the facility. Recordings from the camera system are reviewed regularly.
4) All employees are trained on food defense materials. Refresher training is required for employees annually. Employees are trained to report suspicious activities or unusual observations.
5) Security access codes are deactivated when an employee leaves the company. Physical keys are issued with documentation maintained. Inventory of key is taken once a year.
6) A procedure to recognize or identify visitors and contractors in the facility is in place. It consists of color-coded hairnets and visitor labeled smocks. All visitors are accompanied by a employee during the visit. 
7) Employee uniforms and protective gear may not be taken out of the facility. 
8) Employees and visitors are restricted as what they can bring in or take from the facility, including personal items, food, and cameras. Employee lockers are inspected periodically and at random.
9) All employees and contractors are required to enter through two employee entrances. They must also have valid identification and be verified before they are allowed into the facility. Both entrances are supervised during regular working hours and monitored during off hours. 
	Visitor was observed during inspection. They were accompanied by employee and wearing red hair net and visitor smock. 
*Missing sign out time and initial on visitor sheet. 
Camera system was on and recording during inspection. 
Lighting was acceptable during inspection. 
All key fobs were deactivated for non-employees. HR verified. 
Asked employees what they would do if they observe suspicious activities or unusual observations. They stated they would inform Quality, Plant Manager, and Production Manager.


	Hazardous Chemicals
	1) Contamination of product with chemicals
	4
	1) Cleaning chemicals and sanitizers are in a restricted area and secured by a lock. Only authorized personnel have access to the restricted area. 
2) Inventory of cleaning chemicals is current and monitored.
	Chemical cage was locked during inspection.

	Process Computer System
	1) Data theft, proprietary information compromised, business shut down
	1
	1) A limit number of authorized employees have the password to the system
2) Access to process control computer systems is protected through passwords.
3) Access to process control computer system is protected through firewalls
4) Process control computer systems are protected through antivirus software that is updated frequently.
5) Disabling an employee access to computer system is required when their employment ends.
	During inspection Computer in production office was unintended however, was locked and required a password.

	Suppliers and Vendors
	1) Contaminated ingredient(s).
	4
	1) All suppliers must be approved within our supplier certification program. 
	

	Incoming Shipments/ Outgoing
	1) Product/ ingredient contamination during transit
	4
	1) Unloading of vehicles transporting raw materials, finished products, ingredients or other materials used in food processing is conducted with close supervision. All supervisors are trained in food defense procedures related to shipping and receiving. 
2) Loading and unloading activities are scheduled and/or monitored. Only scheduled shipments are received. Unscheduled or unauthorized shipments are held until authorization is obtained. 
3) Loading dock access is controlled by a lock and is monitored regularly.
4) Incoming/outgoing shipments are secured with locks or numbered tamper-evident seals. Procedures require personnel to verify the seal numbers or lock and inspect documents prior to receipt or shipment of product.
5) Incoming/outgoing shipments are examined for suspicious activity, evaluated for previous use or presence of potentially hazardous materials. Inspections of incoming/outgoing shipments are documented.
	Dock door was locked during inspection.
Trailer inspection sheet was completed.
All loading and unloading activities for today were scheduled.
 

	Water
	Water quality compromised
	4
	1) Access to the water well is restricted. Well head is secured with tamper-evident seals.  
	All three well head seals were intact. 

	Radiological Fallout
	Quality of all product compromised
Quality of all incoming goods compromised
	2
	In the event of a meltdown at the Power Plant, all agricultural goods from the area will be placed on hold and not allowed to move.  This will result in the Facility shutting down until cleared by the proper authorities at the State and Federal level
	The status of the Nuclear Power station is out of our control





Emergency Contacts

	Resource
	Phone

	Local Emergency
	9-1-1

	Local Police Department
	9-1-1

	Local Fire Department
	9-1-1

	Local FBI
	

	Poison Control
	

	County Law Enforcement 
	

	State Law Enforcement 
	

	FBI Headquarters 24 Hour Hotline
	

	Legal Contact
	

	Supplier Contacts
	See Supplier Inquiry 2020 Version 2.4.5

	Customer Contacts
	See Customer List Version 2.6.3



