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ABSTRACT

This presentation includes a brief history of fault tree anal-
ysis, its relationship to systems safety analysis, and a descrip-
tion of how to do a fault tree analysis both on a simple and
compiex level. It will demonstrate how this analytical tech-
nique can give new insight into safety problems and thereby
improve proposed answers or countermeasures. The applica-
tion of this approach 10 management problems is also dis-
cussed,

THE FAULT TREE METHOD of analysis is more than a de-
cade old, but like most innovations ifs diffusion has been slow.
It was successfully applied to some very knotty problems in
the aerospace field and this success gained it acceptance, not
only within the aerospace industry, but also by the Depart-
meat of Delense, which made fault tree analysis a require-
ment in some of its contracts, However, the broad applica-
tion of fault tree anadysis seems to tie in the future. At the
preseat time it is being used muinly for safety of missiles and
aircraft by the design engineers in the design stages of these
products.

In this article it is hoped that the potential for wider appli-
cation of this relatively new technique can be shown. For ex-
ample, the safety engincer (possibly with an assist from his
own product engineers) can (ind uses for this analytical
method, not only with respect to existing systems in his plant,
but also for setting specifications on new or replacement
equipment. Also, management can apply this method to gain
additional insight in solving problems and making better deci-
sions.

Fault tree analysis was first conceived in 1962 by H.A. Wat-
sen of Bell Telephone Laboratories in connection with an Air
Force contract for study of the Minuteman launch-control SY5-
tem. Further development and refinement of the technique
resuited from the combined efforts of the study team, which
included A.B. Mcams. The problem of determining the likeli-
hood of an inadvertent launch of a missile was successfully
solved. The Bocing Company later modified the fault tree
techrique so that simulation with high-speed computers was
possible. D.F. Haasl, R.d. Schroder, W.R. Jackson, and others
contributed to this important deveiopment.

Because of this rapid growth in sophistication, it is possibie
to consider fault tree anzlysis on three different levels of com-
plexity:

1. Simply draw a fault tree and examine it without perform-
ing any calculations,

2. Draw a fault trec and perform the caleulations with a
desk calculator or slide rule.
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3. Draw a fault tree and devise a computer program for per-
forming the calculations.

In this article, the first two levels wiil be discussed and the
requirements for the third level will be indicated.

What is fault tree analysis? According to A.B. Mearns, the
first fault trec analysis was made to study unlikely events in
complex systems. This view can be expanded: a fault tree can
be constructed for any event that can occur in a system. I is
important to remember, however, that only one event is anal-
yzed in a single fault tree.

To do a fault tree analysis, first an undesired event of suffi-
cient importance is selected—this could be a catastrophic event
(such as inadvertent launch of a missile) or an undesired event
of smaller magnitude (such as failure of a power press inter-
lock guard). Next it is necessary to reason backward from
this event to visualize all the ways in which it could occur.
These “causes™ or contributing factors are, in turn, broken
downr into the events which lead to them, and so on. The
events are diagrammed in the form of a tree with the unde-
sired event at the top. The branches are continued until
either “independent™ events are reached or there is little
reason to continue due to lack of information or insignificance
of the contribution of additional breakdowns. An indepen-
dent event is one which does not depend upon other coOmpo-
rents in the system for its occurrence.

MAKING THE TREE

A fault tree is really a logic diagram that traces al] the events
and combinations of events that can lead to the undesired
event. For uniform representation of these events certain
symbols are required.

One group of symbols, called “gates,” indicates whether a
single event or a combination is required to produce the next
event higher up the tree. They also may indicate whether
limiting conditions are invoived, such as one event happening
before another when both are required to pass through a gate.



Other symbols are needed for the events themselves to indicate
whether they are “normal.” “independent,” or “insignificant.”
The real strength of the fault tree symbolism lies in the fact
thas the symbals can readily be translated into algebraic terms

so that the tree can be simplified. It can be mathematically
reduced, so to speak. to its bare bones. Al duplications can
be eliminated and the most important independent events
identified. [I' the frequeacy of occurrence {or probabilities)
of the independent events is known or can be approximated,
then the relative importance of the various independent events
in producing the undesired event can be calcutated,

A SAMPLE TREE

For the purpuse of illustrating the fauit tree method of anal-
ysis, we will use a home fire alarm system. Asshown in Fig. I,
there are sensing devices on the first and second floors with
wires connecled to the alarm, which is powered by the ordi-
nary 110V commercial power supply. The undesired event
selected for analysis is ““a fire with no alarm.”

Examining the tree {Fig. 2), it is seen that the undesired
event can coie about if there is a fire on the first floor with
no alarm given or a fire on the second floor with no alarm.

A fire on the first floor with no atarm invoives having a fire
on the first flovr and having the alarm unable to respond to
the fire. (There is also an added condition that the alarm fails
prior to the fire.} The alarm can fail to respond if the first.
flocr sensing device fuils or the alarm is inoperative, The fire
alarm will become inoperative if either the alarm itself fails or
there is no power to the alarm system or the sensing lines fait.
There wili be no power if the power line fails or the commer-
cial power is cut ofT at the source.

Similarly. the branch involving a fire on the second floor can
be traced. The transfer symbol shown under “'fire atarm in-
operative” indicates that corresponding elements ia the first-
floor branch should be repeated beginning with the transfer
symbol.

This represents the simplest level of fault tree analysis—
drawing the tree and examining it. Since it requires precise and
detailed knowledge of a system to draw a fault tree, complet-
ing the tree forces the analyst 1o learn more about the system.

For a complex system, it is often necessary 1o assign various
branches of a tree to specialists to make sure that the event se-
quences are correctly portrayed.

There arc imporiant benefits to be gained from learning pre-
cisely what can go wrong and how this will affect the system.
The analyst gains new insight and sees new possibilities; he can
see what new data is needed for prevention purposes; and he
will come up with better answess because they will be based
on examination of the whole system rather than a single com-
ponent.

INTRODUCING CALCULATIONS
The second level of complexity in fault tree analysis in-

volves caleulation. What is needed are the frequency of oc-
currence figures for the events symbolized with circles. These
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Fig. 1 - A sample home fire alarm system

frequency numbers are usually mean time between failures
figures (MTBF), and they apply to the separate components.
The sources for these numbers are varied--accident experience,
test results from component manufacturers, comparisons with
similar equipment, engineering data, judgment, and so on.

Next, the fault tree should be converted into algebraic terms
using Boolean algebra. Boolear algebra sounds strange and
possibly difficult until you realize that it is understood by any
7th or 8th grader who has studied the “new math™ now taught
in grade schools. They learn the algebra of sets, which is a
form of Boolean algebra. Actually, all that is needed are about
ten simpie rules that can be fearned thoroughly in a couple of
hours.

The and relationships in the tree are represented by multipli-
cation signs and the or relationships are represented by plus
signs. Starting at the top of the fault tree, each of the events
is written in algebraic form step by step until the entire tree
has been expressed in terms of the “independent™ events
(those symbaolized with circles or diamonds). The terms of
this long algebraic expression can be greatly simplified using
the Boolean rules. The MTBF figures or estimates of frequency
of occurrence can then be substituted in this simplified expres-
sion and the relative importance of the various termsevaluated.

Typically, it will be found that some event sequences are
thousands of times more likely to induce the undesired 2vent
than other event sequences. Thus, it is relatively easy to find
the chief combinations of events that must be prevented to re-
duce the likelihcod of the undesired event happening—even
when the MTBF figures are not completely accurate.

The calculations enable the analyst to determine the overall
likelihood of the undesired event, the combination of events
most likely to lead to it, the single event that contributes most
to this combination, the most likely paths through the tree to
the top, and many other relationships. In addition, if the sys-
tem is modified in any way, the fault tree can be changed to
reflect the moedification and new calculations performed to de-
termine the effect of the innovation. In fact, numerous modi-
fications can be made and the effects of ail of them can be
simultanecusly evaiuated.

In its originat form, the fault tree was confined to faults or
malfunctions of equipment. But there is no need to restrict
the method in this manner. With sufficient information on
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Fig. 2 - Fault tree analysis of the home fire alasm system

human error frequencies, human as well as mechanical mal-
functions can ke included in the fault tree.

Both the human errors and the mechanical malfunctions can
be stated in probability terms and can, therefore, be combined
with no logical difficulties. It shouid be noted, however, that
much more information is available or equipment faults than

on human errers and it may require considerable effort to
quantify a fault tree having both kinds of malfuncticns.

COMPUTER SIMULATION

Itis clear that the fault tree method is a powerfu! and effi-
cient technique for systems safety analysis. It is limited pri-
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marily by the skili of the analyst and the availability of the
basic numbers needed to indicate frequencies of certain events
However, if the system being analyzed is quite complex, the
calculations can be tedicus and the lack of failure frequency
data can become serious handicaps. To overcome both of
these problems, the Boeing Company has developed ways of
simulating fault trees on high-speed computers.

Briefly stated, this computer method requires that the fault
tree be constructed as usual. Then either the MTBF figures or
figures obtained by sophisticated sampling techniques applied
to the frequency distributions for primary faults are used to
designate time intervals in the life of the system during which
a particular fault witl occur. Coexisting faults will form event
sequences that will ascend the tree and, in some cases, will
reach the top of the tree. These combinations are recorded
and after sufficient computer runs, the same sorts of informa-
tion about the events will be obtained as they would be in the
noncomputer calculations.

The computer format has an additional advantage, however,
in permitting a more realistic situation to be used by allowing
for repairs to be made to correct some faults. In the life of
any system, repairs or maintenance activities are performed
and this reduces the likelihood of specific undesired events
happening. Introducing repair times into hand calculations
offers no theoretical difficulties but it is much easier to in-
corperate in a computer program.

THE FAULT TREE IS A UNIQUE MODEL

Systems analysts and operations research technicians set up
mathematical or logical models when solving problems. These
models fall mainly into two classes: deterministic, that is,
those showing causal relationships among the various parts of
the model, and probabilistic, that is, those using probabilities
to indleate the likely relations among the parts. The fault tree
is a unique model because it combines both classes of model in
one representation. When constructing the tree, the elements
of the tree are developed as causal scquences showing what
event can lead to others based upon knowliedge that such hap-
penings actually occur. Once probabilities have been assigned
to the independent events, the model becomes a probabilistic
one. The probabilities help to select not just relationships be-
tween variables, but to determine which causal chain is the
most likely. Potentially, therefore, fault tree aralysis is more
powerful than traditional statistical techniques such as regres-
sion analysis, since it is on a new plane. [t is choosing among
causal sequences that are aiready known rather than merely
tinking elements. Of course, the power of this anafysis method
depends upon there being sufficient knowledge to draw the
proper tree in the first place.

APPLICATIONS

The applicaticons of fault tree analysis depend upon the in-
genuity and knowledge of the persons using the method. But
it might be helpful to indicate how a manager could gain in-
sight by applying the method on the simplest level.

Suppose a plant manager decides that he would like to in-
crease the gross income for his plant. He wouid start the tree
with a rectangle at the top of the tree labeled “increase gross
income.” To increase the gross income he must either increase
the prices for his present products sold or increase the amount
of goods sold (at the present, higher, or slightly lower prices).
On the tree this would be represented by an or gate and two
branches--one for the higher prices and the other for the in-
creased product sold. Loeking just at the branch involving
higher prices, he can reason that before prices can be increased,
he must examine possible government regulations controlling
prices, possible antitrust violations, current and future market
conditions, the possibility of lower sales volume, and so on.
Each jtem: would be added in its proper place in the tree and
further analyzed.

If the manager were to opt for increasing the amount of
goods sold, he would now add items to the other main branch
of the tree. He must examine the availability of additional
raw material and additional manpower, more money for invest-
ment {perhaps through loans or stock sales) to finance the ex-
pansion, and follow these elements to other levels. Another
subordinate branch might pursue the possibiities that in-
creased sales might also be obtained by reducing inventories
which could come about through lower prices or a better sales
effort {more incentives for salesmen or better salesmen) or by
improving the products sold. Improving products leads to
examining the research facilities and the investment needed
for this activity, and so on.

All of these elements are readily derived in a simple tree—
once the process is started, When laid out in this form, the
manager can determine the most likely sequence of events and
make his decision based upon z better overall view of the pro-
cesses involved. The process of drawing the tree in itself forces
the analyst to view his problem more realistically and thereby
generates added insight that can be very valuable in making
his decision.
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