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Security & Legal

Insights for Association Leaders

o Phishing

o Scaping

o Data Security



Phishing

A cyberattack where scammers 

impersonate legitimate organizations 
or individuals.

The goal is to trick people into 

revealing sensitive information, such as 
passwords or financial details.

4



5



6



7



Content Scraping

The the process of extracting data or 

information from a website. 

This is typically done using automated 
tools or scripts that crawl web pages 

and retrieve specific content, such as 
text, images, or other media.
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What percentage of website traffic 
comes from automated bots?
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What percentage of website traffic 
comes from automated bots?

42%

10Akami (2024). Scraping Away Your Bottom Line: How Web 
Scrapers Impact Ecommerce [White paper]



What percentage of website traffic 
comes from automated bots?

42%

62% of bot traffic
is malicious

11Akami (2024). Scraping Away Your Bottom Line: How Web 
Scrapers Impact Ecommerce [White paper]



What do they want?

•Member Directories

•Upcoming Events

•Event Registrants

•Blog articles & industry knowledge
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Why do they do it?

•“Because it’s fun”

•Blog articles & industry knowledge

•Steal & sell data

•Hotel scams

•Test stolen credit cards

•Denial of Service

•Social Engineering
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How do they do it?

•Automated bots

•By hand

•By joining as a member
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How do Software & IT Professionals 
fight content scraping?

•CAPTCHAs

•Throttling

•Monitor Logs

•Honeypots

•Web Application Firewalls
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How can Association Professionals 
fight content scraping?
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•Multi-Factor Authentication
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•Use Strong Password Policies
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•Implement Multi-Factor 

Authentication

•Use Strong Password Policies

•Conduct Regular Employee Training 
(and testing)

•Verify Before Acting

•Data Governance
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How can Association Professionals 
fight content scraping?



Let’s Discuss:
How can we fight this?
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•Implement Multi-Factor Authentication

•Use Strong Password Policies

•Conduct Regular Employee Training (and testing)

•Verify Before Acting

•Data Governance



Connectivity – Building 
a Digital Ecosystem

Insights for Association Leaders

o Evaluating Technology 

Partners

o SSO & API

o Designing Your Ecosystem



Open Closed







•Specialization: Each software provider 

focuses on one function, leading to more 
feature-rich tools.

•Flexibility: Replace pieces as needed. 

•Innovation: Add green-field technologies 

as they emerge. 

•Cost Effectiveness: Invest in the pieces 
that will drive the most value for your staff 

and members.
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Why do associations need an 
ecosystem?



How do we connect software 
to form a cohesive ecosystem?

•Native

•Custom

•Middleware

•“No Code” Automations
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•Built-in connections between software 

applications, provided directly by one 
of the vendors.

•Benefit: Well-tested, established & 

easy to implement

•Drawback: Not as customizable
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Native Connections



Evaluating
Native Connections

•Ask for a demo of the connection – 

does it do what you expect?

•Read the help documentation

•Ask for references

•Ask your peers

•Ask the partner who didn’t create the 
integration
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•Tailored connections to meet specific 

business needs

•Benefit: The API is the only limit

•Drawback: Requires development 
resources to implement.

•Remember: Software changes, so 

you’ll need to keep this updated.
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Custom Connections



•Connects to two systems and acts as 

a bridge between them.

•Benefit: Buying a “product” instead of 
custom development

•Drawback: Often the same price as 

custom connections yet with more 
limitations
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Middleware



•Users can connect apps and automate 

workflows without writing code.

•Benefit: Accessible to non-developers

•Drawback: Can lack the depth of 
custom solutions & may not be as “fool-

proof”
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No Code Automations





•What should be the CEO’s role in 

choosing between integration options?

•What types of work should be 
automated?
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Let’s Discuss: 



Actionable AI

Insights for Association Leaders

o AI Note Takers

o Generative AI / ChatGPT

o Chat Bots



Actionable AI

Systems that provide insights, 

recommendations, or data-driven outputs 
that can be directly implemented or 

acted upon. 

It emphasizes AI's ability to deliver 
practical, real-time solutions or decisions 
that drive meaningful outcomes.
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AI Note Takers





Finalize Plan for Tech Session at Harvest 10/1 - Carrie Laney's Zoom Meeting - September 04

View Recording: https://fathom.video/share/z9bjJwG1RnCsuqQzwqm8kvnese7XPM5r

Meeting Purpose: Finalize plans for the technology session at Harvest conference on 10/1, including 
content, format, and speaker roles.

Key Takeaways

  - Session will focus on 3 main learning objectives: understanding emerging tech trends, evaluating tech 
solutions, and creating a digital ecosystem

  - Content divided into 3 areas: security (Pete), connectivity (Tim), and actionable AI (Mark)

  - Format will use slides for structure, with speakers presenting from podium and panel table

  - Session will conclude with "homework" for attendees on technology policy audits

Topics

Session Content and Structure

  - Reduced learning objectives from 10 to 3 based on feedback about being too broad
  - Decided to focus on security, connectivity, and actionable AI as main topics

  - Legal/policy considerations to be woven throughout rather than a separate section

  - Will include a "homework" section at end on technology policy audits for attendees



•Document 1:1 conversations with 

members in your AMS

•Revisit decisions or issues raised in past 
discussions.

•Quickly catch up after missing a 

meeting

•“This is the AI app that has made the 
most difference.” – Tim Atkinson
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AI Note Takers



Generative AI / ChatGPT 

Provides insights, recommendations, or 

data-driven outputs that can be directly 
implemented or acted upon. 

Emphasizes AI's ability to deliver practical, 

real-time solutions or decisions that drive 
meaningful outcomes.
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Generative AI / ChatGPT 



Generative AI / ChatGPT 
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•Don’t upload confidential information

•Confidential information includes 

member contact information

•Prompts are important

•Check the work

•Experiment



•Should note takers be allowed into your 

virtual committee meetings?  Can they 
be used to create minutes?

•How can ChatGPT get an association in 

trouble? 
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Let’s Discuss: 





Homework:
Policy Review

Insights for Association Leaders

o Legal

o Governance

o Technology Procurement

o Operational



Policy Review
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•Legal

• Terms of Service

• Privacy

•Governance

• Member Directories & Contact 
Information

• Personally Identifiable Information

•Operational

• Passwords & MFA

• AI Use
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“You want to ask the tough questions 

before someone else comes along and 
asks the tough questions of you.”

-Mark D. Nelson, PhD, MBA, FASE, CAE



Navigating the 
Tech Landscape
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Insights for 

Association Leaders
Download a sample privacy 

policy & AI use policy.
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