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Over the last several years, automobile
manufacturers have gone to great lengths to
curb consumer exports of their vehicles to
foreign countries. Manufacturers face millions
of dollars in losses annually on the sale of high-
end luxury vehicles to places like China and the
Middle East, where the sales of luxury vehicles
can fetch two to three times the U.S. sticker
price.

At a loss for how to prevent these exports
on their own, manufacturers are forcing
dealerships to act as unofficial enforcers,
imposing stiff penalties against any dealership
that unwittingly allows one of its vehicles to
be exported overseas. Manufacturers, in their
effort to force dealerships to police the export
of luxury vehicles, now insert strict liability
provisions in their franchise agreements,
imposing financial penalties, chargebacks,
reductions in vehicle allocations, and in
some cases termination of a franchise when a
dealership sells a vehicle that ends up overseas
in its first nine to twelve months in service.

Dealerships are now forced to go to great
lengths to investigate potential purchasers.
For example, before selling a high-end
luxury vehicle, a dealership seeking to avoid

penalties may be required to ask the buyer
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Protecting Dealerships from
Export Penalties

By Jonathan Michaels, MLG Automotive Law, APLC

uncomfortable financial questions to determine
whether the buyer can afford a luxury vehicle.
Some dealerships are even going so far as to
require purchasers to sign an “Agreement Not
to Export”, wherein the buyer agrees not to
allow the vehicle to be exported in the first two
years of service or face severe liability to the
dealership.

For dealerships, unknowingly selling a vehicle
to an exporter can be disastrous. Some estimate
that manufacturers have charged dealers selling
vehicles to exporters, even inadvertently, tens of
millions of dollars in penalties and chargebacks.
Four of the largest manufacturers of high-end
luxury vehicles, BMW, Land Rover, Mercedes-
Benz and Porsche, reportedly penalized their
U.S. dealers with chargebacks totaling $30.4
million from 2008 through 2013.

Fortunately, at least one state is beginning
to get involved. A new California law aims to
protect dealerships from oppressive penalties
related to exports. Recognizing that a California
dealership should not be held responsible for
the unknowing sale of a vehicle to an exporter,
the legislature recently passed Assembly Bill
AB-1178, which recognizes that “at least one
manufacturer is disregarding [California]

franchise law by imposing a strict liability export

and analyzed before use.

Disclaimer: The Defender articles do not constitute legal advice and are not independently verified. Any opinions
or statements contained in articles do not reflect the views of NADC. Cases cited in articles should be researched
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and sale-for-resale policy against dealers. These actions impose severe
sanctions on dealers regardless of the fact that dealers are collecting sales
tax and registering these vehicles in California and have no reasonable
knowledge of the future fate of those vehicles.” Assembly Bill AB-1178
now prohibits these practices.

AB-1178, which went into effect in 2016, prohibits a manufacturer
from taking any adverse action against a dealer unless the dealer knew,
or reasonably should have known, of the customer’ intent to export the
vebicle. Additionally, the new law creates a rebuttable presumption that
a dealer did not have reason to know of the customer’s intent to export
the vehicle if the dealer causes the vehicle to be registered in California,
or any other state, and collects any applicable sales or use tax due to
that state. Most importantly, the law requires that the burden of proof
for any violation of a manufacturer’s export prohibition policy be on
the manufacturer, not on the dealership.

In passing AB-1178 into law, the California legislature has taken
an important step to protect its dealerships from a manufacturer’s
overreaching export prohibition policies. We can only hope that more

states will follow. B

Updated Member Contact Information

Please make sure to notify NADC Staff
(info@dealercounsel.com) if your contact
information has changed so that your
records can be updated accordingly.

We will begin to list updated contact
information in The Defender so all
members can be aware of the change.

Updated Information:
Anthony Anastasio
New Jersey Coalition of Automotive Retailers
Phone: 609-883-5056
Email: aanastasio@njcar.org

Sarah Seedig

Holland & Knight LLP

Phone: 303-974-6535

Email: Sarah.Seedig@hklaw.com

Stephen Dietrich

Holland & Knight LLP

Phone: 303-974-6550

Email: Stephen.dietrich@hklaw.com
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President’s Message

Andy Weill
Weill ¢ Mazer
NADC President

It is truly a privilege and an honor to have the opportunity to serve
as your President. 'm following some very distinguished predecessors
in this office, and for this first President’s Message, it’s appropriate to
acknowledge prior Presidencies. I'll also call attention to some of their
benchmark accomplishments.

Our founding President was Jonathan Harvey, who served from
2004-07. It would be easy to devote this entire column to Jonathan’s
numerous contributions, but he would be the first to tell me to cut
it short. Under his leadership, the Defender was first published in
November 2004 and the list-serve was established in 2005. These
tools for communication to membership and for the lively interchange
of information and ideas have continued to prove their value to the
present.

Mike Charapp served as President from 2007-09. His term saw
continued growth in membership and conference attendance, along
with the establishment of more formal systems (such as the list-serve
policy in 2008) as needs developed.

Rob Cohen’s term was from 2009-11. Rob was determined to get
membership up to 500, and by the end of his term, the member count
was exactly 501. His term also saw the retention of AMS as NADC’s
management firm and the launch of a new website in 2010.

Patty Covington took the helm from 2011-13. Among other
achievements, she oversaw the expansion of the former Fall Workshop
format to the current Fall Conference in 2011 and the preparation of
the first NADC Attorney Directory printed in 2012.

Oren Tasini served from 2013-15. Membership continued to
expand, reaching 540. Taking the long view, under his leadership
NADC held its initial Strategic Planning Committee Meeting and
developed a strategic plan in 2014. An innovation of his time was
seeing to it that new members had a separate welcome reception at
conferences, initiated in Fall 2014.

Steve Linzer served from 2015-17. Under his leadership, membership
reached 600. His term saw the launching of the weekly Dealer Counsel
Alert, the federal registration of the NADC trademark and tradename,
and the development of the Database/Website Integration Project.

But the foregoing leaves out other areas of contribution: sage
leadership at Board meetings, representation of NADC at various
functions, promotion of the core values of NADC, and the numerous
day-to-day details that help an organization function and thrive.

I am proud to be able to call all of these leaders my friends and
valued colleagues. They are truly class acts and have set the bar high.
I continue to benefit from their experience and wisdom. If T follow
those taillights, I'm sure to be on the right road. ®
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NADC Member Announcements

Do you have an announcement or accomplishment that
you would like to share with the NADC community?

Please send any news that you would like to share to:

emurphy@dealercounsel.com.

BUIiLT FOR DEALERS

THE PORTFOLIO GROUP OF COMPANIES
IS BUILT FOR DEALERSHIP OWNERS.

We are built 100% for the dealer’s
personal wealth goals.

It’s that simple. We are the only
program that structures dealer-affili-
ated reinsurance and risk-transfer
companies to deliver 100% of the
underwriting profits and investment
income to the dealer.

It is our mission to give every
available benefit to the dealer.
And it works.

Portfolio dealers have taken hun-
dreds of millions of dollars of their
own money in dividends, and loans
from their companies, to grow their
dealerships and to provide a secure
future for their families.

THE DEALER CAN HAVE IT ALL.

ﬁ‘- b, st
Professionals to contact him directly =

877.789.6200 Building Wealth for America’s Auto Dealers
www.PortfolioReinsurance.com

Our CEO, Steve Burke, personally
invites Dealership Owners and Legal
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Practices

By Steve Levine, Ignite Consulting Partners

Over the last year, the Federal Trade Commission has taken a
renewed interest in how businesses protect customer information.

The FTC has even published a booklet, Start with Security: A Guide

for Business, to assist businesses in formulating their own strategies.

(The booklet can be found at www.FTC.gov.) This booklet is a great
resource, because it includes a list of tips for business to follow based
on many cases the FT'C has pursued.

From talking to many dealers, though, it seems as if the message has
not been heard. Too many dealers think that good information security
is simply a matter of buying the right equipment, such as firewalls and
virus protection. Guess again, because that is just a start, and simple
things like a stolen device, employee negligence, or falling for a phony
email are just as, if not more, likely as a cyber-attack to bring down
the house of cards. It is important to remember that protecting both
customers’ sensitive information and protecting sensitive business data
is the job of every employee. Dealers should perform a self-audit of

the following three areas to see where things stand.

Technology — Good News and Bad News

Virtually every dealer is dependent on technology to run its business.
The efficiencies and other benefits are just too great, but the bad news
is that technology can also do harm unless a thoughtful approach to
its use is taken. The first thing a dealer should do is check that it has
an appropriately sophisticated firewall. This will help keep hackers
and other bad guys out of the system. Next, the dealer should give
thought to whether wireless access is provided on the premises. A lot
of dealerships provide WiFi as a convenience to its customers and
employees; however, outsiders can connect to the system and that
can be dangerous. If a stranger figures a way to hack in the system, he
or she can obtain an address within the system and then have access
to information. It is a good idea to turn off wireless access outside of
business hours and audit access frequency.

With more employees working from home, outside service providers
like accountants looking for access, and even owners wanting easy
access to reports at night and on weekends, remote access has become a
big issue. Although expensive, a virtual private network (“VPN”) is the
safest option. Spend the extra money and get that extra level of security.
Next, employees can carry the business in their pockets. A good
safety precaution is to have tracking tools installed on mobile devices

such as phones, laptops, and tablets. These tools allow for locating
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Ignite Your Information Security

Feature Article

the device when missing and can also be used to remotely wipe data
from the device should the need arise. Having that ability can save
sleepless nights in the event a device goes missing. It is also important
to look at the policy manual and see whether it addresses what type of
information employees are allowed to store on a device. Does it address
whether sensitive reports and data be downloaded to a device that can
be taken anywhere? Are all employees subject to the same policies, or
are employees that have access to more sensitive information prompted
to use additional encryption tools?

Dealers should also examine policies and procedures related to
employee use of email and software. There should be a prohibition
against using shared logins. Each employee should have a unique
username so that his or her activities can be identified and they can be
held accountable. Frequently, employees share logins for convenience,
especially if they do the same job or cover for one another due to
vacations and other staffing needs. Dealers should make a policy to
have unique logins so that you have an audit trail of what actions were
taken by each employee.

Dealers should also use an aggressive password policy that requires
change on a regular basis, such as monthly or quarterly. The system
should have robust password criteria that require symbols, numbers
and letters and does not allow the same password to be used repeatedly.
Dealers should have a policy that requires employees to lock their
computers if they leave their desks and use of automatic screensavers
after brief periods of inactivity, such as five to ten minutes. A visitor
should never have access to sensitive information on a computer screen
or access to your network because an employee failed to lock their
computer.

Finally, dealers should educate employees about the practical dangers
presented in today’s web based environment. Many are not familiar
with “phishing”, “spoofing”, and similar email attacks that can leave
the entire network open to invasion and virus. Dealers should provide
training materials, so that employees are on the lookout for fictitious
emails and false web addresses. Employees should have the tools they
need to act as the dealers’ front line of defense. Dealers should also

test the employees to make sure that they understand the information.

Facility Security — Does It Allow Access to Sensitive
Information?
The layout of the dealership present lots of ripe opportunities for

JUNE 2017 - PAGE 4



the compromise of information. One of the most common mistakes
is information being open and available at the receptionist or other
employee’s desks, where customers, vendors, or other invitees can
catch a glimpse or do worse. Thought should be given to what type
of information is handled by employees that interact directly with the
public, thus increasing the odds that visitors will be in proximity to
documents they should not see. More importantly, every dealership
should have a “clean desk” policy which prohibits sensitive information
from being kept on a desk when left unattended. Employees should
have access to locked drawers and file cabinets in which to store papers
when stepping away from the desk. Employees with offices should
either have the ability to lock up their papers or their offices.

Dealers need to consider whether all employees have access to the
entire facility, or whether access is restricted by job description so that
employees are not free to enter areas where they have no reason to go.
In alarger dealership that handles both front end sales and collections,
for instance, the front end employees would not have much of a reason
to have unfettered access to the collections department, and collections
personnel would have no reason to freely walk through the accounting
office. Those areas could be kept behind locked doors. In a smaller
dealership, it may not be practical to restrict access, so it is important
for dealers to consider proper placement of personnel and the other
measures discussed herein.

Additionally, what policies and procedures are in place to limit the
access of third party vendors such as delivery personnel, repairmen,
and other service providers? Are they required to physically sign in and
out when they come and go? Are they escorted back to the work area
and supervised, or are they left to wander around the facilicy? What
kind of due diligence is done to investigate these vendors? Dealers
should know with whom they are doing business and make sure they
have policies and procedures in place to hire trustworthy people before
letting them into the business. Special attention should be given to
cleaning crews and any other personnel that are given access to the
facility after hours without supervision. For those sensitive positions,
even more due diligence is appropriate, and it is not unreasonable
to ask if those employees are bonded and what type of insurance is
covered to protect the dealership in the event of wrongful conduct.

Do not choose convenience over security. Both are important.
Copy machines, fax machines, and scanners should be put behind
locked doors. Good shredders should be placed next to every waste
paper basket. Additionally, a dealer should understand where various
employees need to go within the dealership and where access should
be limited to those with a specific purpose. These are simple steps that

can eliminate problems.

Employees Can Be a Threat
Employees, through careless or negligent conduct or through
intentional acts, are probably the biggest point of vulnerability for

a dealership. Dealers can protect their businesses by conducting
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robust pre-employment screening to make sure future employees are
trustworthy. On the first day of work (or as soon as possible if not done
previously) employees should sign a confidentiality agreement setting
forth how they are to handle confidential information they come
across as an employee and restricting their use of such information in
any capacity.! Employees should be tested at least annually on their
confidentiality obligations and, upon separation, provided with a copy
of the signed agreement and a reminder of their obligations under it.

Employee handbooks should include sections dealing with
information security and the expectations being placed upon them.
Dealers should have a one page summary for them to sign which
should be placed in their personnel files. Dealers need a strong training
program that includes education on security concerns and then should
test every employee on those standards, documenting the results in
personnel files. This should be done at least annually and preferably
more often so that employees understand the seriousness of the issue.

“Hot button” issues that should be referenced in these training

materials include:

*  Whatare the company policies regarding use of thumb drives,
camera phones, and any other portable devices?

*  Are employees allowed to access the internet while at work
and, if so, is access restricted to certain sites?

*  Areemployees allowed to access their personnel email accounts
while at work? Are employees allowed to email company
information to their personal email accounts?

* Can employees download data, reports, or customer

information to portable devices such as tablets and phones?

The possible topics are extensive and will vary greatly depending on
the size and type of business of the dealership.

Dealerships are especially vulnerable to an information breach upon
the separation of an employee. A good way to protect the business is
to have a sophisticated separation process that is systematic, routine,

and applied consistently no matter the job description. Critical items

should include:

*  alist of all parties that should be notified of the employee’s
departure;

* alist of all systems and programs to which employee has access;

*  alist of company property in their possession;

*  the disabling of system access and recover keys and badges; and

* the deletion or redirection of accounts (including VPN,
network, email, and voicemail), removal from distribution

lists, and notification to vendors and clients as appropriate.

Another good practice is to provide exiting employees with copies
of the confidentiality agreements they signed during their employment

and to remind them of the serious consequences of any breach.

1 T . .
If confidentiality agreements are signed later, dealerships may have to offer some
consideration to the employees for them to be enforceable.
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Learn About Cyber-Liability Insurance
Dealers should be proactive and ask insurance professionals about NADC Welcomes New Members

obtaining cyber liability insurance to protect them in the event of an

unfortunate episode. This type of insurance can save a business! If there Full Members

is a data breach, most dealers are not prepared to incur significant costs John Gregory

that hit quickly such as legal and forensic services to discover a breach, Gurzgony Lavy LG

regulatory compliance and notice of affected persons, customer credit Johns Creck, GA

monitoring, business interruption expenses, damage to the network John Hickey

and lost data, and a public relations campaign to control reputational Semanoff Ormsby Greenberg

damage. This type of insurance coverage is very valuable and it is and,T(:;Chia’ /II‘LC

important for the business leaders to understand how it is different Huntingdon Valley, PA Fellow Members

than regular errors and omissions coverage and how it can be tailored David Hosilyk Christopher Branton

to fit a particular business. Sojitz Automotive Group, Inc. Hill Ward Henderson
Dealers can no longer lock up the gates at night and feel that their (\Z)V;actgiri):i ﬁ\;\i& ?al\rjlzilt\"gll)\n lampa, FL

businesses are protected. It is necessary to build controls for the facility, Berkeley, CA Charles Gockenbach

the technology, and the employees. By attacking all three of these Camping World and FreedomRoads

prongs highlighted in this article, a dealer can put itself in the best Norg}:)v::e?:[;/r[:t):)lfsport Lincolnshire, IL

position to protect its information and its customers’ information. B Puyallup, WA Lisa Oliviei

Steve Levine is Chief Legal and Compliance Officer of Ignite Consulting . MileOne Automotive Group
Partners, a company that provides compliance, cybersecurity, process .RlCh i Dl Towson, MD
. . . Piazza Auto Group
improvement and other services to car dealers and finance companies. .
. . . Norristown, PA
You can follow him on Twitter @LawyerLevine.

Doug often wondered if his dealership was
operating at its peak performance.

Don’t be like Doug... Call Us Today.

TAX SERVICES LITIGATION SUPPORT DEALERSHIP VALUATIONS
ATTESTATION SERVICES RISK MANAGEMENT IT & DMS CONSULTING
OPERATIONS SUCCESSION PLANNING
With over twenty years in the Automotive Industry, you can trust our N
team to be a valued advisor for your team.
(
o@o ROSENFIELDANDCO.COM | 1.888.556.1154 TRADITIONAL VALUES | EXTRAORDINARY RESULTS
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Integration that Powers Performance®
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New England’s Most Experienced Auto Dealership Broker
X BVl COMPLIANCE

OVER 34 YEARS OF DEAL MAKING Sl
WITH MORE THAN 400 STORES SOLD *

Brokering Appraisals Litigation

Market Consolidation Solutions N E W YO R K ’ N Y 1 @ @ 1 7
We Are The Deal'Wizards
Office 857-404-0226 Mobile 508-395-2500 1 b7 8 8 8 B 2 4 3 3 5 2 O 4

E-mail gordon@gwmarketingservices.com Web gwmarketingservices.com www.TotalDealerCom pl iance.com

DEALERS NEED HELP

Increasing fees and contracts have created a war of attrition.

e

733 3R AVE., 15™ FLOOR

KERRIGAN ADVISORS

Isnt it time innovation and technology

e e o Dealerships Are Far Too Valuable
W u usi H

P ( 'D' to be Sold Any Other Way
That's what we're here for.

. Erin Kerri
844-369-2001 dmxio Ryg: Kz:::g:: (949) 202-2200

www.kerriganadvisors.com

VISIT US ONLINE AT:

ADD PERSPECTIVE

K Q1h Industry leaders
'\\ PRESIDIO since 1997

/‘Il GROUP

Focus on your business.

Maximize your service to dealers with strong
financial experience and resources.

it ki "1" '
w' I‘m“““ CliftonLarsonAllen

‘' CLAconnect.com/dealerships

Let Presidio help maximize the
value you have created and
monitize it for you.

FL1LLLLAR

. 200

ADVISORY | OUTSOURCING | AUDIT AND TAX

©2016 CliftonLarsonAllen LLP

Contact James Taylor: jtaylor@thepresidiogroup.com
(415) 449-2520 | www.thepresidiogroup.com

Presidio Merchant Partners, LLC Member FINRA/SIPC
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IN THE AUTOMOTIVE SERVICE INDUSTRY

withum

AUDIT TAX ADVISORY

Dedicated to providing world-class service,
innovative solutions and industry expertise,
specializing in dealership valuations, due
diligence and forensic/fraud services and
much more to the automotive industry.

BE IN APOSITION OF STRENGTH*"

Bob Brown, CPA, Partner (732) 572 3900 WIth um.com

Consulting Services for Dealerships

nomo  and their Attorneys
ECONOMIC
GROUP

We are experts on:

i - Lost profits & damages

K - Valuation & transaction due diligence
- Market & sales performance analysis
- Add point & termination studies

Case studies and more information available at www.AndersonEconomicGroup.com
East Lansing | Chicago | Istanbul

W E I N E R I I ' Cedified Public Accountants & Consultants

Providing Automotive Litigation Support,
Valuations, and Mergers & Acquisitions Assistance
From a Unique Perspective

For More Information Contact:

Larry Weiner, CPA, CrFA, Managing Partner
201.746.9700 Ext:305 or lweiner@weinerllc.com
85 Chestnut Ridge Rd, Suite 114

Montvale, NJ 07645

www.weinerllc.com

Vv

VVH | CPAs and Associates

AXIOM ADVISORS

Innovative. Automotive. Insight. Exceptional. Automotive. Assurance.

Real Car People with Over 100 Years of Dealership Hands
on Experience in

 LITIGATION SUPPORT e MERGERS & ACQUISITIONS
© OPERATIONAL CONSULTING e TAX e ASSURANCE

www.axiom-auto.com/welcome

DHG dealerships

driving relationships forward

2,500+ 140+ 6 )

Rooftops Dedicated
Served Dealership
Nationwide Professionals

Of The Top 10 States With
Dealership Groups Dealership
Are DHG Clients Clients

877.DLR.CPAs | dealerships@dhgllp.com
Assurance | Tax | Advisory | dhglip.com/dealerships

COMMITTED TO YOUR SUCCESS

(.0 ntt a

CNA NATIONAL

WARRANTY CORPORATION
www.cnanational.com | 800.345.0191

Service

Visit www.compli.com/nadc to take
our free dealership compliance

appraisal or call 1-866-294-5545. Compll ot

Your Road to Compliance
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CAPITAL AUTOMOTIVE

100% Real Estate Finance
Serving dealers forover18 years

Willie Beck lay Ferriero

Gabe Robleto  Dan Garces
\ quisitions VP, Acguisitions SVP, Director of Acquisitions  President®

394-1325 703-394-1313 703-394-1323 703-394-1319

WwWww capitalautomotive.com
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ways we make your job easier...

ilicARLAW® &
Spot

Visit us at www.counselorlibrary.com
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ECONOMIC CONSULTING ¢ LITIGATION SUPPORT
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THE

FONTANA

GROUP, INC.
WWW.FONTANAGROUP.COM

RICHARDS, WITT & CHARLES, LLP
CERTIFIED PUBLIC ACCOUNTANTS

Discover why so many successful automobile
dealers have put their trust in us for over

From Auditing & Accounting Solutions to
Tax Planning & Gompliance

100 Ring Road West, Garden City, New York 11530

www.autocpa.net/trust
info@autocpa.net 516.741.0515

When it comes to dealership

valuations, we wrote the book.
Authors of NADA's A Dealer Guide to Dealership Valuation

Diane Anderson Murphy, Dealer Valuation Services
(206) 302-6523 WWW.MOSSADAMS.COM

MOSS-ADAMS ..

Certified Public Accountants | Business Consultants
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Advertising Opportunities

Yes!

I would like to purchase an ad in the NADC Defender.

O % page ad $150.%2 5" high x 7.5” wide, no bleeds
O % page ad $100.%2 5" high 3.75" wide, no bleeds
Months:

i O July/August

E O September

i O October

i O Nov/December

OAE OMC O Visa

Credit Card No. Expiration Date

Signature

i NADC

1 1800 M Street, NW

1 Suite 400 South

E Washington, DC 20036

| Phone: 202-293-1454
1 Fax: 202-530-0659

1
1
1
E Questions:

! Erin Murphy, emurphy@dealercounsel.com
i

i

1

1
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BE A CONTRIBUTOR!

We are always looking for submissions to

publish in the Defender. Please send your

Jami Farris, Editor
jamifarris@parkerpoe.com

Michael Charapp, Assistant Editor
mike.charapp@cwattorneys.com

Defender, The NADC Newsletter is published by the
National Association of Dealer Counsel
1800 M Street, NW, Suite 400 South, Washington, DC 20036
Phone: 202-293-1454 « Fax: 202-530-0659 * www.dealercounsel.com

contributions or proposals for articles to:
Jamifarris@parkerpoe.com
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