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  On August 4, 2016, the U.S. Treasury 
Department published the long-anticipated 
proposed regulations under Section 2704 of 
the Internal Revenue Code, which deal with 
the valuation of transfers of interests in family-
controlled entities (including corporations, 
partnerships, and LLCs) for estate, gift, and 
generation-skipping transfer tax purposes.1 

Consequently, it is imperative for attorneys 
to familiarize themselves with these proposed 
regulations as to not only inform their clients 
of what is likely to come, but also to be able to 
provide them better legal advice and sensible 
planning.

The Changes
It has been rumored for more than a year that 
these proposed regulations would eliminate 
restrictions that effectively reduce the otherwise 
determined value of a family-owned business 
– which is largely applicable to the dealership 
industry, as the large majority of dealerships 
are family-run. 
  According to the current interpretation of 
IRC section 2704(b)(2), if a dealer transfers an 
interest in his/her business to (or for the benefit 
of ) a member of his/her family, and the dealer 
and members of the dealer’s family hold control 
of the entity immediately before the transfer, 

then the “applicable restriction” is disregarded 
in valuing the transferred interest.2 Therefore, 
a minority interest gift in a family-owned 
dealership is presently valued at its fair market 
value and takes into account any applicable 
discounts for lack of control and marketability. 
However, the proposed regulations would 
disregard restrictions on a minority owner’s 
ability to withdraw from a given dealership 
entity should it be family-controlled. 
  Specifically, under the proposed regulations, 
a restriction is disregarded if it:

•	 Limits the ability of the interest holder 
(presumably the dealer) to liquidate the 
interest;

•	 Limits the liquidation proceeds to an 
amount that is less than a minimum value;

•	 Defers the payment of the liquidation 
proceeds for more than six months; or

•	 Permits the payment of the liquidation 
proceeds in any manner other than in cash 
or other property, other than certain notes.3

  The proposed regulations also stipulate that 
the interest of a non-family member will be 
disregarded unless:

•	 The aggregate interests of non-family 
members is at least 20 percent;
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•	 Each non-family member interest is at 
least 10 percent;

•	 The interest of each non-family member 
has been held for at least three years; and

•	 Each non-family member has a put right 
in exchange for a proportionate share of 
net asset value.4

  An additionally important note to bear 
in mind is that, according to the proposed 
regulations, operating family dealerships are 
subject to the same valuation rules as entities 
with passive investments. 

What This Means for Your Dealer 
Clients
The potential finalization of the proposed 
regulations as they are currently drafted have 
significant implications that may impact your 
clients:

1.	 An interest in a family-owned dealership 
entity transferred to a family member 
during life or at death will be valued for 
transfer tax purposes at the net value of 
the entity multiplied by the percentage 
interest in the entity that is being 
transferred, without the application of a 
lack of control discount.

2.	 They will greatly impair the availability 
of minority interest discounts in estate 
planning. The hearing on the regulations 
is scheduled for December 1, 2016, 
meaning your clients who are interested 
in taking advantage of the current law’s 
valuation principles and making inter-
family transfers must act promptly.

3.	 Past the immediate implications, it is also 
important to consider the long-game. 
Dealers will need to reconsider how they 
tend to their estate plans over the course 
of the lifetimes – particularly during their 
most dynamic years of wealth accrual in 
order to accomplish the most tax efficient 

transfer of wealth. 

Effective Planning 
Pending the December 1 hearing, the 
effective date of the regulations would be 
30 days following the final regulations being 

published in the Federal Register. Thus, the 
regulations may not be finalized for another 
several months and there remains opportunity 
for you to help your clients to advantageously 
make gifts under the current rules. Effective 
estate planning to reduce transfer taxes under 
current law includes:

•	 Outright gifts of minority interests to 
family members;

•	 Outright gifts of minority interests to 
trusts for family members;

•	 Sales of interests to family members; and
•	 Sales of interests to trusts for family 

members.

  While there is chatter surrounding the 
likelihood of challenges to the validity of 
the regulations should the regulations be 
finalized, these challenges would necessitate 
expensive, prolonged court proceedings and 
are just as likely to be unsuccessful. Erring 
on the side of caution and proactivity, it is 
strongly recommended that you proceed with 

It’s what sets a thriving business apart from a merely 
successful one. 

Help your client or dealership set a course confidently: We’ve 
provided more than 1,000 auto dealers with tax, assurance, 
and consulting solutions to their most vital business challenges.
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your clients’ planning under the assumption 
that the final regulations will be close to what 
we see in the proposed regulations and that 
dealers’ valuation discounts under current law 
will be undesirably impacted. 
  Your legal advice to your dealer clients 
should be carefully coordinated with input 
from the clients’ CPAs. You will often find that 
the CPAs have pieces of the puzzle that the 
client has omitted from consideration, which 
can significantly affect planning decisions. 
Determining how these proposed regulations 
may affect dealer clients and their families 
and what they can do to maximize after-tax 
benefits of wealth transfer planning will be 
most effectively and advantageously achieved 
through merging both legal and accounting 
perspectives. 
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Leslie Fry is based out of DHG’s Fort Worth 
office, Leslie has more than 25 years of public 
accounting experience. Throughout his career, 
he has focused primarily on serving the needs of 
the dealership industry. He utilizes his extensive 
experience and knowledge of the industry to 
assist dealers as a tax planning and compliance 
advisor. 

Andy Weill is a Principal with Benjamin, Weill 
& Mazer, a leading complex litigation firm in 
San Francisco. Mr. Weill’s practice includes 
complex business, tax and estate disputes across 
the nation.
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President’s Message

  Time flies. It is hard to believe that the summer is almost behind 
us and that 2016 is coming to a close. But some things seem not to 
change. We started the New Year with continuing attacks by the FTC 
and the CFPB against the automobile franchise system and its retail 
operating procedures. Those attacks continue and, more than ever, 
these attacks confirm the need for organizations such as NADC.  In a 
conversation with Erin Murphy, our Executive Director, I was pleased 
to learn that our membership has increased to over 570 members.   I 
think those numbers support our belief that an NADC membership 
is one of the best investments an attorney who has an automobile, RV, 
or truck dealer legal practice can make.
  Many NADC members have told me that they are surprised when 
they encounter attorneys doing automobile dealer work who do 
not belong to NADC. It is hard to imagine confronting the unique 
issues involved in our daily work without the benefits of an NADC 
membership. In talking with colleagues who do work in our industry 
but who do not belong to NADC, I always try to point out many of 
the substantial benefits that an NADC membership provides. In no 
particular order, those benefits include at  least the following: (1) the 
opportunity to attend two substantive conferences a year focusing on 
timely and industry specific topics;  (2) the opportunity to participate 
in webinars dealing with industry issues; (3) significant CLE credits 
from conference attendance and webinar participation;  (4) an online 
list-serve that allows members to share industry information, ask 
questions and get informed answers; (5) a subscription to Spot Delivery, 
one of the best auto industry related publications;  (5) a subscription 
to the NADC publication, The Defender, which also deals with 
auto industry topics;  (6) a weekly email dealer alert, Dealer Counsel 
Alert, summarizing the most recent pertinent industry matters;  (7) a 
trademark branding policy that permits members to identify themselves 
as members of NADC on stationery and websites;  (8) an online 
membership directory and hard copy membership directory allowing 
our members to locate and make referrals to industry colleagues;  (9) the 
NADC website with forum discussions, documents and retention of all 
NADC conference materials; (9) a platform to address industry issues 
such as the recent and future FTC workshops;  and (10) an NADC 
information booth and meeting booth at the NADA convention; (10) 

the ultimate networking opportunity for dealer counsel at all of our 
events.  Overall, NADC membership offers its members access to a 
network of attorneys that are actively engaged in the industry, offering 

all members ample opportunity to share knowledge that will improve 
and develop their capabilities. Should you encounter a prospective 
member, we hope that this list will assist.  We all benefit from having 
well informed, competent attorneys representing dealers.
  As you know, our Fall Conference will be at the Radisson Blu 
Aqua Hotel Chicago this year from October 23rd through the 25th. 
We chose a new venue for two 
reasons: NADC simply outgrew 
the available facilities at the Trump 
Hotel in Chicago, and we made 
an effort to coordinate our NADC 
meeting with the legislative session 
of the ATAE meeting which is at 
the same hotel from October 25th 
through 26th. I encourage all of 
you to attend our Fall Conference. 
Erin set out the full agenda in the 
last issue of The Defender, and it promises to be one of our best ever. 
Also, please note that in response to the continuing requests for ethics 
CLE, we have again included an ethics presentation adding special 
value to this meeting. We have several new speakers as well with new 
and significant insights into our industry and its future. I look forward 
to seeing you in Chicago. Travel safe! 

www.Por tfol ioReinsurance.com
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and his or her future plans in the
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or to finance a trust for the family,
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  State and federal law require auto dealers to protect their customers’ 
non-public private information (NPPI), such as email addresses, 
mailing addresses, and financial information. And dealers have their 
own sensitive and confidential information, e.g., financial information, 
projections, customer lists, and lease return dates, all of which may 
have value by virtue of their being secret from their competitors. Much 
of this information is stored in the form of data, which is vulnerable 
to data security threats, including, among other things, hacking, theft 
of customer information, and risks caused by vendor access to the 
Dealer Management System (DMS). Dealers should, by now, be very 
familiar with these risks and ways to combat them. But newer risks have 
surfaced in the last few years, e.g., spear-phishing and ransomware, that 
require updates to safeguards policies and other actions and vigilance 
to effectively combat. This article discusses these new threats and best 
practices to protect against them.
  According to Symantec Corporation’s 2016 Internet Security Threat 
Report, “spear-phishing campaigns targeting employees increased 55 
percent in 2015.”1 Dealerships are not immune to this threat, either, 
as 43% of all spear-phishing attacks last year targeted companies with 
less than 250 employees.2 Meanwhile, ransomware attacks increased 
by 35% in 2015.3 And employee use of smartphones in both personal 
and professional lives increases mobile threats. Understanding the 
devastating impact of attacks on a dealership is vital to creating and 
implementing a complete information security program to monitor 
and enforce protections against these sorts of threats.

What is Spear-Phishing?
In spear-phishing campaigns, the hacker researches targets by culling 
information about the target from publicly available sources such as 
social media, LinkedIn, company websites, and other sources so as 
to focus their efforts toward particular units or individuals within an 
organization. Attackers attempt to learn about the company structure, 
the names and roles of various personnel, and the contact information 
for said personnel. The culling of specific information adds an extra 
layer of legitimacy, which is often lacking in a more broadly aimed 
attack. Automotive dealers are particularly enticing targets due to 
their retention of vast amounts of valuable customer information. 

Once attackers make contact with individuals within a company, they 
could attempt to either out-right collect information from their targets 
or infect the target’s system with tracking software, Trojans, or other 
malware. While some employees are savvy enough to cast a critical eye 
on potential phishing emails, spear-phishing is not as easy to detect. 

What is Ransomware?
Ransomware is a singularly insidious type of malware that has increased 
in use over the past year, wherein a device or system is locked unless the 
user pays the ransom amount. Sometimes these messages will pop up 
with claims that the Federal Bureau of Investigation discovered child 
pornography or terrorism-related materials on the victim’s computer; 
the user will then be told they must pay a fine or face arrest. Other 
variants, known as crypto-ransomware, will use a key-based encryption 
system to make retrieval of this data impossible without the special 
key in the possession of the thieves. “One crypto-ransomware tactic 
that seeks to increase the pressure on victims to pay-up, threatens to 
destroy the only copy of the secret key after a certain time, with the 
encrypted data potentially lost forever.”4 Depending on which systems 
or machines become infected, the cost to the victim company can be 

devastating. 

The Mobile Device Factor
Phishing, ransomware, and other malware attacks are not limited to 
computer work stations and servers; smartphones, i.e., Apple iOS 
and Android devices also pose significant risk. Attacks range from 
transmitting data contained on the mobile devices, to holding the 
device hostage, or tracking valuable information. In addition to relying 
upon malware-infected programs and phishing, attackers also rely up 
operating system and API exploits, malware-embedded advertising on 
mobile web, and ad-supported applications to gain access to valuable 
information from the user.5 While the risk of downloading an infected 
application has traditionally been more frequent on Android phones 
and jailbroken iPhones, threats have increased in non-jailbroken 
iPhones.6 Finally, an added threat unique to mobile devices is the 
potential carelessness on the part of employees in simply losing or 
misplacing their devices. 

Information Security Best Practices in 
an Age of Spear-Phishing, Malware 
and Ransomware
Christian J. Scali & Melanie Joo, The Scali Law Firm

Scali Joo
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Information Security Best Practices to Incorporate into Your 
Safeguards Program: 

1.  Designate an information security coordinator. The coordinator 
is responsible for overseeing the Information Security Program, 
which should be a part of your Safeguards Program. 

2.  Conduct a Risk Assessment. The assessment covers all dealer 
operations to identify reasonably foreseeable risks, both internal 
and external, to the confidentiality, security, and integrity of 
customer (and dealership) information. At a minimum, the 
assessment should evaluate information systems, employee 
training and management, and system failures. 

3.  Information Security Policies. Create or update existing 
policies to address the safeguarding of customer (and dealership) 
information by employees, consultants, and outside service 
providers, as well as the needs of the program. 

4.  Information Security Program and HR. Integrate the 
Information Security Program with HR policies, background 
checks and the employee handbook. 

5.  Training. Provide training to new and existing employees, 
consultants, and service providers who have access to customer 
(and dealership) information on safeguarding and the program 
policies. Internal communication to dealership employees must be 
habitual. Regular training should be provided, particularly because 
the type and nature of these attacks and risks change frequently. In 
addition to safeguarding, the training should consist of “common 
sense” training on suspicious emails, basic IT safeguards, malware, 
and mobile phones:

a.  Employees should be trained to spot suspicious emails and to 
avoid the opening attachments and links to said suspicious 
emails – even if the emails appear to come from people they 
know. 

b.  Direct IT to block domain names once a suspicious email is 
received by an employee. 

c.  Prohibit employees from responding to any such emails with 
personal or company information, passwords, customer 
information, or financial information of the dealership in 
response to any such emails. 

d.  Disable the tracking of cookies and other methods by which 
outsiders can monitor system activity. 

e.  Establish password protocols to ensure that system and user 
passwords are sufficiently “strong” and regularly changed. 

f.  When an employee with access to important programs or 
systems is no longer with the company, the passwords related 
to those programs and systems should change the passwords 
related to these programs and systems. 

g.  Use a plugin for web browsers that block ads. This can help 
limit potential exposure to malicious, compromised, or 
otherwise vulnerable banner and pop-up ads.

h.  To protect against ransomware, ensure that all software 
application used by employees are up to date -- this includes 
everything from endpoint security software to browser 
plugins and productivity applications. 

i.  Maintain a proper backup policy that includes saving multiple 
prior backups. This serves two vital functions:. First, it 
ensures the system can be restored with minimal loss; second, 
it protects the backup itself from also being compromised by 
the ransomware. It is nearly impossible to recover data from 
crypto-ransomware. 

6.  Monitoring and Internal Auditing. Regularly monitor and audit 
for program effectiveness of safeguarding systems and procedures 
to ensure all safeguards effectively control the risks identified in 
the risk assessment. 

7.  External Auditing. Consider utilizing a “white-hat” hacker to 
test the effectiveness of your safeguarding program. Update and 
create new policies in response to audit results. 

8.  Limit Third Party Access. Oversee vendors and consultant access 
to customer information.
a.  Insist on additional insured certificates naming the dealership. 
b.  Insist on indemnity and confidentiality agreements.
c.  Require vendors to maintain their own Information Security 

Program. 
9.  Insurance. Ensure the dealership has its own cybersecurity 

insurance endorsement – this endorsement is typically a separate 
endorsement and not commonly included with general commercial 
liability, garage, or E&O insurance policies. 

  Forewarned is forearmed. Data protection is a complicated 
compliance area and one that dealers and automotive attorneys alike 
will need to grapple with as the threats dealers face continue to become 
more sophisticated and dangerous. 

References
1.  Source: Symantec Corporation, Internet Security Threat Report, 

Volume 21, April 2016, p. 6. 
2.  Id.
3.  Id.
4.  Id. at p. 58.
5.  Id. at pp. 10-15.
6.  Id.

The Scali Law Firm is an auto dealer law firm and was named the Top 
Automotive Boutique Law Firm in California in 2015.  It serves as outside 
general counsel to many auto dealer groups and handles complex financial, 
acquisition and divestiture transactions, high-stakes litigation and multi-
state regulatory projects for its dealer and automotive clients.  The Scali 
Law Firm works closely with many dealer associations and authored the 
CNCDA’s Advertising Law Manual in 2015.
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DEALERS NEED HELP
Increasing fees and 
contracts have created a 
war of attrition.

Isn’t it time innovation and 
technology was used to 
help dealers do business? 

That’s what we’re here for. 

VISIT US ONLINE AT:

CALL US: 844-369-2001

NO ANNUAL, MONTHLY 
FEES OR CONTRACTS

CLOUD, MOBILE  
AND SCALABLE

DEALER-DRIVEN,  
DEALER-CREATED

Updated Member Contact Information

Please make sure to notify NADC Staff
(info@dealercounsel.com) if your contact 
information has changed so that your 
records can be updated accordingly. 
We will begin to list updated contact 
information in The Defender so all 
members can be aware of the change.

NADC Member Announcements

Do you have an announcement or accomplishment that you would like 

to share with the NADC community? Please send any news that you 

would like to share to emurphy@dealercounsel.com.

NADC 2017 Annual 
Member Conference

April 23 – 25

The Ritz-Carlton, Laguna Niguel
Dana Point, CA

SAVE THE DATE!

http://www.dmx.io
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Leading Provider of Vehicle Service 
Contracts and Reinsurance

www.cnanational.com

Capital Automotive

100% Real Estate Finance
Serving dealers for over 16 years

www.capitalautomotive.com

Gabe Robleto
AVP & Account Manager

703-394-1325

Dan Garces
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703-394-1313
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703-394-1323
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703-394-1319
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driving relationships forward
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Dealership 
Professionals

+
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East Lansing | Chicago | Istanbul

We are experts on:

·  Lost profits & damages
·  Valuation & transaction due diligence
·  Market & sales performance analysis
·  Add point & termination studies

Consulting Services for Dealerships 
and their Attorneys

Dedicated to providing world-class service, 
innovative solutions and industry expertise, 
specializing in dealership valuations, due 
diligence and forensic/fraud services and 
much more to the automotive industry.

SM

IN THE AUTOMOTIVE SERVICE INDUSTRY

withum.comBob Brown, CPA, Partner  (732) 572 3900
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733 3RD AVE., 15TH FLOOR
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DEALERS NEED HELP
Isn’t it time innovation and technology  
was used to help dealers do business? 

That’s what we’re here for. 

VISIT US ONLINE AT:
CALL US: 844-369-2001

Increasing fees and contracts have created a war of attrition.

Contact James Taylor: jtaylor@thepresidiogroup.com
(415) 449-2520   |   www.thepresidiogroup.com 

 Focus on your business. 

Let Presidio help maximize the 
value you have created and 

monitize it for you.

Industry leaders
since 1997

Presidio Merchant Partners, LLC                                                                                                       Member FINRA/SIPC
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CERTIFIED BY:

From Auditing & Accounting Solutions to
Tax Planning & Compliance

100 Ring Road West, Garden City, New York 11530
www.autocpa.net/trust
info@autocpa.net   516.741.0515

Discover why so many successful automobile
dealers have put their trust in us for over 30 years. 

Real Car Guys with  
Real Solutions  

for Your Real Problems 
Litigation Support • Business and Shareholder 
Disputes/Divorce/Manufacturer Disputes/IRS 
Resolutions • Certified Business Valuations • 

Dealership Brokering • Buyer’s Due Diligence • 
Internal Audits & Fraud Investigation •  

Strategic & Business Planning • Financial Planning •  
Accounting  • Tax • Business/IT Consulting  

O’Connor & Drew, P.C. 
OCD Consulting, LLC 

 
Serving the Auto Dealership Industry for Over 60 Years 

Frank O’Brien, CPA 
1.617.471.1120    

fobrien@ocd.com    www.ocd.com 
 

Michael McKean, 
MBA, AVA, CMAP 

1.617.471.5855   
mmckean@ocd.com 

www.ocdconsultingllc.com 

Authors of NADA’s A Dealer Guide to Dealership Valuation

Diane Anderson Murphy, Dealer Valuation Services  
(206) 302-6523   WWW.MOSSADAMS.COM

When it comes to dealership 
valuations, we wrote the book.

Certified Public Accountants | Business Consultants

��������������������������������
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Yes! I would like to purchase an ad in the NADC Defender.

o  ½ page ad $150.00      5” high x 7.5” wide, no bleeds

o  ¼ page ad $100.00      5” high 3.75” wide, no bleeds

Months:  o  Oct. 2016   o  Nov./Dec. 2016

Contact: _ ____________________________________________

Company: ____________________________________________

Address ______________________________________________

Phone: _______________________________________________

Email: _______________________________________________

Payment:   o Check   o Invoice me   o AE   o MC   o Visa

___________________________________________________
Credit Card No.                                                                          Expiration Date

___________________________________________________
Signature

NADC, 1800 M Street, NW, Suite 400 South, Washington, DC 20036
Phone: 202-293-1454  Fax: 202-530-0659
Questions: Erin Murphy, emurphy@dealercounsel.com

2016 DEFE  DER  – 
Advertising Opportunities
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Stephen P. Linzer
Tiffany & Bosco, P.A.
Phoenix, AZ
President

Diane Cafritz
CarMax Auto Superstores, Inc. 
Richmond, VA
1st Vice President

Andrew J. Weill
Benjamin, Weill & Mazer 
San Francisco, CA
2nd Vice President

Johnnie Brown
Pullin, Fowler, Flanagan, Brown & Poe PLLC
Charleston, WV
Secretary

Lance Kinchen
Breazeale, Sachse & Wilson LLP
Baton Rouge, LA 
Treasurer

Oren Tasini 
Haile, Shaw & Pfaffenberger, P.A.
North Palm Beach, FL
Immediate Past President

Patricia E.M. Covington
Hudson Cook, LLP
Richmond, VA
Past President

NADC Board of Directors

Rob Cohen
Auto Advisory Services, Inc.
Tustin, CA
Past President

Michael Charapp
Charapp & Weiss, LLP
McLean, VA
Past President

Jonathan P. Harvey
Jonathan P. Harvey Law Firm
Albany, NY
Past President

Bruce Anderson
Iowa Automobile Dealers Association
West Des Moines, IA

Eric Baker
Boardman & Clark LLP 
Madison, WI 

Michael Dommermuth
Fairfield and Woods PC
Denver, CO

Jami Farris
Parker Poe Adams & Bernstein LLP
Charlotte, NC

Kevin Hochman
Keyes Automotive Group 
Van Nuys, CA 

Melinda Levy-Storms
The Niello Company
Sacramento, CA

Russell McRory
Arent Fox, LLP
New York, NY

Jim Sewell, Jr.
Smith Law Firm, P.C. 
Helena, MT 

Todd Shadid
Klenda Austerman LLC 
Wichita, KS

Scott Silverman
Silverman Advisors
Boston, MA

Ronald Smith
Bose McKinney & Evans LLP
Indianapolis, IN 

Tim Sparks
Sonic Automotive, Inc.
Charlotte, NC

Robert Weller II
Abbott Nicholson PC 
Detroit, MI 

Erin H. Murphy
NADC Executive Director
Washington, DC

BE A CONTRIBUTOR!
We are always looking for submissions to 
publish in the Defender. Please send your 
contributions or proposals for articles to:  

jamifarris@parkerpoe.com

-          Volume XII, Number 8
SEPTEMBER 2016

Jami Farris, Editor
jamifarris@parkerpoe.com

Michael Charapp, Assistant Editor
mike.charapp@cwattorneys.com

Defender, The NADC Newsletter is published by the 
National Association of Dealer Counsel

1800 M Street, NW, Suite 400 South, Washington, DC 20036
Phone: 202-293-1454 • Fax: 202-530-0659 • www.dealercounsel.com




