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Do you know me?



Anthony lannarelli



Jean lannarelli
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FROM THE CREATOR OF “SIN CITY”
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Now do you know me?



| am what | tell you.



name
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birth certificate
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There’s Been a Cyber Attack
at the Dealership.
What’s Next?

Presented by:

Robert A. Shimberg John G. lannarelli
Shareholder, Hill Ward Henderson FBI Special Agent (Ret.)



Dealership Client Calls:

“We have been the victim of a cyber attack. Our IT
folks are looking into it. What else should we do
and what do we need to know?”



Immediate Response:

Stop the attack
Determine extent of any damage

Is notice necessary, and if so, move forward in
timely manner

Contact law enforcement; any potentially
responsible 3 parties; insurer



Common Cyber Attacks Involving Businesses

e Ransomware — files encrypted

e Customer or employee personal nonpublic
information has been accessed or acquired

 Funds wired to a hacker’s account (dealership
was sender of money or intended receiver of
money)



Common Causes

Stolen or compromised user ID and password

Remote or other tool allowing hacker access to
system

Someone clicks on something they should not
have clicked



Email

From: Auto Helpdesk helpdesk@ABCouto.com
Sent: Friday, April 5, 2019 10:15AM
Subject: IMPORTANT: HR Portal Information

Everyone:

Please see the attached document from HR about the new HR Portal rollout
that will be replacing UltiPro. This Portal was created with you in mind,
allowing you to view all your benefit information in one convenient location.

Should you have any questions after following the instructions in the attached
document, please feel free to contact us.

Thank you,
Help Desk
ABC Automotive HR Department


mailto:helpdesk@ABCauto.com

Attached Document

Everyone:

Welcome to the new HR employee portal! While this is still being rolled out, we encourage everyone to
navigate our new portal so you can instantly view items such as:

PTO Balance

Pay Stubs

Benefits

W2's

* Holiday Bonus Cash Program **ALL NEW**

Please follow the link IT has provided us below and enter your Windows credentials to see important
information related to you on the new HR portal.

HR Web Portal 2.0

Note: If you don’t enabled editing from protected view at the top of this Word document, you will get
picture like below telling you when you click on the link:

Microsoft Word Security Notice

@ Microsoft Office has identified a potential security concern.

Hyperlinks can be harmful to your and data. It is

e L P

important that this file is from a trustworthy source.

http://172.16.144.176/

Clicking yes will enable all the hyperlinks in this file, for this session.

Do you want to continue?

Just click “Yes" to bring up the HR web portal if you see this picture.

To provide incentive we have also decided to provide a new cash incentive program which users can
check out on the new portal.

Thank you all for your contribution throughout the year,

Help Desk
ABC Automotive

Scanned by Microsoft Exchange Online Protection.

Confidentiality: This e-mail is privileged, [ jal and i only for the recipient(s) named. Unless you are a named
reciplent, your reading, distributing, forwarding, or copying this ication is prohibited. If you believe that you have received
this communication in error, please contact me, and delete the e-mail from your system.

dod




From: Wireless Voicemail <hwh@hwhlaw.ccsend.com> On Behalf Of Wireless Voicemail|
Sent: Thursday, April 18, 2019 11:20 AM

To: Robert Shimberg <robert.shimberg@hwhlaw.com>
Subject: You have New (1) Voicemail

A voice message was left from Unknown Caller on April, 18 of 58 seconds
length.

Voice Wav (67 KB)

Click on Voice.WAV to listen or download the encrypted message.

ABOUT THIS MESSAGE:

This messages is confidential for the us of the addressee only. If you are not the intended recipient any
disclosure or use of any of the information contained in or attached to this message is STRICTLY
PROHIBITED.

Wireless Voicemail | 101 East Kennedy Boulevard, Suite 3700, Tampa, FL 33602

n ri himberg@hwhlaw.

About our service provider
Sent by taylor.pollock@hwhlaw.com




Email sent to: 25,000 recipients
Email opened by: 3,480 recipients

Voice wav clicked on by 1,107 recipients

Once clicked, requested Username and Password




FL ST § 501.171

(g)1. “Personal information” means either of the
following:

b. A username or email address, in combination
with a password or security question and answer
that would permit access to an online account.



Why Does This Happen?

Who are the bad cyber players?



The Cloud

Academic
inform@ion:
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Hacker’s illegal Porn

illegal
information

TOR-Encrypted
Sites



Street Price of Stolen Items

“_

Bank Account Number 23% $10 -$1,000

Credit Card Number $0.40 - $2.00

Full Identity 9% $1-9%15

Online Auction Account $1 - %8

Email Addresses 5% $0.83/MB - $10/MB

Email Passwords $4 - $30
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The Risks

3 million stolen last year
Contact list
Infect desktop w/ malware

Smishing




Bad Actors in the Cyber World Include:

Disgruntled employee
Disgruntled former employee
U.S.-based hackers
Foreign-based hackers

Other countries



Compromise of Non-public
Personal Information:

Data in electronic form/data stored electronically
or digitally on any computer system or database or
mass storage device



Ramifications

Notice to consumers

Notice to state(s) (report to law enforcement)
Fines by individual states

Notice to credit bureaus

Credit monitoring

Potential lawsuit - actual vs. potential harm



Notice

To victims (personal non-public information
accessed or acquired)
* Name plus either

Driver’s License number or
Social Security Number or
Financial information or
Credit card information



Information Accessed

States Including Florida - See F.S. § 501.171

1.

Notice to Individuals:

A covered entity shall give notice to each individual in this
state whose personal information was, or the covered entity
reasonably believes to have been accessed as a result of the
breach. Notice to individuals shall be made as expeditiously as
practicable and without unreasonable delay, taking into
account the time necessary to allow the covered entity to
determine the scope of the breach of security, to identify
individuals affected by the breach, and to restore the
reasonable integrity of the data system that was breached,
but no later than 30 days after the determination of a breach
or reason to believe a breach occurred unless subject to a

delay authorized under paragraph (b) or waiver under
paragraph (c). F.S. §501.171(4)(a)



Information Accessed

2. Notice to Attorney General’s Office:

A covered entity shall provide notice to the department of
any breach of security affecting 500 or more individuals in this
state. Such notice must be provided to the department as
expeditiously as practicable, but no later than 30 days after
the determination of the breach or reason to believe a breach
occurred. A covered entity may receive 15 additional days to
provide notice as required in subsection (4) if good cause for
delay is provided in writing to the department within 30 days
after determination of the breach or reason to believe a

breach occurred.
F.S. § 501.171(3)(a)

3. Notice to out-of-state customers per laws of other states



Information Acquired

States Including New York - See §899-aa (AL, IL, TX)

(c) “Breach of the security of the system” shall mean
unauthorized acquisition or acquisition without valid
authorization of computerized data that compromises the
security, confidentiality, or integrity of personal information
maintained by a business. Good faith acquisition of personal
information by an employee or agent of the business for the
purposes of the business is not a breach of the security of the
system, provided that the private information is not used or
subject to unauthorized disclosure.

In determining whether information has been acquired, or is
reasonably believed to have been acquired, by an
unauthorized person or a person without valid authorization,
such business may consider the following factors, among
others:




Information Acquired

States Including New York - See §899-aa

continued

1. Indications that the information is in the physical possession and
control of an unauthorized person, such as a lost or stolen
computer or other device containing information; or

2. Indications that the information has been downloaded or copied;
or

3. Indications that the information was used by an unauthorized
person, such as fraudulent accounts opened or instances of
identity theft reported.



* No Private Cause of Action on Notice
Statute

* Individual or class action cases on alleged

“harm”
* Actual vs. potential
* Race to courthouse by plaintiffs’ lawyers



Compromise of Third Party/Vendor’s System

Includes the personal non-public information of
dealership customers/consumers



_,..:.fh Cryptol ockes

Private key whill be destroyed on
982013
S:53F PM

T b=t

56 : 16 : 12

Ransomware

Your personal files are encrypted!

Your important fies enoyption produced on this computer: photos, wdeos,
documents, etC. Here s 3 complete ko of enoypted Tikes, and you can personaly werfy
this.

Encryption was produced wsing a unkgque pubkc key BSA-2048 ganerated for this
computer,. To decrypt fles yvou need to obtain the private key.

The singke copy of the prvate key, which will alow you to decrypt the fies, located
Of & Secrat sarser on the Intemner; the senser will destnoy the key after a trme
specfied in ths window. After that, nobody and never will be abla to restore files. ..

To obtain the privete key for this computer, which wil autormatically decrypt files, you
nead o pay 100 BSD / 100 EUR [ sindar amount in another owemeancy.

Chch =Mexts to select the method of payment and the cumenoy.

Ay attempt bo remove or damage this sofbware will lead to the immediate
diestruction of the private key by server,

350% increase each year - Cisco



Business Email Compromise

Recent FBI Report

e 22,000 U.S. businesses victim

e S12 billion

e 270% increase from prior year

* Sophisticated scam w/ social media



July Ownership Distribution

W

From: Bryan Wallace (bryanwallace@wallaceauto.com)

To: Justin Thomas (justinthomas@wallaceauto.com)

Show details

11:47 AM (2 minutes ago)

W oa

(-

-

-

-

My business partner, Joe Smith, has asked that we wire his July distribution to the following account:

Beneficiary name: Linda Smith
Account number: 000132948852
Swift code: BOFAUS3N

Routing number.044072324
Wire routing number: 026009593

Thank youl

Bryan




Email Addresses

oryanwallace@wallaceauto.com
obrianwallace@wallaceauto.com

bryanwallace@wallaceauto.com



Law Enforcement

FBI

Secret Service

State law enforcement
Local law enforcement



Law Enforcement

Stop transfer of funds
Forensic investigation
Arrest bad actors

Tie together related incidents inside or outside
of your city or state
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