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What is OpenTelemetry?
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Semantic Conventions

• OpenTelemetry is a vendor-agnostic observability framework.
• It consists of a collection of APIs, SDKs, and tools, which can be used to instrument, generate, collect, and export telemetry 

data to help site reliability engineers (SRE) analyze their software’s performance and behavior. 
• Semantic conventions that define a standard naming scheme for common telemetry data types
• A specification for all components



IBM System Z Statement of Direction
Published on 3rd June 2025

IBM intends to develop capability to support OpenTelemetry (OTel) distributed tracing in IBM CICS 
Transaction Server for z/OS, IBM Information Management System (IMS), IBM Db2 for z/OS, and IBM MQ for 
z/OS. 

IBM intends that this support will include the native emission of OTel span data from IBM middleware 
subsystems using emitter capability provided in IBM z/OS and that the output streams will be available for 
consumption by any observability tooling that supports the  OTel standard.

Disclaimer: Statements by IBM regarding its plans, directions, and intent are subject to change or withdrawal without notice at the sole discretion of IBM. Information regarding potential future products is intended to outline general product direction and should not 
be relied on in making a purchasing decision. The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. Information about potential future products may not be 
incorporated into any contract. The development, release, and timing of any future features or functionality described for IBM products remain at the sole discretion of IBM.



OpenTelemetry Data

• Metrics  -> provide runtime measurements of a system.
• Logs -> provide recording of events.
• Traces -> track the flow of an application through a system, 

enabling you to observe how applications are behaving.
• Distributed tracing is a methodology to follow a transaction across 

multiple software components. 

IBM z/OS and its middleware implementation, enables end-to-end tracking of requests 
across different subsystems, making it easier to identify performance bottlenecks and 
failures efficiently. W3C (World Wide Web Consortium) Trace Context Specifications

Current 
Implementation

https://www.w3.org/TR/trace-context/


Distributed Tracing – a conceptual view
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Observability backend - required to make use of collected data.

Send each span with:
• context: trace_id, span_id 
• parent_id
• start- and end timestamp
• metadata: attributes, events, status, …

Trace: single request and its path through a system of services
 
Span (timespan): represents a unit of work or operation

Tracers are part of the runtime and collect data.
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Why end-to-end observability for the mainframe?

Mainframe 
ServicesPublic Cloud Private Cloud

End-to-end Observability for 
hybrid applications and 

underlying infrastructure
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Developer

Systems 
Programmer

End User

Ensuring the mainframe is at the 
center of an enterprise-wide 
observability strategy is essential for 
maintaining strategic application 
availability

Adoption of OpenTelemetry standard 
delivers insights in context enabling 
faster detection, isolation and 
resolution of operational issues



Understanding the concept of a trace and its spans
How the application behaves all the way through 

Distributed Application
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Understanding OTel Span records

Gives you
• Spans aim to provide a way to 

identify where a problem is in a 
distributed application.

• Help to identify which team needs 
to be called in to resolve it.

• Spans should reduce the time to 
identify “in which area” when a 
problem arises in a complex 
distributed application.

Doesn’t give you
• Span data will not generally be 

sufficient to diagnose the root cause 
of a problem in most cases

• Conventional diagnostic tools will be 
needed as now



Distributed Tracing for z/OS System Software – Example
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https://www.ibm.com/support/pages/apar/OA66345


• PH67971 – Db2 for z/OS 
OpenTelemetry Distributed 
Tracing Support

• PH68073 – Db2 for z/OS IMS 
Attach OpenTelemetry 
Distributed Tracing Support

Db2 OTel Distributed Tracing Support (1|7)

Only for inbound workloads with a traceparent from:

• Db2 for z/OS native RESTful services
• JDBC Type-4/Db2 JCC type-4 Client driver 1
• CICS-Db2 Attachment Facility
• CICS Liberty-JDBC type-2 (RRS AF) 2
• IMS-Db2 Attachment (ESAF)
• IMS-Db2 Java Adapter-JDBC type-2 (RRS AF) 2
• z/OS Connect-Db2 Rest service (HTTP header)

1 JDBC Type-4 support GA with Db2 Connect 12.1.3 or a special build for Db2 Connect 12.1.2.
2 Attachment controlled by CICS or IMS and not JDBC type-2.

• Db2 will emit an OTel span record with basic performance metrics (CPU time and 
elapsed time) for each unit of work.

• Environments must have IFCID 3 on to report “in Db2” timings
• Environments must be configured to enable the new SMF record 1161 subtype 1



Db2 OTel Distributed Tracing Support (2|7)

What’s new



Db2 OTel Distributed Tracing Support (3|7)

Enablement switch, 
after APAR PH67971
applied



Db2 OTel Distributed Tracing Support (4|7)

Enablement switch, 
after APAR PH67971
applied



Db2 OTel Distributed Tracing Support (5|7)

Enablement switch, 
after APAR PH67971
applied



Db2 OTel Distributed Tracing Support (6|7)

The Span record
The OTel specification for a trace span states that it must contain 
the following elements:

• The span name
• An immutable SpanContext which identifies the span
• A parent span or null
• A spankind
• A start timestamp
• An end timestamp
• Attributes



Db2 OTel Distributed Tracing Support (7|7)

The Span record,
example



An end-to-end example
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OTel root span 
creation

Root span

Tn – trace ID
Sn – span ID
Pn – parent ID

T1-S2-P=S1 T1-S3-P=S2 T1-S4-P=S3

CTG SDK 
Java Client

OTel Java
agent

CTG z/OS CICS TS Db2 for z/OS

W3C request W3C request W3C request

T1-S1-P null

Observability 
Backend 
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Root span
T1-S2-P=S1 T1-S3-P=S2 T1-S4-P=S3

CTG SDK 
Java Client

OTel Java
agent

CTG z/OS CICS TS Db2 for z/OS

W3C request W3C request W3C request

T1-S1-P null









Graphical view example – Transaction Flow



CPU overview
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zIIP eligible

CPU data from z16 model 7xx

~3 microseconds CPU per span
= 330,000 spans / sec / zIIP

Note: measurements taken at pre-GA time



Next Steps
• Add support for OTel Trace Context Propagation for Outbound 

DRDA connections to a remote Db2 for z/OS Server

• Enhance Db2 OTel Trace Span record 
• Adding the reporting of IDAA offload activity that occurred during the 

Db2 unit of work represented by a Db2 OTel Trace Span record 
• User ID for incoming DDF traffic 

• Add support for JCC type-2 driver 

• Add Support for ODBC/CLI driver (CLI, .Net, Python) 



Summary
• What is OpenTelemetry (OTel)
• The importance to adopt OpenTelemetry on System Z
• The System Z strategy
• OTel concepts and terms
• An end-to-end example of tracing a hybrid application
• Db2 OTel distributed tracing implementation

• Prerequisites  
• Enablement switches
• What is new with this support
• Examples
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