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Sample Marketing Log
See Supplement #2 
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                                    INSTITUTION NAME
Red Flag Alert Form


Complete this form if you SUSPECT a potential case of ID Theft Fraud in connection with an existing account, opening an account, or taking an application for loan or service.

Consumer Information:
[bookmark: Text35]Name:		     
[bookmark: Text17]Address:	     
[bookmark: Text18]C/S/Zip:	     
[bookmark: Text30]Account #:	     
Incident Date:	     

Type of Red Flag Alert:

☐	Suspicious Documents – Complete “A”
☐	Suspicious Personal ID Information – Complete “B”
☐	Address Change - Complete “C”
☐	Unusual Use of or Suspicious Activity to Existing Account – Complete “D”
☐  	Notice from Account Holders, Victims of ID Theft, Law Enforcement or Other – Complete “E”

Mark any box that applies to the Red Flag:

“A” – Suspicious Documents

☐	ID documents appear altered or forged
☐	Photo/Description inconsistent with the appearance of applicant/accountholder
☐	Other information on ID inconsistent with person presenting the ID
☐	Other information on ID inconsistent with information on file
☐	Application appears to have been destroyed and reassembled
☐	Other:   

[bookmark: Text27]If marked, what additional steps taken to ID consumer:       

“B” – Suspicious Personal ID Information

☐	   Address does not match address in credit report
☐        SSN has not been issued/Assigned to a deceased person/Other ID does not match credit report                                                                                                                                                               
☐        Inconsistencies between types of personal identifying information provided (i.e. SSN & date of birth)                                                                                                                                                                                                                                                                                                         
☐        Personal information provided is associated with fraudulent activity (i.e. address is fictitious/mail drop/prison/other)
☐        Address/Phone number provided is same/similar to other accounts/account holders
☐        Applicant fails to provide additional information necessary to complete an incomplete application
☐        Identifying information provided does not match information on file
☐        Applicant/Account holder cannot be authenticated (does not know ID Code or other information beyond what would be available in a wallet or credit report)
☐        Existing or known accountholder frequently changes his/her name
☐        Accountholder establishes a DBA or other account with a title similar to a gov’t agency (i.e. Internal Recovery Systems dba IRS)
☐        Business identifying information is inconsistent against external information (inability to verify legal status of business)
☐        SSN discrepancies: Lack of correlation between SSN range and date of birth; SSN is the same as another person; SSN issued prior to birthdate
☐        Other:       

If marked, what additional steps taken to ID consumer and/or explain unusual activity:       

“C” – Address Change

☐        Within 60 days of address change request:  New, additional, or replacement debit or credit cards, or addition of authorized users on account is requested by account holder.
☐        Mail is returned undeliverable although transactions continue in account.
☐        Other:      

If marked, what additional steps taken to ID and/or contact consumer:       

“D” – Unusual Use of or Suspicious Activity to Existing Account

☐	Activity occurs in an account that has been inactive for a period of time
☐  	Receives notice that the account holder is not receiving paper account statements
☐  	Received notice of unauthorized transactions
☐  	In response to declined transaction, accountholder presents authorization or verifying information that is not in an authoritative form.  Exhibits persistent or coercive behavior
☐  	Person accesses accountholder information outside of scope of assigned job duties
☐	Received request for information from someone who has or should have access to that information
☐  	Person is added to the account, with no apparent relationship to account holder
☐  	Person frequently uses a workstation that is assigned to another person
☐  	Disbursements listed on HUD –1/1A and/or the closing stmt are unusual for type of transaction
☐  	Person uses an agent or Power of Attorney for no apparent reason
☐  	Unusual or distracting behavior at drive-up teller window
☐  	Activity is attempted in an account flagged for security reason (death, fraud, etc.)
☐  	Business account is used in a manner associated with fraud patterns (i.e. funds wired out/withdrawn immediately after incoming wire; requests cash advance shortly after opening account; fails to make first payment on loan)
☐  	Accountholder receives a large number of ‘micro-deposits ‘of $1.00 or less within short timeframe
☐  	Repeated cash advances are obtained/attempted on credit card within brief time
☐  	Repeated loan advances are obtained/attempted within brief time
☐  	Requests for loan advances are not used for the purpose of the loan
☐  	Abnormal number of declined transactions occur at ATM/POS terminal within brief amount of time
☐  	Transmitted a large number of ‘micro-payments’ < $1.00 to the same account
☐  	Received a wire transfer request by fax
☐  	Accountholder is unable to lift a credit freeze placed on their credit report
☐  	Received a change of email address and/or email provider
☐  	An employee is added to an account
☐  	Received an ACH transaction with an invalid account number
☐  	Received check order request with an address change
☐  	Received an unusual number of inquiries concerning a dormant account
☐  	Received a request for a reprint of a statement
☐  	Other:       

If marked, what additional steps taken to contact consumer and/or explain unusual activity:       

“E” – Notice from Account Holders, Victims of ID Theft, Law Enforcement or Other

☐  	Notified that we have opened a fraudulent account for a person engaged in ID Theft.
☐  	Notified that the account holder transmitted information as part of an ID Theft scheme (i.e. phishing)
☐  	Notified that the account holder’s identifying information has been compromised
☐  	Notified by accountholder that debit/credit card did not arrive in mail
☐  	Notified by person that a bill/notice was received for an account they did not open
☐  	Notified of a phishing, vishing, and/or smishing scam (Notified that persons are being instructed to call a phone number/web site not associated with ECB to verify account information)
☐  	Notified by accountholder of a lost checkbook or checks
☐  	Notified by accountholder that expected check order did not arrive in mail
☐  	Other:       

If marked, what additional steps taken to explain unusual activity:       



Based on ID Theft Prevention Program, the response(s) to the Red Flag was:

	☐  Refuse to open account
	☐  Refuse to do the transaction

	☐  Notify Supervisor/Officer/Compliance Officer
	☐  Contact applicant or account holder

	☐  Monitor the account for evidence of ID Theft
	☐  Close the account

	☐  Delay the transaction until validity
	☐  Place a critical alert on CIF through Precision

	☐  Investigate Red Flag and suspend the account
	☐  Investigate Red Flag, but do not suspend acct

	☐  Determine that no response is warranted under the circumstances and document the reasons

	☐  Other:       



[bookmark: Text32][bookmark: Text33]Employee Signature: ______________________________	Date: ______________________________

[bookmark: Text34]Supervisor/Officer/ Compliance Officer Signature:______________________________
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Sample Check Fraud Detection Procedures
Banks follow a series of procedures to detect, prevent, and address check fraud. These procedures are designed to protect both the financial institution and its customers. While specific procedures can vary from bank to bank, the general steps involved in check fraud detection and prevention typically include the following:
1. Check Verification
· Check Number and Format: Banks ensure the check has a proper format, including valid routing and account numbers, and that the check number is consistent with the issuing account's pattern.
· Signature Verification: Some banks use software to verify signatures against those on file, or staff manually check signatures for authenticity.
· Amount Verification: Banks may use optical character recognition (OCR) or other automated tools to verify the check amount and compare it with the written figure, looking for discrepancies.
2. Fraud Detection Systems
· Real-Time Monitoring: Banks often use real-time fraud detection systems to monitor unusual patterns in check deposits. This can include sudden large deposits, frequent deposits of checks with large amounts, or deposits from unusual locations.
· Suspicious Activity Reporting: If a check looks suspicious, banks may flag it for further review. If patterns of fraud are detected, these can be reported to regulatory bodies such as the Financial Crimes Enforcement Network (FinCEN) in the U.S.
· Fraud Alerts: Banks may set up fraud alerts or blocking measures on accounts if they suspect a pattern of check fraud or that a specific check may be counterfeit.
3. Positive Pay System
· Positive Pay: Many banks offer a service called "Positive Pay," which allows businesses to upload a list of checks issued, including the check numbers and amounts. The bank then compares incoming checks against the list to detect any discrepancies. If a check is not on the list, the bank may flag it for review.
· Reverse Positive Pay: In addition to businesses submitting check data upfront, some banks may use reverse positive pay, where the bank notifies the business of an exception when a check doesn't match their records.
4. Check Imaging and Enhanced Security Features
· Microprinting and Watermarks: Banks often use checks with enhanced security features like microprinting, watermarks, and special inks that are hard to replicate.
· Check Imaging: Many banks offer electronic check imaging services that allow for better analysis and verification of checks, using tools to detect counterfeit or altered checks.
· Magnetic Ink Character Recognition (MICR): Checks are printed with magnetic ink to ensure that bank routing and account information can be accurately read by machines. Any tampering with the MICR line could be flagged by the bank’s system.
5. Manual Review
· Investigation of Suspicious Checks: If a check is flagged as suspicious, the bank may conduct a manual investigation. This may involve contacting the account holder, reviewing transaction history, or consulting with law enforcement.
· Customer Notification: If a fraudulent check is identified, the bank will typically notify the account holder and ask for information or clarification about the transaction.
6. Customer Verification and Education
· Account Holder Review: Banks will often require account holders to confirm whether they wrote or authorized a check. If the check is unauthorized, the bank may place a hold on the account or block further transactions.
· Customer Education: Banks educate customers on how to protect themselves against check fraud, including advising them to use secure paper, monitor their accounts, and report lost or stolen checks immediately.
7. Investigation and Liability
· Investigation of Fraud: If fraud is detected, the bank will typically conduct an internal investigation. In the case of a counterfeit check, the bank may work with the customer and law enforcement to identify the perpetrators.
· Liability for Fraudulent Checks: The liability for fraudulent checks varies depending on the circumstances. Generally, if a bank fails to identify fraudulent activity that it could have detected, it might be liable for the loss. However, the account holder may also bear responsibility if they did not take reasonable steps to protect their checkbooks (e.g., reporting stolen checks promptly).
8. Legal Action and Reporting
· Reporting to Authorities: Banks may report check fraud incidents to law enforcement agencies, including the local police, the Secret Service (in the U.S.), and federal regulators, depending on the severity and scope of the fraud.
· Criminal Prosecution: In some cases, check fraud may result in criminal prosecution if the perpetrators are identified. Banks may work with investigators to gather evidence.
9. Preventive Measures
· Educating Clients: Banks often educate customers on the importance of monitoring their accounts regularly and using secure check-writing practices.
· Reconciliation Services: Many banks provide account reconciliation services that help businesses track checks issued and detect unauthorized transactions.
· Secure Check Printing: Banks offer secure checks that use various anti-fraud technologies, making it harder for fraudsters to counterfeit checks.
In summary, preventing check fraud requires a multi-layered approach, combining technology, secure check features, vigilant monitoring, and clear communication with customers. Regular updates to security protocols and fraud detection systems are key to staying ahead of fraudsters.



Regulation CC Quick Reference Guide
Effective July 1. 2025
	Deposited Item
	Case-By-Case
	Exception Holds

	
	At Teller Station
	New Account: First $6,725
	New Account: 
$ > $6,725
	Large Deposits over $6,725
	Re-deposited Items
	Repeat Overdraft Accounts
	Reasonable Cause to Doubt Collectability
	Emergency Conditions

	Cash
	Next Day
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Electronic Deposits
	Next Day
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	US Treasury Checks
	Next Day
	Next Day
	9 Days Max 
(Only for the amount over $6,725)
	7 Days Max
(Only for the amount over $6,725)

	NA
	7 Days Max

	7 Days Max

	No Limit; must provide reason
$275 – NA

	US Postal Money Orders
	Next Day
	Next Day
	9 Days Max 
(Only for the amount over $6,725)
	7 Days Max
(Only for the amount over $6,725)

	NA
	7 Days Max

	7 Days Max

	

	Other Govt. Checks
	Next Day
	Next Day
	9 Days Max 
(Only for the amount over $6,725)
	7 Days Max
(Only for the amount over $6,725)

	7 Days Max

	7 Days Max

	7 Days Max

	

	FRB or FHLB Checks
	Next Day
	Next Day
	9 Days Max 
(Only for the amount over $6,725)
	7 Days Max
(Only for the amount over $6,725)

	7 Days Max

	7 Days Max

	7 Days Max

	

	Cashier, Teller or Certified Checks
	Next Day
	Next Day
	9 Days Max 
(Only for the amount over $6,725)
	7 Days Max
(Only for the amount over $6,725)

	7 Days Max

	7 Days Max

	7 Days Max

	

	On-Us Checks
	Next Day
	9 Days (Suggested)*
$275 - NA
	9 Days 
(Suggested)*
	2 Days Max 
(Only for the amount over $6,725)

	2 Days Max

	2 Days Max

	2 Days Max

	

	Local Checks
	  $275 Rule
	9 Days (Suggested)*
$275 - NA
	9 Days  (Suggested)* 

	7 Days Max
(Only for the amount over $6,725)

	7 Days Max
$275 - NA
	7 Days Max
$275 - NA
	7 Days Max
$275- NA
	


Generally, to qualify for next-day availability, the deposit must be:  Made at a staffed teller station; and Deposited into an account held by the payee of the check
Two types of deposits, U.S. Treasury checks and “on us” checks, must receive next-day availability even if the deposit is not made at a staffed teller station.
For cashier’s, certified and teller’s, state and local government check deposits the depository bank may require special deposit slips or envelopes.
The depository bank must make available for withdrawal the first $275.00 deposited to all accounts, including individual and joint accounts, held by the same accountholder on any one banking day.

NEW ACCOUNT HOLDS 

· An account is new if it has been open for 30 days or less, unless each of the accountholders on the account has other transaction accounts at the financial institution that have been open for at least 30 days.
· Cash and electronic deposits into new accounts must be available by the next business day.
· The first $6,725 of deposits into the payee’s account of US Treasury Checks must be made available on the next business day: amounts over $6,725 must be made available no later than on the ninth business day following the banking day of deposit.
· The first $6,725 of IN-PERSON deposits into a payee’s account of checks drawn on FFRB, FHLB, and state and local governments, and cashier’s checks must be made available on the next business day; amounts over $6,725 must be made available no later than on the ninth business day following the day of deposit.
· Other checks (“on-us checks & Local Checks) deposited in new accounts are not subject to the availability time schedules, nor are they subject to the $275 cash withdrawal requirement. Technically, the regulation provides no maximum time frames within which the proceeds of these deposits must be made available for withdrawal.  Nine (9) days is used as a best practice.
LARGE DEPOSIT EXCEPTION 
· If the checks deposited in a day exceed $6,725, the “Large Deposit” Exception Hold is placed on the amount EXCEEDING $6,725. The first $6,725 is subject to “permanent schedule” or “Case by Case” holds under Reg. CC: the first $275 available next business day; the next $6,450 available the second business day; and the remainder over $6,725 available by the seventh business day. 
· For example:  If an accountholder deposits a $9,000 local check on a Monday, ($275 from the local check deposit) must be made available for withdrawal on Tuesday. An additional $6,450 of the proceeds of the local check must be available for withdrawal on Wednesday and the remaining $2,275 must be made available by the seventh business day. 
· You may apply this exception to the aggregate deposits to all accounts held by the accountholder, even if the accountholder is not the sole holder of the accounts and not all of the holders of the accounts are the same.
REDEPOSITED CHECK
· If the actual check being deposited has already been returned due to insufficient or uncollected funds, the “Redeposited Check” Exception Hold may be placed for the ENTIRE amount of the return item. The $275 next day availability requirement does not apply. 

REPEATED OVERDRAFTS 
· If an accountholder has had  a negative balance for six or more banking days within the preceding six months or a negative balance of $6,725 or more for two or more banking days within the preceding six months a “Repeated Overdrafts” Exception Hold may be placed on the ENTIRE amount of deposited checks. The $275 next day availability requirement does not apply.

REASONABLE CAUSE TO DOUBT COLLECTIBILITY 
To invoke this Exception Hold, the institution must have a well-founded belief that the item will not be paid. The “Reasonable Cause” Exception Hold may be placed on the ENTIRE amount of deposited item(s). The $275 next day availability requirement does NOT apply to the item(s).
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Force-Placed Flood Insurance Procedures
Mortgage Loan with Escrow

1. EXISTING FLOOD INSURANCE
a. 15 to 20 days prior to current flood policy expiration – send courtesy letter notifying borrower of requirement to maintain coverage and request a copy of the policy renewal
b. Policy Expired:  Send 45-day letter
c. Force Place coverage on expiration date
i. Initiate force-placement with the Institution’s flood insurance provider
ii. Send letter to borrower with date of force-placement, premium amount and payment terms
iii. Update the tracking sheet with the effective date of force-placed coverage
iv. Adjust the loan payment amount in the system to include the insurance premium
d. Cancellation:  When the Institution receives from the borrower evidence of adequate flood insurance coverage for the property, 
i. The force-placed policy must be cancelled within 30 days of such notification, and any a refund of premiums sent to the borrower for any period of overlapping coverage (based on the effective date of the borrower’s policy)
ii. Adjust the loan payment amount in the system to remove the force-placed flood premium amount
iii. Update the flood tracking sheet to reflect the termination of force-placed coverage and the borrower’s flood insurance policy information

2. EXISTING FORCE-PLACED FLOOD INSURANCE COVERAGE  
a. Renewal Notice:  45-days prior to the annual renewal date of a force-placed policy Loan Operations shall send a notice to the borrower that the coverage is being renewed at the borrower’s expense. Encourage the borrower to obtain their own flood insurance policy
b. Pay the Force-Placed Premium
c. Tracking Log:  Update the flood tracking log
d. Cancellation:  When the Institution receives from the borrower evidence of adequate flood coverage for the property, 
i. The force-placed policy must be cancelled within 30 days of such notification, and any a refund of premiums sent to the borrower for any period of overlapping coverage (based on the effective date of the borrower’s policy).
ii. Adjust the loan payment amount in the system to remove the force-placed flood premium amount
iii. Update the flood tracking log
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