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Presentation Notes
Date/Time of Presentation:  Wednesday the July 29th from 8 am to 9 am.

Water systems faces a wide range types of threats, whether from flooding, potential groundwater contamination natural deposits or a cybersecurity attack. These impacts can disrupt your system’s ability to provide safe and reliable service. 

Today I will talk about how you can be better prepared to mitigate these incidents.

EPA, serves as the lead federal agency for the water sector. 
Our mission is to strengthen the security and resilience of our nation’s drinking water and wastewater systems. Today you will see how this presentation fits into our goal.




Good afternoon and thanks for the invitation to discuss addressing contamination incidents in RRAs and ERPs. 




Let’s me start with a quick question: What kind of  treat do you see most often at your utility

Kansas faces all kinds of natural disasters, including severe storms, tornadoes, large hail, strong winds, and flooding. When these events happen, they can contaminate our water, and utilities play a key role in responding to protect public health. 





Agenda

Overview of AWIA section 2013/SDWA section 1433

2. Reviewing and Revising Risk and Resilience Assessments (RRAs) and
Emergency Response Plans (ERPs)

3. Contamination Incidents at Water Utilities

Incorporating Contamination Incidents in your RRA and ERP
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Here’s the agenda:
First, I’ll give an overview of America’s Water Infrastructure Act (AWIA) sec 2013, also know as SDWA section 1433. 
Then I will share thoughts on reviewing and revising RRAs and ERPs over time
Then I will talk about contamination incidents at water utilities
Finally, l will provide examples of how you could incorporate contamination in your RRA and ERP 


AWIA 2013/SDWA 1433 Overview

EPA Water Infrastructure and Cyber Resilience Division
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Let’s get started with an overview of what’s required in this federal law for community water systems.


Overview of AWIA 2013/SDWA 1433(a) — (f)

e On October 23, 2018, America’s Water Infrastructure Act (AWIA) was signed

into law. AWIA section 2013 revised Safe Drinking Water Act (SDWA) section
1433.

e Community drinking water systems (CWSs) serving more than 3,300 people
shall:

e Create or update Risk and Resilience Assessments (RRAs) and Emergency Response Plans
(ERPs)

Submit certifications to EPA by specified deadlines
Review and revise RRAs and ERPs and re-certify to EPA every 5 years

Coordinate with local emergency planning committees (LEPCs), to the extend possible,
when preparing or revising an RRA or ERP

Maintain records at the water system for 5 years
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Many of you know this law by the shorthand term “AWIA”. For background, in October 2018, America's Water Infrastructure Act (AWIA) was signed into law. Section 2013 of AWIA amended section 1433 of the Safe Drinking Water Act (SDWA). AWIA section 2013 is essentially a synonymous term to SDWA section 1433 because AWIA section 2013 updated the language of SDWA section 1433. Henceforth throughout this presentation, we will refer to this law as SDWA section 1433, or SDWA 1433 for short.

This federal law requires community drinking water systems (CWSs) serving more than 3,300 people to:
Create or update, if they already have one, a RRA and ERP
Certify completion of the RRA and ERP to EPA by specified deadlines in the law
Review and revise, as needed, and re-certify RRAs and ERPs to EPA every 5 years
The law also ask water systems to Coordinate with local emergency planning committees (established under the Emergency Planning and Community Right-To-Know Act of 1986), to the extend possible, when preparing or revising an RRA or ERP. 
There is also keeping requirement. Maintain the RRA and ERP at your facility for 5 years after the certification due date.


W
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RRA and ERP in 2025-2026. See published here:
https://www.epa.gov/waterresilience/sdwa-section-1433-
compliance-data
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The first round of certification deadlines specified in SDWA 1433 occurred in 2020-2021. 

Here are the 2025-2026 deadlines. Check out the table on the slide to see when your CWS’s RRA and ERP certifications are due.

To provide clarity on who needs to comply according to EPA’s data, we published a list of which PWSIDs are expected to certify a SDWA 1433 RRA and ERP in 2025-2026 here on EPA’s website.



RRA Requirements

CWSs serving over 3,300 people must prepare or revise their assessment of the risks to and
resilience of the following specified assets to malevolent acts and natural hazards:

1. physical barriers; 6. electronic, computer, or other automated

2. source water; systems (including security of such systems);

3. pipes and constructed conveyances, /. monitoring practices;

water collection and intake; 8. financial infrastructure;
4. pretreatment and treatment; 9. the use, storage, or handling of chemicals;
5. storage and distribution facilities; 10.operation and maintenance of the system;

May include an evaluation of capital and operational needs for risk and resilience management.
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The law specifies that a CWS’s RRA must include the risk to the system from both malevolent acts (human-made threats such as a cybersecurity attack, theft, etc.) and natural hazards (e.g. fires, floods, earthquakes, hurricanes, etc.) for the following asset categories (no need to read all categories out loud, just give a few examples and point out that #6 means cybersecurity):

Electronic, computer, or other automated systemso8 which are used by the system (i.e., cybersecurity);


ERP Requirements

CWSs serving over 3,300 people must prepare or revise an ERP that incorporates findings from the
RRA. ERPs must include:

1. Strategies and resources to improve resilience, including physical security and
cybersecurity;

2. Plans, procedures, and equipment for responding to a malevolent act or natural hazard,

3. Actions, procedures, and equipment to lessen the impact of a malevolent act or natural
hazard, including alternative source water, relocation of intakes, and flood protection
barriers;

4. Strategies to detect malevolent acts or natural hazards.
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SDWA 1433 requires CWSs to prepare or revise an emergency response plan that incorporates findings from the RRA. The law specifies four required components of ERPs:

Strategies and resources to improve resilience. We call these resilience strategies for short.
Plans, procedures and equipment for responding to a hazard. We call these emergency plans.
Actions, procedures and equipment to lessen the impact of a hazard. We call these mitigation actions.
Strategies to detect malevolent acts or natural hazards. We call these detection strategies.



Use of Standards and Tools

 SDWA section 1433 does not require the use of any standards or tools to
develop an RRA or ERP

 EPA recommends the use of standards and tools from EPA or other reputable
water sector organizations to facilitate development of sound RRAs and ERPs

* No method or tool “guarantees” compliance with SDWA section 1433 - the
CWS is responsible for ensuring it complies with all SDWA section 1433
requirements
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SDWA section 1433 does not require the use of any standards or tools to develop a RRA or ERP. EPA recommends the use of tools from EPA or other reputable water sector organizations to facilitate development of sound RRAs and ERPs. 

However, no method or tool “guarantees” compliance with SDWA section 1433 - the CWS is responsible for ensuring it complies with all SDWA section 1433 requirements. After the RRA and ERP are done, double check that each, individual required component detailed on this slide and the last is clearly in the RRA and ERP!



Three Ways to Certify

1. Electronic submission through secure online portal *preferred method*
2. Emall

3. Regular mall

For information on how to certify, visit www.epa.gov/waterresilience/how-
certify-your-risk-and-resilience-assessment-or-emergency-response-plan

Note: Do NOT send in your actual RRA or ERP to EPA
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There are three ways to certify completion of your RRA and ERP to EPA. These include:
1. Electronic submission through EPA’s secure, online portal. **This is the preferred method! It is the quickest way to get your certification to EPA and it is the only method where you will be sent a confirmation email of receipt for your records. You will also be able to view your submission history at any time by logging into your account. 
2. Email and 
3. Regular mail submission are also available using EPA’s PDF certification statements. 

Note: Please do NOT send in your actual RRA or ERP to EPA! EPA only needs the certification statements. These documents often contain sensitive information so please safeguard the information by keeping the them in a secure location at your utility. 
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Reviewing and Revising your RRA and ERP
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Next I’m going to give suggestions of things to think about while reviewing and revising your RRAs and ERPs. 


Reviewing and Revising
vour RRA and ERP

e Update your RRA and ERP to
include emerging as well as
ongoing threats

 EPA’s website,
www.epa.gov/waterresilience,
has resources on many threats of
concern to water systems,
including cyber threats, supply
chain disruptions, and more
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If you already have a Risk and Resilience Assessment (RRA) and an Emergency Response Plan (ERP), there is no need to create new ones from scratch. The law has not changed in the past five years; however, your water system and the threats facing the sector may have changed.

We want to underscore the importance of conducting a thorough review and making substantial updates to your RRA and ERP so they will be useful to you when emergency strikes! We encourage CWSs to consider adding to existing sections based on the latest knowledge of emerging and ongoing threats for the water sector. 

EPA has free resources available on www.epa.gov/waterresilience with information on a wide variety of threats, including cybersecurity, supply chain resilience, and more, that used to help bolster sections of your RRA and ERP. 


If you already have a SDWA 1433 RRA and ERP, you need to review, updated, and re-certify your RRA and ERP to EPA before the 2025-2026 deadlines. You don’t have to restart the RRA and ERP from scratch.
The requirements for RRAs and ERPs as written by Congress in SDWA section 1433 have not changed, however your water system and the threats facing the water sector has changed over the past 5 years. 



http://www.epa.gov/waterresilience

Lessons Learned

e Pass along RRA and ERP files to other
utility staff if someone leaves the
water system

* Check state vs. federal requirements
for RRAs and/or ERPs

 Make sure all required elements of
RRAs and ERPs are included

e Best practice: include malevolent acts ,_w
or natural hazards that have happened
at the CWS =25
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While in the field, EPA compliance monitoring and enforcement staff have learned lessons to help you avoid common pitfalls. While you are reviewing and revising your documents, it’s the perfect time to double check these items! 

Sometimes the employee responsible for the RRA and ERP leaves the water system, and they don’t tell anyone where the plans are. If someone retires or leaves, please ensure that they pass on where electronic and hard copy files of the RRA and ERP are kept.

Sometimes state laws requires a document similar to an RRA or ERP, but they have slightly different requirements than the federal requirements of SDWA 1433. Water systems must double check that every required section of this slide and the last slide are covered in their RRA and ERP. Their state document will likely cover some, but not all of the required sections so some sections will need to be added to ensure that the document is compliant with SDWA 1433. 


Some RRAs and ERPs are missing pieces or don’t fully cover both natural hazards and intentional (malevolent) acts. It’s worth going back and checking the language in this slide and the previous one to be sure you’ve covered every requirement. You might even label sections of your RRA and ERP with the exact wording from the law so it’s immediately obvious to an EPA inspector that each required element is addressed.

A good practice is to make sure you RRA and ERP include malevolent acts or natural hazards that have recently happened at the CWS. For example, if a CWS has had several recent flooding incidents, flooding should be covered in their RRA and ERP.



Contamination Incidents at
Water Utilities
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Now let's talk about contamination incidents in RRA and ERP. I am going be talking about contamination incidents and then share some of the tools we have available.


Contamination Incidents

e Can occur from natural, accidental,
and intentional causes

e Can result from other emergencies
or specific contamination scenarios
e Begins with some type of indicator
* Monitoring signal
e Customer complaints

e Requires a measured, yet
appropriate response
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Contamination can occur from natural, accidental, and intentional causes
It can result from other emergencies, such:
	Severe storms
	Flooding
	tornadoes
Or could be the result of specific contamination scenarios,  where something may been introduced into the distribution systems, such as:                 
	Pass through treatment plant 
	Via cross-connections
	water storage facility could become contaminated
	It could repair construction activities going in the system
	or it be intentional introduce through a malevolent act

Contamination incidents usually begins with an indicator:
	that there is some kind of change in water quality - It could be signal like a low-pressure warning or a strange reading at a monitoring station
	Or you might receive calls from customers saying that it’s a taste or odor problem
These indicators tell you something is wrong but not exactly what is happening.

Regardless of what has caused the issue, contamination incidents require a measured, yet appropriate response to fully address the potential contamination and protect public health while not over-responding, wasting resources, and causing undue alarm to customers



B

Responding to Contamination

Investigation Operational Responses and Remediation and Recovery
Notifications
Check other indicators - Isolation » System / contaminant characterization
Assess other data sources « Flushing / disinfection - Remediation planning
Site characterization and sampling + Risk communication - Decontamination
Field and laboratory analysis - Use restrictions - Clearance

2 1

]

B

F o | United States
- EPA Environmental Protection _
\ Y 4 Agency Office of Water


Presenter
Presentation Notes
To respond to Contamination incidents


First there will be an investigation (Make sure the information is correct)
	Check other indicators from SCADA or other data sources that are coming into the utility 
	you  go out and visit the site, collect samples, and perform field and/or laboratory analysis
While the investigation is occurring, 
	Review operations to see if you can limit transport or even isolate the area
	Take precautionary corrective actions (Try to make that no one is drinking the water)
	Issue risk communication send out public notifications for any advisors or use restrictions (Boil the water)

These 2 steps investigation and responses occur progressively, investigation gathers information about what is going on, you evaluate operations and notifications and decide if new actions are needed

These occur up until you confirm that contamination is present and then you enter the Remediation and Recovery phase.
	First you need to what is the contaminant: how does it impact the system. 
	Also, you need to determine where it is by collecting samples throughout the system where it is
	Then you can develop a remediation plan that will remove the contaminated water and decontaminate any infrastructure 
	Finally, collect a final round of samples to confirm the system is ready to be cleared for normal operations.


Benefits of Preparing for Contamination

e Understand capabilities and limitations

* |dentify the correct personnel and
response partners

e Establish processes and procedures

e Respond effectively with appropriate
resources

Learn more: https://www.epa.gov/waterresiIience/contamination-prepa redness-and-response
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Contamination in the distribution systems can lead to several different issue as mentioned-
Such as numerous advisory and other water use restrictions.
It can be Significant volumes of water requiring removal or treatment.
Loss of customer confidence in the drinking water and the utility.
Prolonged drinking water outages that can impact both human health and a community’s economy.

So Preparing for contamination ahead of time will help you understand your capabilities and limitations, 

Will help you identify the correct personnel - to implement your capabilities and find response partners to assist where there are gaps,

Help you to establish the processes and procedures to go from that indicator of contamination through remediation and clearance.

Ultimately, being prepared will ensure you respond effectively without overcommitting resources.

To learn more about contamination response, the visit this link: epa.gov, water resilience, contamination preparedness and response
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Addressing Contamination
In Your RRA and ERP
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Now we’ll cover how to incorporate contamination in the RRA and ERP


B
EPA’s RRA Tools

Small System RRA Checklist Vulnerability Self Assessment Tool (VSAT)

e Qualitative risk assessment — identifies e Quantitative risk assessment — estimates
threats, vulnerabilities, and consequences but threats, vulnerabilities, consequences and
does not estimate risk value monetized risk

e Countermeasures may be identified, and the e Countermeasures may be quantified for cost,
benefits described but not estimated risk reduction, and cost-benefit analysis

e “Paper” analysis that requires minimal e E-tool analysis can require significant time and
resources to complete information resources to complete

e Recommended for smaller systems (serving e Recommended for larger systems (serving over
under 50,000 people) 50,000 people)
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Let’s start with the RRA since the RRA is typically conducted first and then used to inform the ERP. Here’s a side-by-side comparison of the two tools that EPA has available to water or wastewater systems. 

The Vulnerability Self Assessment Tool (VSAT) and the Small System RRA Checklist: 
The checklist is qualitative in nature while the VSAT tool is a quantitative risk assessment.
For the checklist, countermeasures can be identified. For VSAT, countermeasures can be quantified and then used for cost and risk reduction analyses.
And the checklist is a paper analysis (PDF or Word) while VSAT is an e-tool analysis that can require a significant amount of time and resources to do
The checklist was written for small systems. VSAT is suggested for larger systems.

VSAT and the checklist are just 2 different options for how your utility can present your risk and resilience assessment analysis in an organized way. Rember that SDWA 1433 doesn’t require the use of any standard or tool so use whatever method works best for you. 

I will talk about how commination can fit into these two tool

https://vsat.epa.gov/
https://epa.gov/waterresilience/small-system-risk-and-resilience-assessment-checklist

RRA and Contamination

Malevolent Acts Natural Hazards

Intentional acts carried out against the utility. Climatic, geologic, or other natural phenomena. E.g,,

attacks may be motivated by theft, terrorism, vandalism,
or other objectives. A utility should consider potential Other Hazards

impacts of the following types of malevolent acts on
their critical operations in each asset category: VSAT and the Small System RRA Checklist allow users to

Assault on Utility — Physical input custom hazards of concern to their utility, beyond

Intentional Contamination of Finished Water EPA’s preset examples. |
Intentional Contamination of Source Water O Other(s), enter below:
Theft or Diversion — Physical

Cyberattack

Directed/Sabotage — Physical

F o | United States
\__/ E AEnvirnnmental Protection :
\ Y4 I Agency Office of Water


Presenter
Presentation Notes
Before we take a closer look at these two tools, let’s look at how contamination fits into your RRA. 

Contamination is framed as a malevolent act.
	There is two options that listed,  intentional contamination of finished water and of source water.
	
Accidental contamination is by nature unpredictable and is difficult to assess as a risk.

As mentioned earlier, in addition to malevolent acts, contamination can also result from natural hazards such as wildfire, floods or hurricanes. 
	Because these hazards can impact finished water and source water, contamination can be considered a potential impact of the hazard.

Finally, there is option for you to add your own custom hazard. 


	This would be where you could add a unique risk to your utility that might cause contamination or 
	Or capture accidental contamination within the RRA process if that is a concern for you
		Maybe there is a history of chemical spills on into your source water
		



Small System RRA Checklist: Contamination

Ass
Exz
exa

Mal
Sel
in t
si

cats

Table 2a: Source Water (Malevolent Acts)

Table 3a: Pipes and Constructed Conveyances, Water Collection, and Intake
(Malevolent Acts)

-t Table 4a: Pretreatment and Treatment (Malevolent Acts)

Table 5a: Storage and Distribution Facilities (Malevolent Acts)

255 Table 9a: The Use, Storage, or Handing of Chemicals (Malevolent Acts)
Xa

| finis
| inclu

Table 10a: The Operation and Maintenance of the System (Malevolent Acts)

impl

Asset Category: The Operation and Maintenance of the System
Examples of Assets in this Category: Encompasses critical processes required for operation and maintenance of
the CWS that are not captured under other asset categories. Possible examples include equipment, supplies, and key

personnel. Assessments may focus on the risk to operations associated with dependency threats like loss of utilities
(e.g., power outages), loss of suppliers (e.g., interruption in chemical deliveries), and loss of key employees (e.g.,
disease outbreak or employee displacement).

Malevolent Acts*® Brief Description of Impacts

Select the malevolent acts If you select a malevolent act in the left column as a significant risk to the Operation
in this column that pose a and Maintenance of the System asset category, briefly describe in the right column
significant risk to this asset how the malevolent act could impact this asset category at the CWS, especially as

category at the CWS. the impact relates to existing vulnerabilities at the CWS. Include effects on major

assets, water service, and public health as applicable.

Table 5a: Storage and Distribution Facilities (Malevolent Acts)

Asset Category: Storage and Distribution Facilities
Examples of Assets in this Category: Encompasses all infrastructure used to store water after treatment, maintain

water quality, and distribute water to customers. Possible examples include residual disinfection, pumps, tanks,
reservoirs, valves, pipes, and meters.

Malevolent Acts™

Select the malevolent acts
in this column that pose a
significant risk to this asset
category at the CWS.

Brief Description of Impacts

If you select a malevolent act in the left column as a significant risk to the Storage
and Distribution Facilities asset category, briefly describe in the right column how the
malevolent act could impact this asset category at the CWS, especially as the impact
relates to existing vulnerabilities at the CWS. Include effects on major assets, water
service, and public health as applicable.

[0 Intentional Contamination
of Finished Water

potential exposure for customers, increased
operational and sampling costs, regional economic
consequences, loss of confidence

[ Intentional Contamination
of Source Water

Access RRA Checklist here: www.epa.gov/waterresilience/small-system-risk-and-

resilience-assessment-checklist
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The Small System RRA Checklist includes contamination as a malevolent act across a series of tables for different asset categories: source water, distribution, treatment, and more. 

For each table, you can decide if there is a significant threat of intentional contamination to either finished water or source water or both. 
For each category that you identify, provide a description of the impact that contamination could have on that asset.

For each asset category, these tables on the screen, there is an additional set of tables for natural hazards, such as wildfire or hurricane. For natural hazards, contamination is not listed directly but it could be one of the impacts from the event. 

You can include contamination as one of the impacts within the description where there is a significant threat of it occurring from that natural hazard.
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Small System RRA Checklist: Countermeasures

* Countermeasures: mitigation steps to reduce risk and increase resilience

* Examples:
° Emponee screening program
* Backup power generation on-site Table 12: Countermeasures (Optional)®®
e Guard(s)
« Perimeter fencin Countermeasures (optional) Brief Description of Risk Reduction or Increased Resilience
g List countermeasures in For each countermeasure, in the right column, describe how the countermeasure
g
e Hardened doors the left column the CWS could reduce risk or increase resilience for CWS assets from malevolent acts or
e Continuous process monitoring could potentially implement natural hazards that were selected in the analysis. A countermeasure may reduce
to reduce risk from the risk across multiple malevolent acts, natural hazards, and asset categories.
e Redundant water source(s) malevolent acts and natural
« Distribution of alterative drinking water NECETeS Ml VR X EEE.
. . . . o
Site lighting ) Contamination Decrease the response time and improve decision-making
* Emergency operating procedural plan Response for contamination incidents to return the system to normal
* [ntrusion sensors Procedure operations faster.

e Security cameras

* Backflow prevention devices
e Water/Wastewater Agency Response Network (WARN)

e Hardened ladder access

e Toxicity monitoring

* Note: VSAT and the RRA Checklist allow custom countermeasures
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After determining the significant threats, the next section, in Table 12 (optional), lets you detail the countermeasures that you have that could reduce the risk or increase resilience to contamination. 

Countermeasures are mitigation steps and can include plans, equipment, procedures, or other measures.
For malevolent acts, countermeasures are intended to deter, delay, detect, and respond to an attack
For natural hazards, countermeasures are intended to prepare, respond, and recover from an event

From the list, there are several that could apply to contamination either directly or indirectly. 
	For instance, developing a response procedure for contamination would increase the resilience of your system.
 
	Another example could be a monitoring system that might detect contamination before becoming a significant impact.

	An indirect example would be adding security or hardening doors to prevent access to a facility where contamination could be introduced.




VSAT and Contamination: Qualitative

Qualitative Risk Assessment

Compliance with SDWA Section 1433(a) Risk and Resilience Assessments

To use this qualitative risk assessment to comply with the requirements for Risk and Resilience Assessments in SDWA Section
1433(a), you must do the following:

(1) For each asset category in the list below, determine whether the utility has one or more critical assets within the category that
are necessary to achieve water quality, treatment, or distribution objectives.

(2) Determine whether any critical asset in an asset category is at risk from a malevolent threat, natural hazard, or both. Move
the slider buttons accordingly.

(3) For critical assets that are at risk from a malevolent act or natural hazard, use the text box for the asset category to describe:
(a) the specific asset(s),
(b) the malevolent act(s) and/or natural hazard(s) that present a risk to the asset, and

(c) the potential consequences to the utility and the region served by the utility if the malevolent act(s) and/or natural
hazard(s) impact(s) the asset.

(4) For each asset category where neither malevolent act nor natural hazard are selected, describe why there are no critical
assets in this category at risk.

For additional information about malevolent acts, see Baseline Information on Malevolent Acts for Community Water Systems.
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Now let’s look at how contamination can be included in an RRA produced by VSAT. 

VSAT starts with a qualitative look at risk, very similar to the checklist. You can look at different asset categories and determine the risk to that asset from either a malevolent act, natural hazard, or both. Again, contamination is a malevolent act but may also be an impact from natural hazards.


VSAT and Contamination: Asset Categories

Asset Category

Describe Potential Impact, or Reason

Category Names Malevolent Act? Matural Hazards? for No Selection
. . '
. . This was notselectedasahigh =
Physical Barriers risk asset because the utility v
JURPTY TP [ S | R I A
. . - E i
Not a high risk asset - Utility will =
Source Water describe potential impacts v
R R S DU N R | s~
Pipes and Constructed o . a
. Not a high risk asset - Utility will =
Conveyances, Water Collection, and _ o v
describe potential impacts
|I'Itake R R S DU N R | o
. . - : i
Pretreatment and Treatment Not a_hlgh risk ?—”55_‘“ - Utility wil -
describe potential impacts
P R Ry U I S | A

potential exposure for
[ @) customers, increased
operational and sampling

Storage and Distribution Facilities

w0
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VSAT lets you decide if the asset is at risk from a contamination by selecting the slider for a malevolent act and/or a natural hazard.

You can then describe the potential impacts of the contamination to the asset or explain why it is not selected.



VSAT and Contamination: Quantitative

Quantitative Risk Assessment

The dashboard keeps track of the utility’s baseline risk assessments, which are conducted for the high-risk asset categories
selected in the Qualitative Risk Assessment. EPA recommends that the quantitative risk assessment be limited to a small
number of the assets and threats that present the highest risk.

Baseline risk assessments can be completed in four steps:

1. For each asset category, define a utility asset that is at risk. This could be the asset category itself (e.g., physical barriers), a
piece of equipment or a facility (e.g., a storage tank) or an entire system (e g., a treatment train). You can also define
multiple assets for each asset category.

2. Next, you should select at least one specific threat, which may be a malevolent act, natural hazard, or dependency/proximity
threat, for each asset you define.

3. By assigning a specific threat to an asset, you create an asset/threat (A/T) pair. For each A/T pair, you can assess risk.
VSAT provides information and tools to help you assess risk.

4 Once a baseline risk assessment for one A/T pair is complete, you may conduct baseline risk assessments for other A/T
pairs. EPA recommends that you complete at least one baseline risk assessment for one A/T pair in each high-risk asset
category.
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Once you complete the qualitative risk assessment in VSAT, you can move onto the quantitative risk assessment.

This section walks you through completing a baseline risk assessment for the high-risk assets that were selected in the qualitative risk assessment in the previous section
	First you select an asset category or a specific asset,
	Then you select a specific threat for the asset, in this case we would be interested in contamination
	Then for this asset/threat pair, VSAT provides information and tools to help you assess the risk
	Finally, you can repeat the process for other asset/threat pairs until it is complete.




VSAT and Contamination: Asset/Threat Pairs

Category Name

. Storage and Distribution Facilities 0 Add Asset

~ @) Storage Tank @) Add Threat

Intentional Contamination of Finished Water

@

Chemical dumped into storage tank
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In the examples:
Storage and distribution facilities are at risk of contamination.
Because this was selected on the qualitative assessment, it automatically appears here.
You can then add an asset; in this case the concern is specifically a storage tank.
Then, you can select the threat; intentional contamination of finished water and complete the baseline risk assessment for that asset/threat pair.
You can repeat this for other threats for this storage tank or add additional assets or move to the next asset category.


	


VSAT and WARN: Countermeasures

Select all potential countermeasures that apply

Countermeasure Names

Employee screening program

Assets
Backup power generation on-site
Asset Name
Guard(s)
~ Storage Tank Perimeter fencing

Hardened doors

Intentional Contamination of Finished Water

: : Edit Countermeasures , .
Chemical dumped into storage tank o Continuous process monitoring

Redundant water source(s)
Distribution of alternative drinking water

Site lighting

[ @) Emergency operating procedural plan
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Once you have done the quantitative assessment, you can move onto the Countermeasure Risk Assessment.

This section is more of an analysis step, where you can select a countermeasure and assess the improvement in resilience to the system from the countermeasure.
	
Again, there are tools and calculators that can help with these steps.
	
For our contamination scenario, you can add a Contamination Response Procedure that will improve the response capabilities.
		
VSAT will help determine the improvement and let you compare it to other types of countermeasures.


Learn More about VSAT and other EPA RRA and ERP tools

Want to learn more about VSAT?

D

Copy link
» Spring View Water District is located near "L
and draws its source water from the Winding

Visit www.epa.gov/waterresilience/awia-

section-2013sdwa-section-1433-workshops e
. -year flooding event occurs
for video recordings of past workshops on * Electrical eﬂmwéﬂ!ﬁﬂfth%uti‘n
water quality monitoring equipm
how to use all of EPA’s SDWA 1433 RRA and R
ERP resources’ including VSAT the finished water leaving the TI’EETH‘IEHTQ

plant

Watch on E3Youlube ...

Office of Water

F o | United States
- EA Environmental Protection .
\ Y 4 Agency Office of Water



Presenter
Presentation Notes
For more detail on using VSAT to complete an RRA, visit the link on this slide.

The demonstration today has been focused on where contamination fits into the RRA process, and we have skipped over a lot of the functionality of VSAT.

Videos from past workshops that can be found at the link go into more detail on how to use VSAT, as well as the other RRA and ERP resources we will briefly mention today.

https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops
https://www.epa.gov/waterresilience/awia-section-2013sdwa-section-1433-workshops

Emergency Response Plan (ERP)

@D epagov / community-wa..-instructions

e Access ERP here:
www.epa.gov/waterutilityresponse/develop-or-
update-emergency-response-plan

* The ERP Template and Instructions PDF
document features an embedded blank ERP
template in Word format that can be easily
accessed and modified by utility personnel to meet
their own water system needs

 The Word ERP template is also available to Community Water System
download directly for ease Emergency Response Plan Template

Template and Instructions
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That was the RRA, let’s move on to the ERP, where contamination could potentially be included in many different sections. 

To access EPA’s Emergency Response Plan guidance, click the link on this slide. Scroll down and click on the link for the “Drinking Water or Wastewater Utility ERP Template and Instructions”, depending on which is relevant to your utility. Download this PDF file so you can click on the word document template link embedded in the PDF document. Alternatively, the Word ERP template is also available to download directly for ease.

http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan
http://www.epa.gov/waterutilityresponse/develop-or-update-emergency-response-plan

ERP Template Table of Contents

TABLE OF CONTENTS

il Primary Utility COMPONENES. ... e st e ]

iv Industry Chemical Handling and Storage Facilities ...

RESILIENCE STRATEGIES.........ccccuneu.

=

1.1 Emergency Response Roles and Responsibilities.............
1.2 Incident Command System (ICS) ROIBS ... o s
T.3 COMITIUMICATON L1t bbb bbb bbb b b0 E bbb e b eE bbb bbb s
1.4 Media Outreach and Risk COMMUMICALION ... e s
1.5 Public Notification TEMIPIAIES ...t et e mt bt bbb et e et
EMERGENCY PLANS AND PROCEDURES ... oottt et sttt i s s d s s bbb s s semn s s

2.1 Core Response F’roLedures_
2.2 Incident-Specific Response Procedures _

(3]
T T R T R R CR

w

3.1 Alternative Source Water Options and Interconnected ULIHES ... 1

3.2 Cybersecurity MItIgation ACHIONS ... bbb e e s

3.3 Other Mitigation Actions —

f-S

4.2 Water Contamination...............onn.... 8

7
8
9
4.1 Unauthorized Entry into Utility Facilities ... 9
9

9

4.6 POWET OULAGES ... bbbt s 10
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Looking at the table of contents of the ERP template, contamination can be incorporated into section 2, 3, and 4 of the ERP template.

These sections cover Emergency Plans and Procedures, Mitigation Actions, and Detection Strategies.


2.1 Core Response Procedures

Core Procedures are the “building blocks” for incident specific response procedures, since they apply
across a broad variety of incidents (e.g., hurricane, earthquake, flood). List all your core procedures here.

Sampling and Analysis: Water contamination emergencies could result in a surge of water sampling and
analysis that can quickly overwhelm resources or require laboratory expertise unavailable to most
utilities. To prepare internally for incidents, your utility can complete the tables in this section and include
pre-identified sampling sites, procedures for sample collection of both known and unknown
contaminants, chain of custody, sample preservation, sample transport, as well as a list and locations of
contract analytical laboratories. Also consider consulting with your state drinking water regulatory agency
on the issue of water sampling and analysis. You can learn more about resources to help develop sampling
procedures and coordinate laboratory support, such as the Water Laboratory Alliance (WLA), by accessing
EPA’s Water Quality Surveillance and Response System website. Joining your state WARN may also help
with accessing laboratory resources.
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Section 2 of the template covers plans, procedures, and equipment for responding to a malevolent act or natural hazard. 

Section 2.1 covers your Core Response Procedures, which are the building blocks of procedures that apply to multiple or even all types of incidents. 

These would include things like physical security, cybersecurity, and alternative water supply.

One of these core procedures is Sampling and Analysis. As mentioned, contamination can result from multiple types of incidents. Creating procedures for sampling and analysis will ensure you are ready for the influx of sampling needs that can accompany an incident.

https://www.epa.gov/waterqualitysurveillance/resources-design-and-implement-sampling-and-analysis-surveillance-and

2.2 Incident-Specific Response Procedures (ISRPs)

* |SRPs are specialized procedures tailored to a particular type of incident.

* |ncidents include but are not limited to the following:

 Drought  Pandemic

e Earthquake e Tornado

e Extreme Cold and Winter Storms e Tsunami

e Extreme Heat e Volcanic Activity

 Flooding G e Wildfire —
e Harmful Algal Bloom e e Source Water Contamination e
* Hurricane D e e Distribution System Contamination <«
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Section 2.2 covers Incident-Specific Response Procedures. These are tailored procedures for a particular type of incident.

There are two obvious incident types (Source Water and Distribution) relevant to contamination incidents. 

Several other incidents could include contamination as a secondary impact and could benefit from or reference the two contamination-specific procedures. 

And many of the other incidents listed could result in damage to a facility or the distribution system and require sampling. 


3 Mitigation Actions

This section of your ERP should include actions, procedures, and equipment which can
obviate or significantly lessen the impact of a malevolent act or natural hazard on the
public health and the safety and supply of drinking water provided to your community
and individuals, including cybersecurity measures, the development of alternative
source water options, relocation of water intakes, and construction of flood protection
barriers.

3.3 Other Mitigation Actions

Mitigation actions should be based on the countermeasures identified from your utility’s
RRA and implemented before an incident occurs. For example, system facilities or
controls can be raised, and berms constructed ahead of time to protect against flood
damage. You can also refer to the appendix for more mitigation options. List your
utility’s other mitigation actions in the table provided.
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Section 3 covers mitigation actions. Mitigation includes actions, procedures, and equipment that can obviate or lessen the impact of an incident.

For contamination, these will fall into section 3.3 for Other actions. Many of these actions mitigate contamination indirectly by deterring it from occurring or reducing the impact. 

For instance, adding more security to a facility such as putting up fencing or better securing the doors will make it more difficult for someone to access the facility to introduce a contaminant. 
Also, developing a new backup source could allow you to shutdown the primary source temporarily to let you address contamination without significantly impacting operations. 


3.3 Other Mitigation Actions: Examples

Contamination

e Train operators and maintenance/repair staff to prevent contamination

* Install backflow prevention and on-line water quality monitoring devices

* Develop a source water monitoring program

* For more mitigation options, see EPA’s Malevolent Acts for Community Water Systems

Wildfire

e Remove debris, dead trees, and other fire-hazard materials
e Institute high fire danger procedures such as smoking bans and fire bans

* Install fire-resilient building materials
. . : : or

* Install backflow valves on service connections, fireproof concrete meter boxes, and use brass meters to prevent
contamination of distribution pipes from volatile organic compounds

* For more mitigation options, see EPA’s Incident Action Checklist for Wildfires

F o | United States
- EA Environmental Protection .
\ Y 4 Agency Office of Water



Presenter
Presentation Notes
Here are two sets of examples for specific incidents that you can find in the ERP instructions

For contamination specifically, you can train staff to prevent contamination or install backflow prevention. Installing monitoring devices in the distribution system or developing a source water monitoring program will alert you early to issues with water quality. 

The other example is wildfires, which often result in contamination concerns. The blue rectangle is highlighting some preventative measures that you could consider that might prevent contamination from volatile organic compounds during a wildfire.


4.0 Detection Strategies

This section of your ERP should contain strategies that can aid in the detection of malevolent
acts or natural hazards that threaten the security or resilience of your utility.

4.2 Water Contamination

Notification of source water contamination may come from many different agencies and
organizations including your primacy agency, 911, LEPC, the National Response Center, a
source water protection collaborative, or local watershed groups.

Potential contamination in your finished water or distribution system can be detected through
systematic tracking of customer complaints, public health surveillance, physical security
monitoring at access points to finished water, grab sample analysis, online water quality
monitoring, and advanced metering infrastructure that can alert your utility of potential
backflow events or meter tampering.
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Finally, the last area where contamination is found within the ERP is Section 4 Detection Strategies. These are strategies that will alert you to something that could threaten your utility.

There are detection strategies for many threats that also benefit contamination, such as detecting an intrusion at a facility.

For contamination specifically, there are two strategies that I’ll cover.
For source water, notifications of an incident may come from a number of different agencies. It is important to build working relationships with these entities and exchange emergency contact information, so they notify you as soon as possible.

The other strategy is through a tracking and monitoring system for source water and the distribution system.


B
4.0 Detection Strategies: SRS

A Water Quality Surveillance and Response System (SRS) is a framework designed to enhance a
drinking water utility’s capability to quickly detect and respond to water quality issues

Physical
Security

= Online Water Quality Monitoring

Quality
Monitoring

=  Physical Security Monitoring

= Customer Complaint Surveillance Indicator of

= Public Health Surveillance ?

= Advanced Metering Infrastructure

Contamination

Customer
Complaint
Surveillance

Advanced
Metering
Infrastructure

I L

Public
Health
Surveillance

Learn more here:
https://www.epa.gov/waterresilience/water-quality-surveillance-and-response-0
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We call this monitoring strategy a Water Quality Surveillance and Response System.
There are five monitoring components that track different information
	online water quality monitoring for both the source water and distribution system
	physical security monitoring
	customer complaint surveillance
	public health surveillance
	advanced metering infrastructure

 These components let a utility quickly detect and then respond to water quality issues.

https://www.epa.gov/waterresilience/water-quality-surveillance-and-response-0
https://www.epa.gov/waterresilience/water-quality-surveillance-and-response-0
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https://www.epa.gov/waterresilience/water-quality-surveillance-and-response-0
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Action ltems

e Consider addressing contamination incidents
as you review and revise your RRA and ERP

e Connect with EPA’s Office of Water
Emergency Response and Cybersecurity by
scanning this barcode to our Water
Resilience Website
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Consider addressing contamination incidents as you review and revise your RRA and ERP. It is up to each utility to determine which malevolent acts and natural hazards are of most concern to them. 

Hopefully, this presentation gave you some things to consider when deciding whether contamination is something your utility should included in your RRA and ERP.  I gave some examples of how contamination could be incorporated in EPA’s RRA and ERP templates. If you don’t use EPA’s template, you could still do something similar.

Connect with EPA’s Office of Water Emergency Response and Cybersecurity. Scan this QR code or click the link to go to our website where you can access the free resources we went over in todays webinar, register for future trainings on water/wastewater resilience (a lot of our webinars offer CEUs), or sign up for our email list.


https://www.epa.gov/waterresilience
https://www.epa.gov/waterresilience

Contact Us

Office of Water Emergency Response and
Cybersecurity

dwresilience@epa.gov
www.epa.gov/waterresilience

SDWA Section 1433/AWIA Section 2013
www.epa.gov/waterresilience/awia-section-2013

Contamination Preparedness and Response

www.epa.gov/waterresilience/contamination-
preparedness-and-response
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Please visit our website for additional information, or email us.


mailto:dwresilience@epa.gov
http://www.epa.gov/waterresilience
http://www.epa.gov/waterresilience/awia-section-2013
http://www.epa.gov/waterresilience/awia-section-2013
http://www.epa.gov/waterresilience/awia-section-2013
http://www.epa.gov/waterresilience/awia-section-2013
http://www.epa.gov/waterresilience/awia-section-2013

Contact Us

EPA’s Office of Water Emergency
Response and Cybersecurity (OWERC)

Visit our website: www.epa.gov/waterresilience
Email us: OWERC-Outreach@epa.gov
Scan the QR code to join OWERC’s email list:

SCAN ME
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Please visit our website for additional information or email us.


http://www.epa.gov/waterresilience
mailto:OWERC-Outreach@epa.gov
mailto:OWERC-Outreach@epa.gov
mailto:OWERC-Outreach@epa.gov
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