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My daughter’s dream car
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Her biggest threat
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But seriously…a quick object lesson
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• Park it someplace dangerous

•

•

What I came up with
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•

• Leave it unlocked

•

What I came up with
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•

•

• Easily accessible key

What I came up with
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A good idea (invert)
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• Park it someplace safe 

•

•

The opposite
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•

• Lock it up

•

The opposite
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•

•

• Limit key access

The opposite
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Sanity check



Quick PSA

“Stranger danger”
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Park it someplace safe

Architecture solutions
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Which one doesn’t belong?
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Picture from google

Operation & Control Center
Facility Management & Dashboard Monitoring

Monitoring system
1. Power
2. Lighting
3. Fire
4. Elevator
5. Air conditioning
6. Water supply
7. Ventilation

ICT device system
1. Information network
2. CCTV/Web cam
3. Security
4. Surrounding

 Facility management
 Risk management
 Energy management

Goal: Monitor a lot of stuff

Presenter
Presentation Notes
1. AC power system:
The voltage and current of the mains terminal
The voltage and current of the equipment
2. DC power system:
The voltage and current of the equipment
The voltage and current of the battery
Dry contact input – Major, Minor alarm and Fail
Standard serial port input on the device side
3. Security
Electromagnetic locks
HID magnetic card read head
Reed perceptron
Remote control
4. Environmental control:
Temperature and temperature detection
Air conditioning monitoring
Lighting
Smoke Detection

5. Safety monitoring:
 Web Cam (CCTV)
It can be driven by SECURITY and related sensors.
Temporary and fixed storage functions are required.
Fire Panel
FM200
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Example of IEC 62443
(-4-1)
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Security scope
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Operation & Control Center
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Primary server Standby server

Redundant

Thin client Data center Management Platform
- Hardware x Software
- Real-time Control
- All in One total solution

Operation & Control Center
Redundant & Remote 
solution

Regional Control Center

Sub system Monitoring & 
Analytics solution

Sample real-world architecture
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Lock it up

Remote solutions
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Remote benefits
Follow ISA 18.2 Alarms Management Standard. Detail alarm information provided:

Separate encrypted
databases for allAlarms
and Events.

Use color, symbols, and  
sound to meet the visual  
needs of your operators.

Shelved Alarms won’t  
distract operators but  

are recorded in the 
events database..

Easily filter down 
to only the Alarms 
you need.
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• Disallowed - SCADA network ”Air Gapping”

 No outside or remote access

 Limited Alarm Notification options

 Data diode

• Manual connected – temporary access

 Typically, remote support use only

• Allowed – permanent on-demand access

 Access to IT, OT, and Business System users

 Remote support access only temporarily allowed 

 Full Alarm Notification options

 Requires security

 DMZs, Firewalls, VPNs, etc.

Configuration options
SCADA 
Network

Non-SCADA 
Network
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Secure remote access

 HTML 5 provides a secure remote 
connection





•
•
•
•
•
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Secure remote access



 Ensure the server is HTTPS



•
•
•
•
•
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Secure remote access




 Connect via VPN and X509 SSL certificate


•
•
•
•
•
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Secure remote access





 Things to consider

•
•
•
•
•
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Secure remote access







• Read only access server
•
•
•
•
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Secure remote access







•
• Separate networks
•
•
•
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Secure remote access







•
•
• 3rd Party security standards
•
•
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Secure remote access







•
•
•
• Frequency of updates
•
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Secure remote access







•
•
•
•
• System as a service



Limit key access

Application solutions
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Application-level security

1. Privileges
• Tasks such as..

• Acknowledge alarms
• Close an application
• Write a value, control a device

2. Roles
• Set of privileges

3. Accounts
• User
• Assigned roles and privileges

4. Windows Security Integration
5. Two Factor Authentication

1
2

3
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Questions?
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