Real-World Consequences of SCADA
Cybersecurity
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My daughter’s dream car
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Her biggest threat

lululemon
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But seriously...a quick object lesson
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What | came up with

« Park it someplace dangerous

5  Delta Confidential A AELTA



What | came up with

* Leave it unlocked

6 Delta Confidential A BELTA



What | came up with

« Easily accessible key
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A good idea (invert)
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The opposite

» Park it someplace safe
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The opposite

e Lockitup
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The opposite

 Limit key access
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Sanity check
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Quick PSA

“Stranger danger”
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Free Resource: VTScada Security Guidelines

https://www.vtscada.com/downloads/vtscada-latest-general/docs/viscada-security-guidelines-
manual/Guidelines
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Park It someplace safe

Architecture solutions
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Which one doesn’t belong?

o
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Goal: Monitor a lot of stuff

e i

Operation & Control Center

Facility Management & Dashboard Monitoring

Access control Environment Centralized Manage Close / Manage power consumptic
System Management Systems Management System Disconnect on each PDU electrical panels
[ ]
b I #
. " _
Monitoring system ICT device system
Connection System: g 0Nt Management . Power 1. Information network
Wil Zighee, Cabl0. @ . Lighting 2. CCTV/Web cam
- . Fire 3. Security
gid . Elevator 4. Surrounding
Monitoring . Air conditioning
fire protection system Water supply

Artificial intelligence ®
(A1)

.1_‘—.0 . Ventilation

Smart Camera

System

Control ' |
0L R A O Facility management
U0 Risk management
O Energy management
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Presenter
Presentation Notes
1. AC power system:
The voltage and current of the mains terminal
The voltage and current of the equipment
2. DC power system:
The voltage and current of the equipment
The voltage and current of the battery
Dry contact input – Major, Minor alarm and Fail
Standard serial port input on the device side
3. Security
Electromagnetic locks
HID magnetic card read head
Reed perceptron
Remote control
4. Environmental control:
Temperature and temperature detection
Air conditioning monitoring
Lighting
Smoke Detection

5. Safety monitoring:
 Web Cam (CCTV)
It can be driven by SECURITY and related sensors.
Temporary and fixed storage functions are required.
Fire Panel
FM200



Example of IEC 62443
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Security scope

Other VTScada

External Processes
Instances

ODBC Driver / Thin Clients (HTTF) VTScada RPC /
SOAP (HTTP) Modem Management

Serial Comms

Twilio (HTTP) Device Protocols SNMP Protocol

External Servers ‘ Metwork Devices

Certification

Boundary

OFC DA Protocol .
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Sample real-world architecture

Thin client Operation & Control Center

Data center Management Platform

VTScada

S - Hardware x Software
Central .- F g - Real-time Control
Control Primary server . Standby server . .
Center W - All in One total solution
Region center #1 ROUtEr e
Router outer e g®
i G -
""""" L~ 1 &pvssw | Operation & Control Center
] VTscada
e I Redundant & Remote

. I .
Regional Backbone T | solution
BT s o te 23| 'Region center #2
Center e >3 | Router

5 CE Sl - a D
DVS SW ) _: __ i B DVSSW Regional Control Center
B Backbong
St:t?zn R oute 55 Sub system Monitoring &
>3 Analytics solution
53 \ 4

DVS SW
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Free Resource: VTScada Security Guidelines

https://www.vtscada.com/downloads/vtscada-latest-general/docs/viscada-security-guidelines-
manual/Guidelines
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Lock it up

Remote solutions
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Remote benefits

VTSCaaAaA Follow ISA 18.2 Alarms Management Standard. Detail alarm information provided:

Software for Monitoring & Control

Separate encrypted
databases for all Alarms

and Events System Alarm DB

System Event RS

Use color, symbols, and
sound to meet the visual
needs of your operators.

2C
z
¥ 20
v

ey

Shelved Alarms won't
distract operators but
are recorded in the
events database..

VT Shelve Selected X

Shelve the selected alarm

U f:)r 5 minutes v
until 2016-05-04 [12:00
_ indefinitely
oK Cancel

MITA AT T
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Alarm Actions

Unacked

L

Current

Event
Acknowledge
Normal

Shelve
Shelve
Unshelve
Unshelve
Shelve
Shelve
Unshelve
Shelve
Acknowledge
Mormal

Unshelve
Shelve
Acknowledge
Mormal

Shelved

BOERB % n () s0d-

Reports & Analysis

History
Disabled

Area
Water Treatment Plant
Water Treatment Plant

Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
Water Treatment Plant
IT

IT

Water Treatment Plant
Water Treatment Plant

IT
IT
Water Treatment Plant
Water Treatment Plant

Alarm Page

YW W

Filter

Configured

MName
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

WaterTreatmentPlantDemo\.\WaterTreatPlantSim\PumpsiPumpO\
WaterTreatmentPlantDemo\ \WaterTreatPlantSim\ Tanks\ Tank3\Tar
WaterTreatmentPlantDemo\.\WaterTreatPlantSim\ Tanks\Tank 1\ Tar
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\Tanks
WaterTreatmentPlantDemo\,\WaterTreatPlantSim\Tanks\ Tank 1\ Tar
ITResources\Workstation_Barn/\PercentCPUUsed

ITResources\Workstation_Barmy\PercentCPUUsed

WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\ TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

ITResources\Workstation_Dave\Batterylevel
ITResources\Workstation_Dave\Batterylevel
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl
WaterTreatmentPlantDemo\TCPIP Port\WaterTreatPlantSim\TestAl

Easily filter down
toonly the Alarms
you need.

MT Advanced Filtering

Find Alarms and Events

©r higher priarity

oK Canced
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Configuration

* Disallowed - SCADA network “Air Gapping”
v" No outside or remote access
v’ Limited Alarm Notification options
v" Data diode

e Manual connected — temporary access
v' Typically, remote support use only

e Allowed — permanent on-demand access
v" Access to IT, OT, and Business System users
v" Remote support access only temporarily allowed
v" Full Alarm Notification options
v’ Requires security

v" DMZs, Firewalls, VPNs, etc.
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options
SCADA
Network

Non-SCADA
Network

2
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Secure remote access

THIN CLIENT SERVER

= HTML 5 provides a secure remote Head Office PC

connection

CLIENTS 4 &5
Qperator Mobile
Devices

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

Ensure the server is HTTPS

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

Things to consider

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

Read only access server

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

Separate networks

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

3'd Party security standards

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

Frequency of updates

CLIENT 1
Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Secure remote access

THIN CLIENT SERVER
Head Office PC

CLIENTS 4 &5
Qperator Mobile
Devices

. CLIENT 1
System as a service Home PC
CLIENT 2 CLIENT 3
Head Office Field Laptop
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Limit key access

Application solutions
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Application-level security

MT Accounts v
4 General

Users + 7 3

T ] Username

Peggy Olson ] Don Draper

1. Privileges 4 Password

Password Confirm Password

Tasks suchas.. Ll e
AC kn OWI e d g e al ar m S Password never expires []Force reset of password at next sign in

4 Advanced

Close an appllcatlon [ Disable Account Alternate Identification
[] Use Default Sign Cut Time Period Unavailable -x

Write a value, control a device Fimict vl
2. Roles T 5 ] Minutes of nsciviy 0- 720

o 4 Privileges] 1 7
Set of privileges Roles |2 |H ™ [roie
Admin [ Admin Limted role
3 . A C C O u n tS Configurer []Configurer Permits configuration of a WTScada Application
Logged Off 1
U S e r. Operator []Operatar  Permits operation of a VTScada Application
SuperUser SuperlUser  Permits complete control of all aspects of VT5cada

ASSigned rOIeS and priVilegeS _»'-".dditi:-naIPri\-'iIeges Add
Manager

Windows Security Integration B ==
Two Factor Authentication ;

Configure

oA

T a

Apply Close
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Free Resource: VTScada Security Guidelines

https://www.vtscada.com/downloads/vtscada-latest-general/docs/viscada-security-guidelines-
manual/Guidelines
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Questions?
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