



Water System:    Click or tap here to enter text.
Street Address:    Click or tap here to enter text.
City, State, Zip:     Click or tap here to enter text.
Phone:     Click or tap here to enter text.
Contact:     Click or tap here to enter text.
E-mail:     Click or tap here to enter text.
Connections:     Click or tap here to enter text.
Population:     Click or tap here to enter text.
PWS:     Click or tap here to enter text.
County:     Click or tap here to enter text.
Date:     Click or tap here to enter text.
Click or tap here to enter text.






Intellectual Property Disclaimer:
This material is intended solely for the use of the individual or entity to whom it is addressed. Any unauthorized review, use, disclosure, distribution, or copying of this document or any of its contents is strictly prohibited. If you have received this document in error, please notify the sender immediately and destroy all copies of the material. By using this document, you agree to abide by the terms set forth in this disclaimer. Unauthorized distribution, modification, or use of this material may result in legal action.
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---Upload aerial photo of entire service area:








---Upload aerial photo of Treatment Plant: 



List the system's worst-case scenarios (WCS)
1. Vandalism or Sabotage

2. Drought

3. Hurricane

4. Structure Fire

5. Flood

6. Forest or Brush Fire

7. Hazardous Material Release

8. Cyber Security

Add additional scenarios as needed.

Add additional scenarios as needed.
9. 

Risk-Informed Approach
[bookmark: _Hlk185238632]The tables below are a basic vulnerability assessment method for a water system.  Provide appropriate answers for each component of your system, and you will have completed a vulnerability assessment.  Note that “Security improvements” INCLUDES your existing security measures, such as the concrete pad around each wellhead, fences, buildings, locks on gates, doors and windows; redundant pumps and motors, etc.  ALSO: “Security Improvements” DOES NOT mean you are required to improve your existing security, it simply means that all security measures, planned or existing, should be listed.
[image: A chart with different colored squares

Description automatically generated]
	WCS
	Probability
	Severity
	Score

	Worst Case Example
	Remote
	Critical
	Medium

	Vandalism or Sabotage
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Drought
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Hurricane
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Structure Fire
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Forest/Brush Fire
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Flood
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Hazardous Materials
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Cyber Security
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.

	


Worst Case Scenarios: Vandalism or Sabotage 
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☐ Sensors, meters, laboratory equipment
☐ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




[bookmark: _Toc226532323]Vandalism or Sabotage 
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐  No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.


[bookmark: _Toc226532324]

Worst Case Scenarios: Drought
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Drought
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.





[bookmark: _Toc226532325]Worst Case Scenarios: Hurricane
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☒ Surface water
☒ Purchased
☒ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Hurricane
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.




[bookmark: _Toc226532326]Worst Case Scenarios: Structure Fire
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Structure Fire
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.



[bookmark: _Toc226532327]Worst Case Scenarios: Forest or Brush Fire
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Forest or Brush Fire
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.




[bookmark: _Toc226532328]Worst Case Scenarios: Flooding
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Flooding
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	2. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Mitigation
	Proposed Corrective Action: Click here to enter text.

	
	Priority (High/Medium/Low):
Click here to enter text.
	Target Completion Date:
Click or tap to enter a date.




[bookmark: _Toc226532329]Worst Case Scenarios: Hazardous Materials Release
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Hazardous Materials Release
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	Proposed Corrective Action: Click here to enter text.

	
	Target Completion Date:
Click or tap to enter a date.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	

	
	Target Completion Date:
Click or tap to enter a date.
	

	

	Consequence
	

	Mitigation
	

	
	
	



Worst Case Scenarios: Click here to enter WCS.
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Click here to enter WCS.
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	Proposed Corrective Action: Click here to enter text.

	
	Target Completion Date:
Click or tap to enter a date.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	

	
	Target Completion Date:
Click or tap to enter a date.
	

	

	Consequence
	

	Mitigation
	

	
	
	



Worst Case Scenarios: Click here to enter WCS.
Check the system components that have a MEDIUM, SERIOUS, OR HIGH PROBABILITY of being affected by this emergency.

	Source Water:
☐ Groundwater or springs
☐ Surface water
☐ Purchased
☐ Sold
	Operations and Maintenance:
☐ Storage of spare parts and equipment
☐ Transportation and work vehicles

	Raw Water Intakes, Pipes, and Conveyances
☐ Intakes, raw water transmission mains, raw water storage
☐ Pumps
	Power:
☐ Primary power
☐ Auxiliary power

	Treatment:
☐ Buildings
☐ Pumps
☐ Treatment equipment
	Electronic, Computer, or Other Automated Systems:
☐ Process control
☐ Business enterprise systems

	Chemical Use, Storage, and Handling:
☐ Treatment chemical use and storage
☐ Laboratory chemical use and storage
	Personnel and Office:
☐ Personnel
☐ Buildings
☐ Records, files, and maps

	Storage:
☐ Ground storage tanks
☐ Elevated storage tanks
☐ Pressure tanks
	Communications:
☐ Telephone
☐ Cell phone
☐ Radio

	Distribution System:
☐ Pumps and Pump Stations
☐ Transmission mains
☐ Water mains
☐ Valves
☐ Booster chlorination stations
☐ Interconnections to other water
☐ Important service connections
☐ Appurtenances
	Financial Infrastructure:
☐ Billing, payment, and accounting systems
☐ Third-party service provider

	Monitoring Practices:
☒ Sensors, meters, laboratory equipment
☒ Data management equipment and systems
	Physical Barriers
☐ Fences, bollards, perimeter walls and gates
☐ Locks, card readers, hardened doors, and equipment cages

	No components have a high probability of being impacted.
☐Continue to next emergency.




Click here to enter WCS.
	Threat
	Does this emergency have a moderate, high, or very high
probability of occurring? (Refer to your threat probability
assessment on pages 4):
	☐ Yes	☐ No

	If Yes, complete the rest of the table:

	Vulnerability
	Review the system assets you identified as vulnerable on the previous page and enter below the most critical assets which, if impacted by this emergency, would significantly impair the operation of your system. For each asset, propose a corrective action which would reduce the risk to the asset or your system. Provide the priority and completion date for action. Use additional sheets if more than three critical assets were identified. Check the box below and continue to the next emergency if no critical assets were identified.

	
	☐	No critical assets identified. System will be able to operate at normal capacity with the identified assets unable to operate due to impacts from this emergency.

	1. Vulnerable Critical Asset from Previous Page:

	Consequence
	Describe the impact to your system if this asset becomes non-operational or is only able to operate at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	Proposed Corrective Action: Click here to enter text.

	
	Target Completion Date:
Click or tap to enter a date.
	Target Completion Date:
Click or tap to enter a date.

	3. Vulnerable Critical Asset from Previous Page:

	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.
	Describe the impact to your system if this asset was non-operational or operating at a reduced capacity: Click here to enter text.

	Proposed Corrective Action: Click here to enter text.
Priority (High/Medium/Low):
Click here to enter text.
	

	
	Target Completion Date:
Click or tap to enter a date.
	

	

	Consequence
	

	Mitigation
	

	
	
	



Worst Case Scenarios: Cyber Threats
Implementing cybersecurity best practices is a critical component to safeguarding drinking water utilities ability to deliver clean, safe water. Cyberattacks are a growing threat to critical infrastructure sectors, including water systems. 
The questions in the following checklist have been mapped back to components of the NIST Framework for Improving Critical Infrastructure Cybersecurity (Version 1.0) that you will find at the end of each question. It contains components which consist of standards, guidelines, and practices to promote the protection of critical infrastructure. 
Informative references are also provided for each component of the Framework. 
Additional information on the Framework is available at: 
https://www.nist.gov/cyberframework.
Process control systems (PCS), such as supervisory control and data acquisition (SCADA) systems, operate and monitor various functions at many water treatment, distribution and storage facilities. Examples of PCS functions include operating pumps and valves, monitoring and transmitting storage tanks levels, and recording and storing regulatory monitoring data. 
Business enterprise systems encompass all other systems not used to operate and monitor water treatment and distribution. Examples include systems used for: email and internet access; customer accounts, meter reading, and billing; water system websites; and other administrative functions.
Please select the best answer to each question. If your answer is No, include a corrective action and target completion date. If you answer not applicable (N/A), explain why this is so for your facility.


Cyber Threats
1. Have PCS assets been recently inventoried (biannually or when a new item is procured), including applications, data, servers, workstations, field devices (e.g., programmable logic controllers), communications and network equipment? 
(ID.AM-1,ID.AM-2)
☐ Yes
☐ No – Corrective Action:Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain:Click or tap here to enter text.
2. Have business system assets been recently inventoried (biannually or when new item is procured, including applications, data, servers, workstations, field devices (e.g., meter reading equipment), communications and network equipment? (ID.AM-1,ID.AM-2)
☐ Yes
☐ No – Corrective Action:Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain:Click or tap here to enter text.
3. Have the critical assets of the PCS been identified? (ID.AM-5,ID.BE-5)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:
☐ N/A – Please Explain: Click or tap here to enter text.
4. Have the risks and benefits of completely disconnecting the PCS from each network been evaluated? (ID.RA-5, DE.AE-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
5. Do you have an assigned information security officer? (ID.GV-2)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
6. Do you have a written cybersecurity policy for … (ID.GV-1)
a. Process control systems?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Business enterprise systems?
☒ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. All levels of staff at the utility?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Outside entities (vendors, service providers, etc.)?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
7. Are staff at all organizational levels and all outside entities periodically trained on …(PR.AT-1)
a. The cyber security policy?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Their cyber security roles and responsibilities?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Cyber security threats?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
8. Do you receive cyber security threat and vulnerability updates from information sharing entities such as US-CERT or WaterISAC? (ID.RA-2)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
9. Are PCS assets physically secured from unauthorized personnel by….? (PR.AC2)
a. Electrical or mechanical door locks? 
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Guards or cameras?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Signs?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Barricades?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
10. Are business enterprise system assets physically secured from unauthorized personnel by….? (PR.AC-2)
a. Electrical or mechanical door locks? 
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Guards or cameras?
☒ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Signs?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Barricades?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
11. Is there an updated access control list of all water system and non-water system personnel with access to the PCS? (PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
12. Is there an updated access control list of all water system and non-water system personnel with access to the business enterprise system?
(PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
13. When personnel are no longer employed (whether terminated or resigned), or in a position where access is no longer needed, are their credentials within the systems terminated immediately? (PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
14. Are PCS account privileges limited to only those privileges which are needed to complete required work? (PR.AC-4, PR.PT-3)
☒ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
15. Are business enterprise system account privileges limited to only those privileges which are needed to complete required work? (PR.AC-4, PR.PT-3)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
16. Is there a regularly updated list of all personnel with administrative privileges on the PCS? (PR.AC-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
17. Is there a regularly updated list of all personnel with administrative privileges on the business enterprise system? (PR.AC-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

18. Are administrative privileges … (PR.AC-4, PR.AT-2)
a. Limited only to dedicated administrator accounts?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Used only when carrying out administrative functions on the system?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
19. Are there restrictions on who can and cannot install software and updates? (PR.AC-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
20. Have password policies been put in place which require… (PR.AC-1)
a. Strong passwords (14 characters without multi-factor authentication (MFA) or 8 characters with MFA is recommended) which are changed regularly?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Each user to have unique credentials to log in to all PCS and business enterprise systems? (PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Different log in credentials for PCS and business enterprise systems? 
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Auto screen saver with password protection on all PCS? (PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
e. Auto screen saver with password protection on all business systems? 
(PR.AC-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
21. Is a baseline of network operations and expected data flows for users and systems established and monitored? (DE.AE-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
22. Is the network monitored to detect and alert on potential cyber security incidents?(DE.CM-1)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
23. Is remote access for PCS via local area network, internet, or other means, protected by… (PR.AC-3, PR.AC-5)
a. Firewall?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Password?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Dial back protocol or VPN?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Multifactor authentication?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
e. Limiting permissions to only the minimum level required, e.g., using view-only webpages instead of allowing modification to system settings remotely?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
24. Is remote access for business systems via local area network, internet, or other means, protected by… (PR.AC-3, PR.AC-5)
a. Firewall?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Password?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Dial back protocol or VPN?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Multifactor authentication?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
e. Limiting permissions to only the minimum level required, e.g., using view-only webpages instead of allowing modification to system settings remotely?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
25. Is encryption for PCS used for… (PR.DS-1, PR.DS-2, PR.PT-4)
a. Data transfer?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Data transfer on wireless links?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Stored data?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

26. Is encryption for business systems used for… (PR.DS-1, PR.DS-2, PR.PT-4)
a ☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Data transfer on wireless links?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Stored data?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
27. Are physically separate computer and network systems used for PCS and business enterprise functions? (PR.AC-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
28. Do critical systems use application allowlisting, which only allows execution of approved files, applications, and programs? (PR.AC-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
29. Has PCS equipment… (PR.AC-5, PR.PT-2)
a. Been blocked from all non-PCS functions, including internet browsing and email access? 
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Been blocked from other non-PCS access to remote systems or services?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Had USB, DVD, and other external media ports disabled?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Had auto-scan of removable media disabled?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
30. Are mobile devices (e.g., laptops, tablets, smartphones) which are used to access or control PCS equipment … (PR.AC-3)
a. Included in established security policies?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Encrypted?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Dedicated for PCS use only with non-essential software removed and any unnecessary functions disabled?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

31. Do PCS assets … (DE.CM-4, PR.IP-12)
a. Use anti-virus and anti-malware software?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Regularly update virus and malware definitions?
☒ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
c. Regularly scan storage media for viruses and malware?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Install security patches on all systems regularly?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
32.Do the business enterprise systems … (DE.CM-4, PR.IP-12)
a. Use anti-virus and anti-malware software?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Regularly update virus and malware definitions?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

c. Regularly scan storage media for viruses and malware?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
d. Install security patches on all systems regularly?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
33. For devices with memory capabilities (e.g., laptops, multi-function printers, and cellphones) are there policies in place for: (PR.DS-3, PR.IP-6)
a. Transferring devices from one employee to another?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
b. Removing or permanently destroying any stored data when removing devices
from service?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
34. Is an uninterruptable power supply used for control continuance on PCS? (ID.BE-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

35. Are system and data backups performed regularly? (PR.IP-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
36. Has the system recently been successfully restored using backups (quarterly is recommended)? (PR.IP-4)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
37. Has a cyber security emergency response plan been established, and has it been reviewed in the past 12 months and updated when significant changes occur? (PR.IP9)
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
38. Have you had a cyber security audit of your system completed in the past 12 months? 
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.
39. Do you regularly review your utility, local community, and other web sites for security sensitive information related to your system that could be used to disrupt your system or contaminate your water?
☐ Yes
☐ No – Corrective Action: Click or tap here to enter text.
Target Completion Date:Click or tap to enter a date.
☐ N/A – Please Explain: Click or tap here to enter text.

 Imaging Planning
Locate and identify key points that need to be represented on the aerial images.  Common injects are listed below; however, this list is not exhaustive.  Labeled photos of each inject are very helpful and may be saved in the photo section for further development…
Access/Egress/Exits/Control Points/Security
Labels/Legend
Critical Infrastructure (Extensive)
High-Hazard Adjacent Industry
Sensitive Receptors (Schools, Homes, Hospitals, Nursing Homes, military, Jails/Prisons)
Hydrants/Standpipes
Emergency Shutoffs, Meters, Control Panels
Topography with Elevations
Known Hazards
Inner, Middle, Outer Parameters (Hot, Warm, Cold)
Evacuation Zone
Shelter Locations
Access Corridors (Decontamination)
Command Post
Situation Unit
Media Area
Staging Areas
Landing Zone (LZ)
Information/Assistance Area
___________________________
___________________________
___________________________
___________________________
___________________________
___________________________


Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.

Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.
Contacts (Listed in order of operational authority)
Title:Click or tap here to enter text.
Cell: Click or tap here to enter text.
Secondary: Click or tap here to enter text.
Email: Click or tap here to enter text.


Critical Partners ---each needs contact info as above to be added to Emergency Response Plan---
· Area Emergency Managers (City, County, State)
· Local Elected Leadership
· Local Fire Chief
· Local Police Chief
· Local Emergency Medical Services Chief, Air-Evac Chief
· Local Sheriff
· Local State Police/Highway Patrol Commander
· FEMA Regional Director
· Local FBI Supervisory Agent in Charge
· Mutual Aid Agreement Contacts
· Critical Vendors (Extensive)
· Local Utility Providers (Electricity, Gas, Solid Waste, Phone, Internet/Cellular Providers)
· Local Media
· Environmental Regulators (City, County, State, EPA)
· Local Clergy
· State Emergency Response Association Contact
· NRWA Emergency Response Contact


Emergency Response Identification System
Has the system developed a secure photo-based I.D. system? Is the system secure, well-communicated, respected, practiced, and managed?
· Upload: I.D. Photo example below or note the gap.

Gap: Click or tap here to enter text.


Internal Crisis Communication
Please attach any communication/notification system below, such as call trees, written communication policies, or specific notification instructions utilized during an emergency.
Note Gaps: Click or tap here to enter text. 

External (Public) Crisis Communications
Note any public communication tools or gaps. Common findings are mass calling systems and multiple-platform social media.
Click or tap here to enter text.
Gaps: Click or tap here to enter text.

Plans/Systems/Programs/Data Checklist
Below is a list of common items to be identified, attached, or noted as potential gaps…
· Safety Data Sheets (SDS) for all hazardous chemicals and substances
· Roll call accountability system
· Simplified Blueprints (Power, pressure, gas, chemicals…)
· Signed/formalized mutual aid agreements
· Business Continuity Plan or Statements
· Emergency Response Plan (May encompass the following)
· Site Safety Plan
· Natural Disaster Plan
· Emergency Medical Plan
· Environmental Response Plan
· Shelter in Place Plan
· Security Plan
· Workplace Violence Plan
· CBRNE Plan
· Cyber Security Plan
· Communication Plan
· Media Plan
· Family Assistance Program… (Essential workers)
· Debris Removal Plan
Gaps: Click or tap here to enter text. 

Common Large Item Logistical Needs
Below are common items you may identify as present or as a gap item.
· Food/Catering
· Water/Pallets
· Shelter-Portable Offices, RV’s, Toy Haulers…
· Porta-Johns, Hand Washing Station
· Trash Trailer
· Private Security
· 2500—3500gal Vac/Hydrovac Trucks
· 20kw Mobile Light Towers
· 22—23K Gensets
· Jersey Barriers, Traffic Control Items
· Ground Tarps, Liners
· Gravel
· Skid Steers, Backhoes, Cranes, Dump Trucks, Dozers, Wreckers, UTV’s, Line Locating Equipment, Crew Vans, 
· Hotel Floor Blocks
· Convention/Meeting Rooms (Media…)
· Essential Worker Family Assistance Program…
Gaps: Click or tap here to enter text.


Operational Communications
Please note or identify gaps below; common operational communication examples are listed below
· Line of sight radio
· CB radio
· Ham radio (Requires an operator's license)
· Trunked Communication Systems (Requires repeaters and significant infrastructure)
· Standing orders (To include time, place, and system for individual accountability)
· Siren alerts…
Gaps: Click or tap here to enter text. 

Upload Photos/Notes/Attachments
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