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Kevin Strickland: Director of Nonprofit and Association Banking

Kevin has over 25 years of banking experience and is responsible for leading Ameris Bank’s
industry specialization program for water systems, special districts and nonprofit
organizations.
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Recent Statistics

* Data breaches exposed 4.1 billion records in the first half of 2019. (riskzaseq)

* 95% of cybersecurity breaches are caused by human error. (varonis cyber crime Report 2021)

* In 2019, 94% of malware attacks were delivered via email (verizon’s pBir data)

* Hackers attack every 39 seconds, on average 2,244 times a day. (s reporter)

* Since 2017, known attacks on local governments have risen over 50% (nw

. &


https://pages.riskbasedsecurity.com/2019-midyear-data-breach-quickview-report
https://enterprise.verizon.com/resources/reports/dbir/

Understanding Three Common Threats

BUSINESS EMAIL COMPROMISE
Form of cyber crime which use email fraud to
attack commercial, government and non-profit
organizations

OATA VIRUS o ‘

SMISHING - VIRUS +

The fraudulent practice of sending text

messages purporting to be from reputable S “eammast (hnce
companies in order to induce individuals to \ﬁ N\

reveal personal or business information |
K.

RANSOM WARE —

Threatens to publish your organization’s
data or perpetually block access to it

unless a ransom is paid.
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Scheme #1

Business Email Compromise:




Business Email Compromise (BEC) Statistics

* Between May 2020 and July 2020, there was a 100 percent increase in identified
global Business Email Compromise exposed |osses (internet crime complaint center)

* Over the past three years, Business Email Compromise (BEC) schemes have caused at
least $5.3 billion in total losses to approximately 24,000 companies around the world

(trendmicro)

* During the third quarter of 2020, the median number of business email compromises
received per company each week rose by 15% (techrepubiic)

* 65% of companies faced business email compromises in 2020 (security Bivd.)

From 2019 to 2020, business email compromise attacks have
increased 67% leading to fraud, ransomware, and data breaches
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Business Email Compromise: Data Breaches

How Data Breaches Occur

n Research Stage Attack Exfiltrate

B
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SOCIAL ENGINEERING
o[
Phishing email, spam with malware, phone L o— HTTP-based path,
eall, dress ke the night janitor, ete. - @ E FTF emafl, efc.
INFRASTRUCTURE WEAKNESS | J \
B - o i
- Accessed data is exfiltrated back

entifiable information (PH),
% to attacker

credit card numbers, email addresses, other
social details, etc.
S0L infection, vulnerability exploitation,
session hijacking, etc.
Attacker looks for weaknesses Attacker may need to keep staging Once the attacker maintains acess to the
he can exploit attacks until the desired information is system, exfiltration can indefinitely
obtained or the desired access to the proceed

network is achieved




Business Email Compromise: Spear Phishing

THE START

Attackers see if they can
spoof your domain and
impersonate the CEO (or
other important people)

Bad guys often troll
companies for
months to gather
the data necessary
in pulling off a
successful attack
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THE PHISH

Spoofed emails are sent to
high-risk employees in the
organization

e e To: Finance Department

Urgent wire transfer request!
Please send $100,000 to new
acct #987654-3210

ese To:CFO

Please pay this time-sensitive
invoice. I'm on vacation and will
be unavailable, no need to
respond. - Your CEQ

e s e To: Human Resources

| need a PDF copy of ALL
employee W-2s for the
IRS ASAP!

THE RESPONSE

Target receives email and
acts without reflection or
questioning the source

| better get this payment
to the new account!

It's from the CEO, I'll take
care of this for him!

Sounds important. I'll
send these right away!
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THE DAMAGE

Social engineering was
successful, giving hackers
access to what they were after

Causing fraudulent wire
transfers and massive data
breaches
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THE RESULT

The fallout after a successful
attack can be highly
damaging for both the
company and its employees

Resulting damage:

+ Money is gone forever in
most cases and only
recovered 4% of the time

+ CEO is fired
" CFO is fired
+" Lawsuits are filed

+" Intangibles - tarnished
reputation, loss of trust, etc.

So... Think Before You Click!

Look at the spelling of the words and names carefully.
Tom.rogers@principlepipe.com

Tom.rogers@principalpipe.com

WWW.mircosoft.com

Source: KnowBe4 and Trend Micro
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Business Email Compromise: Spear Phishing

=  Perpetrators research key individuals and
their roles in the company based on
information on social media sites,
professional associations, company
website, etc.

5‘1 Ron Johnson “

Last day of our trip, back to reality next week

= Crooks look at post for specifics such as
job duties/descriptions, hierarchal
information and out-of-town travel
details

= Fake social media accounts can be
created, appearing they are legitimate

®» |nformation about the individual can be
used to personalize and legitimize
business email attacks.

Fraudsters often review social
media sites to legitimize attempted

email compromises @



Business Email Compromise: Spear Phishing
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Ron,

Glad you are back; it looks like you and Susan had a great time on your
trip.

I've attached some information about a conference in June, | think you
and | should attend. Review the attached and tell me what you think.

Tom Smith, P.E.
General Manager
Crooksville Water Users
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Tom.smith@crooksvillewater.com o

Sophisticated Attackers Do their Homework
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Scheme #2:
Smishing




Smishing (Text Fraud)

*Spyware products are available for as little as $S30 per
month, and some can even be used for free for a limited
time. These programs are designed to gather your
information to use in identity theft or corporate
espionage, or even to spy on you directly by:

e Accessing the camera and microphone in your
smartphone

* Recording calls and accesses call logs text
messages

* Gaining access to email

e Accessing any files stored on your phone
(including contacts)
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Smishing: The Warning Signs

1. Unusual data usage spikes.

2. Excessive battery drainage.

3. Apps take a long time to launch.

4. Cell phone restarts for no reason.

5. Background noise.

6. Apps that you don't remember installing.

7. A high number of calls from unrecognized numbers.
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Smishing: Ways to Avoid Being a Victim

1. Avoid installing any third-party software on your devices (especially if you use an
Android device), only install applications released by trusted developers that have
a good amount of positive feedback.

2. Don't store your credit card, banking information or passwords on your
smartphone.

3. Never click a reply link or phone number in a message you're not sure about.
4. Visit trusted vendor websites directly (separately from text messages)

5. Don’t click on links asking you to change your password, Instead, type the
organization’s URL directly into your browser
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*Ransomware perpetrators carry out more than 4,000 attacks daily.

*On average, organizations pay a ransom of $233,217.
*There’s a 19-day downtime following a ransomware attack.
*95 new ransomware classification families were discovered in 2019 alone.

*Ransomware attacks rose by 388% between Q2 and Q3 of 2020, occurring every
11 seconds.

*The global cost associated with ransomware recovery will exceed $20 billion in
2021
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Ransomware

What Happened to My Computer?
Your important files are encrypted.

Many of yvour documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste yvour time. Nobody can recover your files without
our decryption service.

Payment will be raised on

Can | Recover My Files?
SMS2017 16:32:52 Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
i 4 1 But if yyou want to decrypt all your files, yvou need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in & months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After yvour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Pan ¥ ol IR G SR, | ——

SM20MT 16:32:52

Time Left

=

Send $300 worth of bitcoin to this address:

1219YDPgwueZ9NyMgw519p7AABIsjrE SMw I

Contact Us

Fraudster demands ransom to remove the restrictions

Some forms systematically encrypt files on the system’s hard drive.
Difficult or impossible to decrypt without paying the ransom for the decryption key; some may
simply lock the system and display messages to coax the user into paying

Most Ransomware enters the system through attachments to an email message.



How to Safeguard Your System’s Data

* Be careful with what information you share online or on social media. By openly
sharing things like pet names, schools you attended, links to family members, and your
birthday, you can give a scammer all the information they need to guess your password
Oor answer your security questions.

* Don’t click on anything in an unsolicited email or text message asking you to update or
verify account information. Look up the company’s phone number on your own (don’t
use the one a potential scammer is providing), and call the company to ask if the request
is legitimate

» Carefully examine the email address, URL, and spelling used in any correspondence.
Scammers use slight differences to trick your eye and gain your trust.

* Be careful what you download. Never open an email attachment from someone you
don't know and be wary of email attachments forwarded to you.
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For More Information Contact:

Kevin Strickland
Ameris Bank

850-661-3972
Kevin.Strickland@amerisbank.com
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