WWS Physical &
Cyber Security:

“(Water) Tanks & Hand Grenades”

FLORIDA FUSION CENTER NETWORK




Agenda

» Scene Setter: Gone Fishin’ - May 15, 2026

- WWS Physical & Cyber Security Trends

* The Florida Fusion Center Network

» Partnership Programs

* Physical & Cyber Convergence - Leave Behinds
» CyberFlorida Briefing and Jack Voltaic Exercise
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Gone Fishin’— May 15, 2026

“IED near Alabama reservoir detonated after officials warn of 'unprecedented'
critical infrastructure threat”

& Members of the Gulf Coast
= Regional Maritime Response
i and Render-Safe Team fish
&= an |[ED out of the Converse
B Reservoir in Mobile,

= Alabama. (Mobile Area Water and
Sewer System (MAWSS))

i (Courtesy: FOXNews)
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WWS Security Trends 2025-2026

* Increase in suspicious physical events at WWS in Europe (throughout war in Ukraine)

» Trespass

 Surveillance / Elicitation

« Sabotage / Tampering

 Theft (copper, tools/equipment, chemicals?)
* Misrepresentation / Fraud

* Insider Threats

* |T Incidents:
o Ransomware

> Brute force, scanning, payment fraud

* OT/ICS Incidents:
o Hacktivism, incl. Foreign state-sponsored proxies / terrorist sympathizers

* Emerging:
> Foreign state-sponsored proxies / sympathizers conducting surveillance / sabotage
- Weaponization of drones (UAS & Underwater/Subsurface)
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NETWORK OF FLORIDA FUSION CENTERS
Areas of Responsibility
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» TIPPs: Public and private sector critical infrastructure (Cl)
owners/operators, trade association representatives, and
multi-jurisdictional Cl security professionals who facilitate a
risk-informed approach to protecting Florida.

» Support Florida’s Domestic Security Strategic Plan

* 50+ Trusted Infrastructure Protection Partners (TIPPs)
representing over 50,000 member organizations and
facilities across the state. Priority sectors:

o Lifelines

o Supply Chain

- Defense Industrial Base

o Commercial Facilities / Public Gathering Places

 Criminal Justice Information System (CJIS) Compliant

* Facilitates thousands of regional Liaison Officers (LOs)
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~ @3 Regional Fusion Center Liaison Officer @

* Individual first responders and private
sector security with regional/local operating HELP KEEP YOUR COMMUNITY SAFE

| Authormes or Call 9-1-F

a rea y Wh O : Report Susploous ‘Ajc’wnf )7 oa

- Provide mechanisms to safely share
information

- Read and disseminate intelligence
products

> Provide industry/discipline-specific
knowledge

- Provide Suspicious Activity Reporting to GRFEE%&&!EEETE, ST.!"FEDEEHE

Fusion Centers to facilitate terrorist even
prevention & response

* Are vetted and trained

- Liaison Officers (LOs) are the regional/local

: f h f
complement to the statewide TIPPs and IFL YO see something, say something

programs

ERE
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* Do you know your vendors?

* Do you now where your
vendors have been?

Adapting Zero Trust Principles
to Operational Technology

* Do you understand your
customers & interdependencies?
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Questions?

Mike Hazell

Private Sector Coordinator

Florida Department of Law Enforcement /
Florida Fusion Center

(850) 410-7225
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