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“Insecure By Design”
The State of the Now

https://img-9gag-fun.9cache.com/photo/aqK575L_460s.jpg
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“Insecure By Design”
The State of the Now

ICS Communication Protocols Are Generally 
Unencrypted

Critical Control Traffic Passes "In The Clear"

Where Present, Transportation Security Is An "Add On" 
With Processing & Overhead Impacts
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Endpoint Solutions in ICS Environments
The State of the Now

https://www.google.com/url?sa=i&url=https%3A%2F%2Fnationaltoday.com%2Fnational-unicorn-
day%2F&psig=AOvVaw2OMsN7UgJaE2mZCixhpU8m&ust=1634676290294000&source=images&cd=vfe&ved=0CAgQjRxqF

woTCKDSiPDp1PMCFQAAAAAdAAAAABAI
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The ICS Security Industry
The State of the Now

Capture Network Traffic In Control 
System Environments

Analyze Traffic For Baseline, Asset 
Inventory, And Security Alerting

Output Observations To 
Defenders and Operators
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Risks of Visibility
Perceived Risks
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Risks of Visibility
Perceived Risks

If Security 
Monitoring Can 
View ICS Traffic 
In the Clear...

...Then So Can 
ICS-Targeting 
Adversaries

Risks of Traffic 
Interception, 
Manipulation, 
Modification
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Traffic Manipulation Attacks (?)
Perceived Risks
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Visibility vs. Security Trade-Off
Perceived Risks
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What Do Attacks Look Like?
Intrusion Examples

https://www.pandasecurity.com/en/mediacenter/src/uploads/2019/07/pandasecurity-How-do-
hackers-pick-their-targets.jpg

https://bsmedia.business-standard.com/_media/bs/img/article/2020-03/11/full/1583946572-1642.jpg
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Intrusions Over Time
Intrusion Examples
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Examples of Traffic Modification
Intrusion Examples
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ICS Threat Landscape In Actuality
Intrusion Examples

Impact

Operate System In Undesirable Way Remove Or Undermine System Integrity For Impact

Access

Pivot Via Credential Harvesting, Re-Use Blend In With Legitimate Operations

Intrusion

Leverage Network Connectivity Apply Standard IT-Focused Tradecraft
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The Defender’s Dilemma
Implementing Intelligent Visibility

Threats Are Real Endpoint 
Unavailable

Network 
Monitoring 

Possible

Built In 
Vulnerabilities?

But Security Is 
Necessary!

Need To Achieve 
Without Creating 

Additional 
Problems
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Threat-Centric Defense
Implementing Intelligent Visibility

Understand 
Adversary Tradecraft

Orient Defenses To 
Adversary 
Operations

Apply Defenses As 
Appropriate To 

Environment
Monitor For Events & 

Incidents

Continuously Collect 
On Adversary 

Behaviors
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Threat-Centric Defense
Implementing Intelligent Visibility
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Inherent Trade-Offs
Implementing Intelligent Visibility
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Integrity Risks Remain
Implementing Intelligent Visibility

Traffic 
Manipulation 

Remains Possible

Universal 
Encryption 

Comes With 
Costs

Integrity Checks 
& Verification 
May Suffice
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Notional Manipulation Attacks & Future Planning
Implementing Intelligent Visibility
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Threat-Oriented Visibility
Implementing Intelligent Visibility

https://dale-peterson.com/wp-content/uploads/2019/02/3.-Purdue-copy-1.jpg

ENCRYPT!
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Threat-Oriented Visibility
Implementing Intelligent Visibility

https://dale-peterson.com/wp-content/uploads/2019/02/3.-Purdue-copy-1.jpg

ENCRYPT!

Encrypt, SSL 
Inspection 

or Proxy
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Threat-Oriented Visibility
Implementing Intelligent Visibility

https://dale-peterson.com/wp-content/uploads/2019/02/3.-Purdue-copy-1.jpg

ENCRYPT!

Encrypt, SSL 
Inspection 

or Proxy

Unencrypted, 
but Integrity 

Checks
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Future & Emerging Considerations
Implementing Intelligent Visibility

https://cdn.technologyadvice.com/wp-content/uploads/2013/12/Cloud-Computing.jpeg

https://online.stanford.edu/sites/default/files/styles/figure_default/public/2018-
03/cs_distributedsystems_cs244b.jpg?itok=n2vM93H9
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Future & Emerging Considerations
Implementing Intelligent Visibility

• Cloud, Vendor Access, Etc.
• Legacy Perimeter No Longer Applicable

Disappearing 
Perimeters

• Increasing Remote Operation And Management
• Need To Facilitate Ops But In Secure, Safe Fashion

Distributed 
Networks

• Segmentation, Access Control, Monitoring Still Critical
• "Zero Trust" Is Just A Fancy Word Covering 

Fundamental Security Posture  Decisions 

Fundamentals 
Still Required
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Future & Emerging Considerations
Implementing Intelligent Visibility

Plan For The Security 
Challenges Of Tomorrow –

But Don’t Ignore The Security 
Crises Of Today!
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Conclusions

Threat-Centric Defense, Current ICS Reality Requires 
Communication Monitoring

Possible Future Considerations On Traffic Manipulation Not 
Yet Realized

Ensure Visibility Into ICS Processes and Communication, 
Prepare Mechanisms For Integrity Monitoring And Verification
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Conclusion, TL;DR



Joe.slowik@gigamon.com

@jfslowik

Thank you
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