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“Insecure By Design”
The State of the Now




Endpoint Solutions in ICS Environments
The State of the Now
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The ICS Security Industry
The State of the Now




Risks of Visibility

Perceived Risks
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Ralph Langner
@langnergroup

At some point you got to decide if you want secure
(encrypted) communications to OT endpoints, or
| % network anomaly detection using deep packet

inspection. Just saying.

5:42 AM - Apr 21, 2021 - Twitter Web App

Ralph Langner
@langnergroup

Biggest risk for startups, investors, customers in OT
netw monitoring: Industry move twds more sec with

encrypted protocols --> end of DPI

10:57 AM - Dec 11, 2016 - Twitter Web Client




Risks of Visibility

Perceived Risks




Traffic Manipulation Attacks (¢

Software  Vulnerability Information ~ Reputation Center  Library  Support  Incident R Fox IT
part of nccgroup

Home Archive 3ack to Fox-IT

Deep dive into QUANTUM INSERT

April 20, 2015

Summary and recommendations

QUANTUMINSERT (QI) is actually a relatively old technique. In order to exploit it, you will need a monitoring capabilities to leak information of
observed TCP sessions and a host that can send spoofed packets. Your spoofed packet also needs to arrive faster than the original packet to be
able to be successful.

Any nation state could perform QUANTUM attacks as long as the traffic passes th their country or possesses other capabilities to get the
required TCP session data.
CYBERSECURITY a

& INFRASTRUCTURE QUANTUMINSERT could be used for lateral movement within internal networks.
SECURITY AGENCY [

Detection is possible by looking for duplicate TCP packets but with different payload and other anomalies in TCP streams.

The usage of HTTPS in combination with HSTS can reduce the effectiveness of QI. Also using a content delivery network (CDN) that offers low

Alertsand Tips  Resources  Industrial Control Sy |5tency can make it very difficult for the QI packet to win the race with the real server.

National Cyber Awareness System > Alerts > Russian State-Sponsored Cyber Actors Targeting Network Infrastructure Devices

Alert (TA18-106A)

Russian State-Sponsored Cyber Actors Targeting Network Infrastructure Devices

Original release date: April 16, 2018 | Last revised: April 20,2018

Systems Affected

« Generic Routing Encapsulation (GRE) Enabled Devices
« Cisco Smart Install (SMI) Enabled Devices
« Simple Network Management Protocol (SNMP) Enabled Network Devices



Visibility vs. Security Trade-Off

Perceived Risks




Wo’r Do Attacks Look Likee

Intrusion Examples

https://bsmedia.business-standard.com/_media/bs/img/article/2020-03/11/full/ 1583946572-1642.jpg

https://www.pandasecurity.com/en/mediacenter/src/uploads/2019/07 /pandasecurity-How-do-
hackers-pick-their-targets.jpg




Infrusions Over Time

Intrusion Examples
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Examples of Traffic Modification
Intrusion Examples




ICS Threat Landscape In Actuality

Intrusion Examples

Leverage Network Connectivity Apply Standard IT-Focused Tradecraft

Pivot Via Credential Harvesting, Re-Use Blend In With Legitimate Operations

Operate System In Undesirable Way Remove Or Undermine System Integrity For Impact




The Defender’s Dilemma
Implementing Intelligent Visibility




Threat-Centric Defense
Implementing Intelligent Visibility




Threat-Centric Defense
Implementing Intelligent Visibility




Inherent Trade-Offs
Implementing Intelligent Visibility
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Integrity Risks Remain
Implementing Intelligent Visibility
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Nofional Manipulation Aftacks & Future Planning
Implementing Intelligent Visibility
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Threat-Oriented Visibility
Implementing Intelligent Visibility
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Threat-Oriented Visibility
Implementing Intelligent Visibility
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Threat-Oriented Visibility
Implementing Intelligent Visibility
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Future & Emerging Considerations
Implementing Intelligent Visibility
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Future & Emerging Considerations
Implementing Intelligent Visibility

e Cloud, Vendor Access, Etc.
e Legacy Perimeter No Longer Applicable

e Increasing Remote Operation And Management
e Need To Facilitate Ops But In Secure, Safe Fashion

e Segmentation, Access Control, Monitoring Still Critical

e "Zero Trust" Is Just A Fancy Word Covering
Fundamental Security Posture Decisions




Future & Emerging Considerations
Implementing Intelligent Visibility

Plan For The Security
Challenges Of Tomorrow -
But Don’t Ignore The Security
Crises Of Today!



Conclusions




Conclusion, TL;:DR
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