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& ws-sac Multi-State Information Sharing & Analysis Center®

The MS-ISAC®

« Designated by the Cybersecurity &
Infrastructure Security Agency (CISA)
as a key resource for cyber threat
prevention, protection, response and
recovery for all U.S. State, Local, Tribal
and Territorial (SLTT) governments.

« Adivision of the Center for Internet
Security® (CIS®), a 501(c)(3) nonprofit.
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Proactive and Everyday Resources
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&wsisac Cyber Threat Intelligence Products

Advisories &
Alerts

» Ad Hoc » Assessment Based » Deeply Researched » Simple or Complex
» Urgent Actions » Probability Focused » Forward Looking » Technically Focused
» Prevalent Threats » Analytic Confidence » Trends & Patterns » Threat Driven

Strategic

Reports Briefs & Blogs

Assessments
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& wsisac Malicious Domain Blocking and Reporting (MDBR)

https://mdbr.cisecurity.org/

Security Focused

DNS service:
Blocks malicious domain
requests before a
connection is even
established!

Simple

Implementation:

No new hardware or
software required

Helps limit

infections related to:

e Known Malware
Ransomware
Phishing

Other cyber threats
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@ wsisac Nationwide Cybersecurity Review (NCSR) o i)

https://www.cisecurity.org/ms-isac/services/ncsr

The recommended minimum maturity level is set at a score of 5, indicated
SCORE MATURITY LEVEL by the red horizontal line below

documented policies, standards, and procedures. Implementation is

Your organization is executing the activity or process and has formally
o Optimized
tested, verified, and reviewed regularly to ensure continued effectiveness.

No cost

Your organization is executing the activity or process and has formally
o Tested and Verified documented policies, standards, and procedures. Implementation is

tested and verified.

Your organization has an activity or process defined within documented

Implementation in policies, standards, and/or procedures. Your organization is in the process
A n o n y m o u s Process of implementing and aligning the documentation to a formal security
framework and/or methodology.
Partially Documented Your organization has a formal policy in place and has begun the
Standards and/or process of developing documented standards and/or procedures to
Procedures support the policy.

Self-Assessment

Your organization has a formal policy in place that has been approved by
senior management.

Documented Policy

Activities and processes may be substantially performed, and
o Informally Done technologies may be available to achieve this objective, but they are
undocumented and/or not formally approved by senior management.

Not Performed Activities, processes, and technologies are not in place to achieve the
referenced objective.
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https://www.cisecurity.org/ms-isac/services/ncsr/

@& wsasac CIS SecureSuite®
FreeSecureSuite@cisecurity.org

@ CIS SecureSuite®

(B) c1s Benchmarks™ © cis-CATPro  CIS BuildKits

Secure Configuration Guidelines Assessor and Dashboard Implement Secure Configurations

(© cis Controls® ) CIS CSAT Pro 1
Prioritized Set of Actions Measure Implementation Secure Enterprise

@ CIS WorkBench
(15 Community Website Start Secure. Stay Secure.
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In Case of Cyber Emergency - Break Glass
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@ wmsasac Security Operations Center

©

Analysis &

Support Reporting

Monitoring

Network
Monitoring
Services
+
Research and
Analysis

Cyber Alerts &
Adyvisories

To report an incident or
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

Web Defacements

Account
Compromises
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@ wsasacc Cyber Incident Response Team (CIRT)

Incident Response

To report an incident or
request assistance:

Malware Analysis Phone: 1-866-787-4722
Email: soc@cisecurity.org

Log Analysis
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Other Services and Quick Links
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@ wmsisacc Fee Based Services
Services@cisecurity.org

‘ Network Monitoring (Albert)

\ ==B Web Application & Network

\ Vulnerability Assessments

/ Q Endpoint Security Service (ESS)

/ @ Penetration Testing
@ CIS CyberMarket
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@ wmsisacc How to access MS-ISAC resources

Register fo_r MS-ISAC https://learn.cisecurity.org/ms-isac-reqgistration
Membership
A S ULY 1 556.787-4722 | SOC@cisecurity.org | info@cisecurity.org
Operations Center
Register for MDBR https://mdbr.cisecurity.org/
Connect to Real-Time https://www.cisecurity.org/ms-isac/services/real-time-indicator-feeds/
Indicator Feeds
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https://learn.cisecurity.org/ms-isac-registration
https://mdbr.cisecurity.org/
mailto:SOC@cisecurity.org
mailto:info@msisac.org

@& wmsisac Benefits of MS-ISAC Membership

No Cost Services

access, including portals for communication and

document sharing

— 24x7x365 Security Operations Center (SOC)

_ _ o — Real-Time Intelligence Sharing
— Passive IP & Domain Monitoring _ _ _ _
o _ _ _ — Nationwide Cybersecurity Review (NCSR)
— Malicious Domain Blocking & Reporting (MDBR) _ o
— Discounts on training

— Cybersecurity exercises

— Vulnerability assessment services

— Cybersecurity advisories

— Cyber event notifications

— Education and awareness materials
— CIS SecureSuite® Membership

— Incident response resources
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& Ms-ISAC’

Multi-State Information
Sharing & Analysis Center®

Thank You!
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