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E-ISAC OVERVIEW
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Protecting the North American Power 
Grid
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E-ISAC Partners
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• The E-ISAC is focused on sharing information across the North 
American electricity industry to reduce risk of cyber and 
physical security incidents. 

• Cyber Security
 Suspicious Traffic
 Vulnerability probing and exploitation activity
 Malware and Open Source reporting specific to our members
 Analysis, insights, forensic artifacts from incident response and threat 

hunting

• Physical Security
 Unusual observation, suspicious activity, or surveillance of facilities 
 Expressed or implied threats
 Breach or attempted intrusion

What to Share with E-ISAC
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Information Sharing Process
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• Information Sharing Channels
 E-ISAC Portal: www.eisac.com
 Share Incident: operations@eisac.com
 Phone: 202-790-6000 (24/7)

• Info Sharing Process 
 Assess incoming information
 Draft Portal post; request permission to post
 Finalize with member; post to the Portal

• Bulk Data
 Can be weekly, monthly, raw data, processed data
 Tailored to your processes
 Critical to conducting trend analysis

http://www.eisac.com/
mailto:operations@eisac.com
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• 24/7 Watch Operations
• E-ISAC Portal
 Physical/Cyber Incident Bulletins
 Situational Reports
 White Papers on Emerging Issues

• E-ISAC Threat Hunt Reports
• E-ISAC Monthly Briefings
• Webinars
• Online Threat Platforms
• Risk Assessment Tools
• GridEx and GridSecCon
• Industry Engagement Program

E-ISAC Products and Services
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CRISP Overview
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• Public-Partnership between E-ISAC and DOE
• Near Real-Time sharing of IT network information between electricity 

utilities, DOE resources (PNNL), and the E-ISAC
• Bi-directional sharing of Threat Intelligence
• CRISP provides Cyber Intelligence instead of Cyber Security
• CRISP Participants gain unique insights:

• Monitoring unusual activity within its members’ networks
• Understanding threat actor motivations and intent
• Highlighting cyber, physical, and insider threats
• Reporting that is actionable and informed

• CRISP is a fee-based service open to asset owner and 
operators in the electricity, oil, and natural gas sector
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• E-ISAC Membership
 All electricity industry asset owners and operators and select government partners in North America
 Intended audience: security directors, cyber and physical security analysts, general managers
 Those with CMEP roles may not be an E-ISAC member

• Request Membership
 Visit www.eisac.com

• Share Info: Operations@eisac.com

• Contact Us: MemberServices@eisac.com

Get Involved
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http://www.eisac.com/
mailto:Operations@eisac.com
mailto:MemberServices@eisac.com
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