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Arthur Curley, Esq.

Art is a veteran civil litigation and professional liability attorney with more than
five decades of experience. He has served as President of Bradley, Curley —
A Professional Corporation since 2002 and has held leadership roles in
successive Bradley & Curley firms since 1981. Earlier in his career, he
practiced with Mead, Bradley & Keenan Law Corporation and completed
clerkships and internships with the U.S. District Court for the Northern District
of California and the San Francisco Public Defender’s Office.

Mr. Curley earned his J.D. from the University of California, San Francisco
College of the Law and a B.S. from the University of California, Berkeley. He
has been a member of the California State Bar since 1975 and maintains
active involvement in professional legal and healthcare-related organizations.
For over 30 years, he has also served as an Assistant Professor and Faculty
Lecturer in jurisprudence at the University of the Pacific and the University of
California, San Francisco.
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Objectives

After completing this activity, learners will be able to:
» Recognize the top five risks for my medical practice

» Assess my practice for opportunities to improve documentation to support
quality of care provided to my patients

* Implement strategies to help reduce risks in my medical office practice

The Doctors Compan
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Strength comes not from winning.
Your struggles develop your strengths.
When you go through hardships and decide
not to surrender, that is strength.

Mahatma Gandhi
1869-1948
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Is Medical Malpractice Your Biggest Risk?

Why do patients sue?
 Dissatisfaction with care

» Lack of communication and rapport
* Provider attitude

» Feel they have been wronged

» Unrealistic expectations

* Anger
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Cyber Attack
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Healthcare Cyber Attacks Surged 30% in 2025

 Including pharmaceutical, medical billing providers, healthcare tech companies
 Attacks on healthcare providers breached 6,049,434 records
« Average ransom demand of $532,000

» Leading cyber attacks
— Email phishing
— Scam texts

Ribeiro A, Ribeiro A. Healthcare ransomware attacks surge 30% in 2025, as cybercriminals shift focus to vendors and
service partners - Industrial Cyber. Industrial Cyber. Published October 13, 2025. Accessed February 6, 2026.
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Phishing Remains a Top Tier Threat to U.S. Healthcare

Over 90 percent of successful cyberattacks start with a phishing email
Email Phishing--appears to be from a legitimate
business asking you to update or verify your
personal information

Spear Phishing--cyber criminal sends harmful
email to a person that includes personal
information to trick recipient

Smishing and Vishing--Scammers sent
text messages (LD

Angler Phishing--targets social media with
people disguised as a customer service agent

(n.d.). Https://Www.cybersecuritydive.com/News/Health-Care-Cybersecurity-Threats-Report.
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8 2026:Top Five Risks For Your Practice /\T%CGROUP pary



Protect Your Practice: Implement

Multi-Factor Authentication

* Multi-Factor Authentication (MFA)
— One of the simplest security controls to implement
— Can be enough of an obstacle to thwart an attack attempt

» |T experts estimate up to 90 percent of cyber attacks could be
prevented by using MFA on computers and mobile devices

* Implement MFA as a minimum-security measure

Kost E. Biggest Cyber Threats in Healthcare (Updated for 2022) | UpGuard. www.upguard.com. Published
August 8, 2022. https://www.upguard.com/blog/biggest-cyber-threats-in-healthcare
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Recommendations

2026:Top Five Risks For Your Practice

Assume you will be hit
Plan with IT experts
Make backups

Deploy layered IT protection to block
attackers

Combine human experts and anti-
ransomware technology

Have a malware recovery plan

Train your staff on email phishing,
ransomware, and malware

The Doctors Company
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How To Prevent Cyber Attack On Your Practice

« Establish a security culture

* Protect mobile devices

* Maintain good computer habits

* Use a firewall

* Install and maintain anti-virus software

» Plan for the unexpected

» Control access to protected health information

« Use strong passwords and change them frequently

Top 10 Tips for Cybersecurity in Health Care. https://healthit.gov/iwp-content/uploads/2012/12/Top_10_Tips_for_Cybersecurity.pdf
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Documentation: Your
Silent Witness




Medical Record Review: Would you write this?

- Patient is a disaster every time she comes in, constantly whining, wasting time
* This patient needs to find a new physician, | am done, send dismissal letter

« Patient reports new partner only eats Mexican food, patient suffers
uncontrollable gas, requests medication to control gas, recommended
new partner

« Patient going on vacation, upset over episodes of loose stools. Suggested
BRAT diet, OTC anti-diarrheal, wear Depends. Patient said | was
unprofessional suggesting diapers; she plans to report me to Medical Board.
Told patient to find a new doctor, this is her last visit with me.
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Your Documentation is Your Best Defense

Medical record is seen as:

* Most reliable recollection of events
 Authoritative

* Written at the time care was provided

* Metadata shows who documented, when

The Doctors Compan
14 2026:Top Five Risks For Your Practice /\TDCGROUP P



Who Will See Your Documentation?

Documentation may be viewed in the future by:

» Healthcare providers « Attorneys

« Patient/Family . « Experts

« Third-party payers e Jury

» Regulators * Press/ social media
» Auditors

The Doctors Compan
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Consequences of Poor Documentation

» Errors and/or delays in treatment
» Misinterpretation of care

« Harm to patient

» Report to State Medical Board

* Delayed and/or denied reimbursement
 Plaintiff verdict in a malpractice lawsuit

r
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If it is Not Documented, It Was Not Done

* Alegal document
« Supports continuity of patient care

« Rebuttal for complaints to state
medical boards

* Primary witness to standard of
care delivered

* Billing is based on documentation

» Most cited reason for nonpayment by
third party

The Doctors Compan
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Metadata: The Electronic Footprint

2026:Top Five Risks For Your Practice

Metadata is Forever

Can destroy integrity of medical record

Stores every key stroke, every space,
every time

Records password, time, date of
every keystroke

Cannot ever be erased

Will be produced in malpractice claim,
other litigation
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Amending the Medical Record

« Late Entry
— Information available but omitted from original entry
— Includes current time and date
— Added as soon as possible same day as visit
* Addendum
— Follow medical records policy, usually 24 hours
— Information not available at the time of original entry
— Includes current time and date and reason for addendum

Th
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Copy and Paste Benefits and Pitfalls

* Benefits

— Reduces need to re-enter common information such as past
medical/surgical history

- Pitfalls
— Current day’s information often not added to pasted information
— Pasted information is often outdated
— Pasted information is often not validated; may be erroneous

. . . . The Doctors Company
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Avoid Documentation Landmines

 Editorial comments about patients
« Medical record alterations

+ Lengthy self-defensive entries explaining mishap
 Late entries

 Finger pointing

* Intentionally misstating what transpired

Th
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Documenting Difficult Issues
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Medication dependence/drug
seeking behavior

Inappropriate patient behavior

Quote patient use of rude or
profane language

Termination of patient
Medical errors
Disclosure issues
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What Not to Document

Hearsay statements

Unsubstantiated statements

Events not impacting care

References to legal action or incident reports

Th
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Remember to Document

2026:Top Five Risks For Your Practice

Your thought process

Differential diagnosis
Recommendations

Patient response to treatment

Patient education

Aftercare and/or follow-up instructions
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Regulatory Compliance: HIPAA



Practice Operations:

Most Common HIPAA Violations

» Faxing to the wrong number
* Providing PHI on phone without verification of caller
« Texting and/or emailing patient without encrypted systems
— Use online communications consent
* |Inappropriate release of medical information
— Release of records requires written request or signed authorization
— No verbal consent under federal and state HIPAA rules
* No Social Media policy
— No friending patients
— No commenting on patient posts

Th
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Ten Most Common HIPAA Violations to Avoid

1.
2.
3.
4.
5
6.
7

Snooping in Healthcare Records

Failure to Perform an Organization-Wide Risk Analysis

Failure to Manage Security Risks / Lack of a Risk Management Process

Denying Patients’ Access to Health Records/Exceeding Timescale for Providing Access
Failure to Enter into a HIPAA-Compliant Business Associate Agreement

Insufficient ePHI Access Controls

Failure to Use Encryption or an Equivalent Measure to Safeguard ePHI on Portable
Devices

8. Exceeding the 60-Day Deadline for Issuing Breach Notifications
9. Impermissible Disclosures of PHI
10. Improper Disposal of PHI

Ten Most Common HIPAA Violations to Avoid. HIPAA Journal. Published online 2026.

Th
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Most Frequent HIPAA Complaints

* Impermissible use and disclosure of PHI

» Lack of safeguards of protected health information

» Lack of patient access to their PHI

» Lack of administrative safeguards of electronic PHI

* Use or disclosure of more than the minimum necessary PHI

Office for Civil Rights (OCR). Enforcement Highlights - Current. HHS.gov.
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.htmi

. . . . The Doctors Company
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What Are the Penalties for HIPAA Violations

Penalty | Level of rel::tl;rr:er :'::;T:::er Annual Penalty

Tier Culpability Violation Violation Limit

Tiera Reasonable Efforts | $145 $73,011 $2,100.,204

Tier 2 Lack of Oversight $1,461 $73,011 $2,100.204

. Neglect - Rectified

Tiers within 30 days $14,602 $73.011 $£2,100.204
Neglect - Not

Tier4 Rectified within 30 $73.011 $2.190.204 $2.190.204
days

“Table last updated on January 28, 2026, and includes the cost-of-living adjustment
multiplier for 2025 (1.02598).

Alder S. What are the Penalties for HIPAA Violations? HIPAA Journal. Published
2026. https://lwww.hipaajournal.com/what-are-the-penalties-for-hipaa-violations-7096/
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Fines and Sanctions are Painful

HIPAA
Regulated
Entity

Individuals

Reason Impacted

Medical
Practice

Medical
Practice

Medical
Practice

Medical
Practice
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HIPAA Right of

Access failure 1
HIPAA Right of 1
Access failure
HIPAA Right of 1
Access failure
HIPAA Right of 1

Access failure

$32,150

$30,000

$160,000

$10,000

HIPAA Journal. HIPAA violation fines. HIPAA Journal. https://www.hipaajournal.com/hipaa-violation-fines/
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HIPAA Checklist: Requires 100% Compliance

« Complete Annual Security Assessment of practice

 Designated Privacy Officer for practice

« HIPAA Policy for practice

* Notice of Privacy acknowledgement signed by patient

» Business Associates Agreement signed with all vendors with access to PHI
 Training records show HIPAA training for staff at time of hire, annual update
 All laptop computers are encrypted

» All computers are password-protected

Th
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SAMPLE EMPLOYEE CONFIDENTIALITY AGREEMENT

| have read and understand the HIPAA Privacy Policy and will comply with the security requirements
indicated in the policy. | understand the need to:

Exercise due care to preserve data integrity and confidentiality;

Treat passwords as confidential information and change them on a regular basis; take reasonable
precautions to ensure the protection of protected health information and data from unauthorized access,
disclosure, or destruction;

Notify my supervisor and the Privacy Officer of any possible security violation including unauthorized
access, loss, disclosure, or destruction of equipment or data, misuse, theft, or unauthorized modification
of such information, including information stolen in conjunction with the theft of a computer or any other
portable device containing data, and of any possible virus or phishing attacks.

Employee Signature:
Name (Printed): Date:

Th
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AVOID HIPAA Violations

* Maintain privacy for patient information

* Do not share passwords

« Use fax cover sheet with confidentiality statement

» Appropriately store, file, shred, or destroy records

* Encrypt all laptops

« Employee training is not optional

* Implement Employee Confidentiality Agreement

« Use online communication consent for unencrypted text and email

The Doctors Compan
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TDC Sample
Consent
for Voicemail
or Texting

2026:Top Five Risks For Your Practice

CONSENT TO LEAVE VOICE OR TEXT MESSAGES
Completion of this document authonzes the disclosure andfor use of health information about
you. The purpose is to give permission to leave certain health information on your voice or text
messaging service. Failure to provide all information requested may invalidate this authorization.

Name of patient:

(Please print)

USE AND DISCLOSURE OF HEALTH INFORMATION
I hereby authonze

{Name of practice)
to call or text the following telephone numbers:

Maobile:

Home:

Work:

and leave detailed voice or text messages with the following information:

O Details about my next appointment (provider name, dateftime, and callback number).
O Test and other exam results.

O Account payments, balances, or cost estimates.

O Only the following types of health information (including any dates):

O | DECLINE. Please do NOT leave any voice or text messages.

PURPOSE
Purpose of requested use or disclosure: O Patient request OR O Other

EXPIRATION
This authonzation expires:

(Insert date)

MY RIGHTS
I may refuse to sign this authorization. My refusal will not affect my ability to obtain treatment
or payment or eligibility for benefits_!

If the health information is being disclosed or used, | may inspect or obtain a copy of this
health information.

I may revoke this authorization at any time, but | must de so in writing and submit it to the

following address:
(Mame and address of practica)
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ONLINE COMMUMNICATION

Online communication is a form of communication using “secure” websites or email applications
that apply appropriate encryption technology designed to protect the transmission of confidential
information. Online commurication is an additional option for communication, along with
telephone, mail, and in-person contact. It is not meant to replace other forms of communication
with the healthcare provider.

TDC Sample Consent for

Initials

___ The details of online communication have been explained to me in terms | understand. On I i ne Com m u n i cations

| understand that alternative methods of communication (i.e., telephone, mail, in-person)
are still available to me.

| understand that online communications become part of my medical record.

| understand that all online personal health communications camy some level of risk.

While the likelihood of risks associated with the use of online communication in a secure ° i i i
environment is substantially reduced, the risks are nonetheless real and very important AVOId H I PAA vi OIatI ons
to understand. These risks include but are not limited to the following: HH H
e It is easier for online communication to be forwarded, intercepted, copied, or even for ema I I I ng patle nt
chaa_':ged w;fhom‘ my km_)wa‘ed_ge_ ) i . . . .
*  Online communication is easier to falsify than handwritten or signed hard copies. Wlth O ut e n C I‘yptl O n.

» Bachup copies may exist on a computer or in cyberspace, even affer we have
both deleted our copies.
| understand that if | am using unsecured/unencrypted online communication, including
text messages, the risks listed above are increased and | agree to communicate using H H
an unsecured platform. ® Have patlent Slgn an
| agree to take precautions to keep online communication confidential, including but

not limited to the following: _ online communication
. :M;:kztepmy il system. %b ol d | will not st
. will not use email 5 pro Wy employers, an store messages
on an employer-provided computer. | understand that employers have a right fo conse nt to aCknOWIedge
inspect and keep any online communications transmitted through their systems. = = =
I will not leave messages on my screen for others fo read. | nternet commu nlcatlonS
o [ will review my messages before sending them to make sure that they are being
sent to the correct person/email address/telephone number. are n Ot secure.

I will update my contact information as soon as it changes.
1 undersl.and that | am responsible for taking steps te protect myself from unauthorized
use of online communication. The doctor is not responsible for breaches of
confidentiality caused by an independent third party or me.
| agree to follow the procedures that the doctor implements to allow verification of my
identity in connection with online communication. | acknowledge that failure to comply
with these procedures may terminate our online communication.
I understand that online communication cannot be used for emergencies or time-
sensitive matters.

— ! understand that orfine communication cannot be used to communicate hghly The Doctors Company. Online Communication. Published January 2022.
HIV/AIDS, sexually transmitted diseases, or addiction treatment (alcohol, drug Accessed January 13, 20 6. https://www.thedoctors.com/siteassets/pdfs/risk-
dependence, efc.). management/mformed -consent-forms/online-communication-informed-

consent_2022_locked.pdf
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Medical Board Complaints and
Investigations



oy Official website of the State of California X 6 o N Subscribe %@ Contact  #} Settings § Translate

‘AMEDICAL BOARD

OF CALIFORNIA FAQs  Search  License Search

® About & Consumer B Licensing ¥ Enforcement B Resources

Mission

The mission of the Medical Board of California is to protect healthcare
consumers and prevent harm through the proper licensing and regulation
of physicians and surgeons and certain allied healthcare professionals
and through the vigorous, objective enforcement of the Medical Practice
Act, and to promote access to guality medical care through the Board's
licensing, policy, and regulatory functions.

@ Learn More About the Board

v

Check up on Your Doctor's License

Public Document Lookup File a Complaint

File a Complaint | MBC. www.mbc.ca.gov. https://www.mbc.ca.gov/Consumers/file-a-complaint/
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California Physicians and Surgeons
Medical Board Complaints Received

Annual Report 10,103

2024-2025
3,543
7715 3,707
9,521 I I

Ff 20-21 FY 21-22 FY 22-23 FY 23-24 Ff 24-235

Annual Report CA Medical Board; 2025. Accessed January 26, 2026. https://www.mbc.ca.gov/Resources/Publications/Annual-reports.asp
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CA Medical Board Annual Report
2024-2025

Complaints Received by Complaint Type and Source

Business and Licensee/ Total Type
Professions Professional Government  Miscellaneous/  Complaints

Public Code! Group? Agency? Anomymous Recelved
Fraud 108 0 & 20 7 161
Health and Safety* 97 0 9 44 59 n
MNon-Jurisdiciiongl, 1,057 B 13 19 230 1,327
Gross Megligence/Incompete r@ 3,485 543 28 261 271
Persopgl Conduct 38 51 10 177 38 314

Cunprofessional Conductt_D 1,323 125 41 822 339

Unlicensed/Unregistered 157 0 2 104 121 4546
Total Source Complalnts Recelved 6,265 727 10% 1,451 1.1 5!‘% 2,707

Annual Report ca Medical Board; 2025. Accessed January 26, 2026. https://www.mbc.ca.gov/Resources/Publications/Annual-reports.asp
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License Restrictions and Suspensions

Sought Granted'
Sought and Granted by Case Type FY 24-25

ross Negligence/ Incompetence 8 8

Inappropriate Prescribing & 3

Unlicensed Activity 0 0

sexual Misconduct 4 3 9,707 Complaints filed
Mental/Physical liness 18 15 resulted in 56 license
Seli-Abuse of Drugs/Alcohol 1 13 restrictions and

Fraud 4 suspensions = 0.57%
Criminal Charges/Conviction 11

Unprofessional Conduct =

Total C 85 54

1 Some arders granted were sought in prior FY.

U.ﬂ [ SO S |

Annual Report ca Medical Board; 2025. Accessed January 26, 2026. https://www.mbc.ca.gov/Resources/Publications/Annual-reports.asp
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Medical Board Investigates: Criminal Actions

How Medical Board learns of criminal conviction or felony charge
Department of Justice can notify agency of arrest or conviction
Physician must report a criminal conviction on license renewal form

Court clerk or prosecutor is required to file a report
Required reporting, Business Professions Code Section 803.5

Annual Report CA Medical Board.; 2024. Accessed February 13, 2025. https://www.mbc.ca.gov/Resources/Publications/Annual-reports.asp
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Three Most Common Causes for Disciplinary Action

1. Gross negligence: an extreme departure from accepted standards of practice
2. Repeated Negligent Acts
3. Incompetence

Annual Report ca Medical Board.; 2024. Accessed February 3, 2026. https://www.mbc.ca.gov/Resources/Publications/Annual-reports.asp

The Doctors C
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Gross Negligence

Extreme departure from accepted standards of practice

Not performing basic diagnostic tests

Not recognizing or acting on common symptoms presented

Not using accepted, effective treatments or diagnostic procedures

Not referring patient to a specialist when appropriate

Medical Board of California. Ca.gov. Published 20254. https://www.mbc.ca.gov/Resources/brochures/Complaints.aspx

T
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Repeated Negligent Acts

Negligent acts are a departure from care

« May be considered simple negligence

« One act of simple negligence is not enough to take formal action

« Repeated negligent acts may be sufficient grounds for Board action

Medical Board of California. Ca.gov. Published 2025. https://www.mbc.ca.gov/Resources/brochures/Complaints.aspx
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Incompetence

Lacking in knowledge, performing
beyond training

« Using a procedure that is unnecessary or
obsolete

» Performing procedures beyond expertise

* Unable to recognize and act
appropriately on patient’s history and
symptoms

Medical Board of California. Ca.gov. Published 2025. https://www.mbc.ca.gov/Resources/brochures/Complaints.aspx

Th
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Causes for Disciplinary Action

« Sexual misconduct

« Conviction of a serious crime

* Substance abuse

» Violating drug laws or unlawful prescribing

» Dishonesty, including filing false or fraudulent claims

* lllegal referrals

« Engaging in kickback schemes

« Knowingly allowing an unlicensed person to practice medicine

. . . The Doctors Company
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Business & Professions Code Section 805.8

“A health care facility or other entity that makes any arrangement under which a
healing arts licensee is allowed to practice or provide care for patients ... shall
file a report of any allegation of sexual abuse or sexual misconduct made
against a...licensee by a patient, if the patient or the patient's representative
makes the allegation in writing, to the agency within 15 days of receiving the
written allegation of sexual abuse or sexual misconduct.

Th
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Obligations

* Any written allegation of sexual abuse or sexual misconduct by a patient or

patient’s representative must be reported to appropriate agency within 15
days of receiving a written allegation.

« Even a complaint that involves vague references to sexual misconduct should
be reported.

h
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Social Media
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Social Media Risks

* There is no such thing as social media privacy
* Nothing on social media is confidential
* Metadata posting can reveal private information on photo

Th
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DO NOT
post anything online

\ I / you would not want

on the front page of
the newspaper
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Responding to negative internet posting
* Resist urge to respond
» Determine if post has affected practice

* |f patient can be identified, follow up
with a letter, or call, encouraging
contact with you to discuss

* Do Not engage in arguments online

2026:Top Five Risks For Your Practice
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If You Feel Compelled to Respond

The Doctors Company Posting Recommendation

“[Insert name of physician or medical group] is prevented by federal
and state law from addressing or otherwise disclosing confidential patient
information and may not, therefore, respond directly to any internet
postings. However, [insert name of physician or medical group], always
encourages an open dialogue with patients and invites patients to schedule
a meeting to discuss concerns in an effort to reach an amicable resolution.”

T
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CA Business & Professions
Code 2190.1
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Always Respect Cultural Impact for Staff and Patients

Individual personal cultures and systems of beliefs impact an individual’'s
acceptance of healthcare measures, treatments and medications

« Education

* Race

« Sexual orientation
» Gender identity

* Religion

* Income

« Ethnicity

UpToDate. www.uptodate.com. https://www.uptodate.com/contents/the-patients-culture-and-effective-communication

Th
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Communication is Influenced by

the Culture of Your Staff and Patients

« Support values for effective staff « Recognize health literacy and/or
and patient communications language barriers
— Compassion — Use an interpreter when necessary:
— Empathy Family should not translate
~ Curiosity — Document interpreter in patient
medical record
— Concern

— Always have chaperone for

— Respect .
P personal examination

— Document presence of a chaperone
in patient medical record

UpToDate. www.uptodate.com. https://www.uptodate.com/contents/the-patients-culture-and-effective-communication

. . ) . The Doctors Company
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We make a living by we what we get,
but we make a life by what we give.

Sir Winston Churchill
1874-1965
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TDC Articles and Resources www.thedoctors.com

Set Expectations for New Patients With a Conditions of Treatment Agreement

Debra Kane Hill, MBA, RN, Senior Patient Safety Risk Manager, and Richard F. Cahill, JD, Vice President and
Associate General Counsel, The Doctors Company

Consider developing a plan to preemptively manage challenging patient behaviors when they are first identified.

Informed Refusal
Richard F. Cahill, JD, Vice President and Associate General Counsel, The Doctors Company, Part of TDC Group
Documenting a patient’s refusal of test or treatment options is key to minimizing risk exposure.

Informed Consent: Substance and Signature
Robert Morton, MAS, CPPS, Assistant Vice President, Department of Patient Safety and Risk Management,
True informed consent is a process of managing a patient’s expectations through shared decision making

Noncompliant Patients Increase Liability Risks for Practitioners
Richard F. Cahill, JD, Vice President and Associate General Counsel, The Doctors Company
Practitioners face potential liability when patients do not follow up as instructed or refuse at-home help.

Informed Consent Sample Forms https://www.thedoctors.com/patient-safety/informed-consent-sample-forms/
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https://www.thedoctors.com/articles/set-expectations-for-new-patients-with-a-conditions-of-treatment-agreement/
https://www.thedoctors.com/articles/informed-refusal/
https://www.thedoctors.com/articles/informed-consent-substance-and-signature/
https://www.thedoctors.com/articles/noncompliant-patients-increase-liability-risks-for-practitioners/
https://www.thedoctors.com/patient-safety/informed-consent-sample-forms/
https://www.thedoctors.com/patient-safety/informed-consent-sample-forms/
https://www.thedoctors.com/patient-safety/informed-consent-sample-forms/
https://www.thedoctors.com/patient-safety/informed-consent-sample-forms/
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