mp[ 0[30 [ I’”W ’ Defend From Hackers,

Attackers, and Thieves:

Protect Your Data and Identity from Predators

Threats, Risk and the Problem

Threat: Ransomware
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The rising trend of ransomware attacks has created
serious issues in the IT environment.
o,

** Ransomware threats revolve around easily

compromised operating systems, create
vulnerabilities with significant ramifications.

**  Preventing ransomware begins with Password

Management
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To Prevent Breaches

Clorox products in short supply after
cyberattack disrupts opgrat!ons
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Protect Yourself From Evil Cyber Scams To Prevent Fraud

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
jour decryption service.

yment will be sed on
Payment will be raised on _| PRSI pasnemes My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
'You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

S5M67201T 00:47:55
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Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

lAnd send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
e Exa

s P
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Time Left

Send $300 worth of bitcoin to this address
bitcoin =
Praez it 204 | 1219YDPgwueZ9NyMgw519p7AABIsjr6 SMw




Prevent Data Breach 101

“IT personnel, Local Police, State Police, FBI and U.S. Secret Service” by 11am with guns!
. Consistent cyber security training in place that includes phish sim and remedial training?
. Strictly enforced complex passwords changed every 60 days?

. Multi factor authentication for internal, cloud and vpn access?

. Automated systems for updating operating systems?

. Highly restrictive website and content filtering defined by the core business function?

. Do you utilize Endpoint Detection and Response (EDR)?

. Are you considering Extended Detection and Response (XDR)?

. How many are leveraging artificial intelligence looking for networking anomalies?

© 00 N OO a A W0 N -

. How many perform monthly random data, bare metal, and virtual machine restorations
as part of BDR (back up disaster recovery) validation?

10. How many can restore any platform or data point on premises or in cloud?

Pprotectnow
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Managed Security Service Provider

Third-party providers offer managed security services for the oversight and administration of a company’s security processes. Managed
security service providers (MSSPs) conduct services either in-house or remotely, typically via the cloud. MSSPs offer a wide range of
security services, from setting up infrastructure through security management or incident response. Source
https://digitalguardian.com/blog/what-are-managed-security-services-why-organizations-hire-managed-security-service-providers

Common services include

« cybersecurity monitoring and management
< managed firewall

«¢ intrusion detection

«¢ virtual private network

<+ vulnerability scanning

« anti-viral services

<+ spam blocking

< provide 24/7 services to security posture

< system changes, modifications and upgrades

« reduce the number of operational security personnel

< reduces hiring, training and retaining
 vCISO:




Cyber Security Insurance

Direct Monetary Losses From Theft

?v’ * Losses due to cyber extortion, such as DDoS blackmail or ransomware.
3

* Losses related to mitigating and investigating an incident, including computer forensics
and consultants.

Losses due to downtime, which includes customer revenue, worker productivity, and
increased operational costs.

* Loss or damage to data or software, including costs associated with replacing, patching,
recreating, or restoring things to the way they were before the incident.

* Expenses associated with remediation activities, such as new control purchases,
application design enhancements, monitoring, supporting staff, etc.

* Expenses associated with customer breach notification, including public relations, legal
consultation, postage fees, and telephone support.

* Expenses associated with customer compensation because of the incident, including
creldlt monitoring, service level agreement penalties, refunds, and contractual
violations.

* Expenses related to liability exposures due to the incident, such as investigator fees,
legal defense costs, civil court damage costs, and third-party liability exposures

AN\
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To Prevent Breaches

27 billion records exposed in

the first half of 202Q_
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To Prevent Breaches
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To Prevent Breaches
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Equifax Breach 146 Million Customers!
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Equifax Breach Affects

146 Million Customers
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Stolen Raw Data For Sale On The Dark Web

. 10 billion passwords have been leaked
on a hacker site. Are you at risk?
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RockYou2024 leak is a compilation of
real-world passwords used by
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Credential stuffing is when hackers

individuals all over the world. take information such
Revealing that many passwords for passwords, from ,one d o
threat actors substantially heightens attempt to log ont ata leak and
the risk of credential stuffing attacks 0 other websites
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Password Management

AN ASTONISHING 773 MILLION
RECORDS EXPOSED IN

MONSTER BREACH

<

phprotectnow
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Stolen Raw Data For Sale On The Dark Web
d C A @ https://files.miyako.rocks/combos
Index of /combos/
sl
Mail Access/ 25-Aug-2021 03:05 -
Worldwide/ 25-Aug-2021 03:05 -
1,5M Combo [Email-Pass].txt 25-Aug-2021 02:44 48824543
1.25M [By Al-Caesar]_HQ Combo Private Gold Prem..> 25-Aug-2021 02:43 40979306
100K EmailPass High-Quality GamingStreamingVPN.txt 25-Aug-2021 02:43 3269660
142K Fresh HQ Private Combos Good For Everythin..> 25-Aug-2021 02:44 4801413
148k hg US Domain Combos Private.txt 27-Aug-2021 04:54 5148639
180k userpass.txt 25-Aug-2021 02:44 3841929
186K private mail-pass(Vpn,Spotify,Minecraf,Net..> 25-Aug-2021 02:43 6350147
1M combo (Email Pass).7z 25-Aug-2021 02:43 11696722
1M combo [Email-Pass].txt 25-Aug-2021 02:44 32760685
2,821,227 Combined Combos.txt 25-Aug-2021 02:44 91590379
211K High Quality Combolist.txt 25-Aug-2021 02:44 6909956
476K High Quality Combo.txt 25-Aug-2021 02:44 17113356
4k valid_HQ_COMBO_Uplay-_Netflix-Sky-Fortnite-S..> 25-Aug-2021 02:43 134646
5M - Gaming_ - StinkyBathWater - 1 - 4.txt 25-Aug-2021 02:44 3586151
621K+HQ+COMBOLIST+FRESH. rar 25-Aug-2021 02:44 3080465
760k combo [Email-Pass].txt 25-Aug-2021 02:44 24525111
794k Combo Email-Pass (Netflix, Spotify, Hbo, A..> 25-Aug-2021 02:44 9151421
794k Combo [Email-Pass].txt 25-Aug-2021 02:43 26233442
794k Ultra HQ Netflix Spotify Fortnite Gaming P..> 25-Aug-2021 02:44 9151421
AUS-SemiPrivate.txt 25-Aug-2021 02:43 15829601
private_zabugor.txt 25-Aug-2021 02:44 36222204

prpiotectnow
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loses $400k in email scam!

'Shark Tank' star Barb?ra Corcoran
' loses $400,000 in email scam

@ © The detail that no

N gl <
The 70-year-olg B ~ ' One caught was
received an ema?ggg:, ts bookkeeper | that my assistant’s
an invoice to emai
a ail
re%‘g\?;/? | payment on a real estate Mmiss :'?d(;ess o
uncomn'10n’ which isn't at all lett el
estate det;r'lsgn,/]en S mgny real faker, ma.k Ing it the
bacie she works with on 2 daily | € email address set up by
Pt R p « M€ scammers,” Corcoran
o0 " “ o explained. A
prprotectnow
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Check If Your eMail/Password Has Been Breached

Cyber Security Awareness Check

Has your personal or organizational security been breached? Get an instant answer.

Check if your password has been breached

Check if your email has been breached

EMAIL CHECKER PASSWORD CHECKER

Protect Now does not capture, store or share ANY information you provide to these checkers.

16



REVIEWS~- BEST PICKS~ HOW-TO~ NEWS- SMART HOME BUSINESS- SHOP-

Collection1 5G NetflixPrice BestVPNServices StopRobocalls

What are you looking for? m

Subscribe: B %

Reviews | Software

The Best Password Managers

you choose.

f ¥ in P S F @ 8.2K SHARES

PCMag reviews products independently, but we may earn affiliate commissions from buying links on this page. Terms of use.

Still using your kid's birthday as your universal password? You're heading toward trouble. With a password manager, you can
have a unique and strong password for every secure website. We've evaluated two dozen of the best password managers to help

Keeper Password LogMeOnce b
Password Sticky LastPass Password RoboForm 8
ZohoVault Manager & Dashlane Password Premium PremBizfnsvz 0 Management  Everywhere
Digital Vault Premium ) Suite
Product Ultimate
a@m | l@keeper & dashlane = Sticky LastPass«««| @ s —
o RoboForm
$12.00 $25.49 $39.99 $14.99 $24.00 $29.00 Free $19.95

. True Key by
AgileBits f
1Pasaword Intel Security
Password i€ True Key
$35.88 $19.99
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Password Management: Two Step Authentication

-(-
Jo

gmail two factor authentication X

Q Al [ Videos @ News [ Images ¢ Shopping i More Tools

About 4,170,000 results (0.54 seconds)

https://www.google.com > landing » 2step
Google 2-Step Verification

1. You'll enter your password. Whenever you sign in to Google, you'll enter your password as
usual. - 2. You'll be asked for something else. Then, a code will be ...

https://support.google.com » accounts » answer

Protect your account with 2-Step Verification - Android ...
Open your Google Account. - In the navigation panel, select Security. - Under “Signing in to
Google,” select 2-Step Verification and then Get started. - Follow the ...

https://support.google.com » authorizedbuyers » answer

Enable 2-step verification for added account security ...
2-step verification adds an extra layer of security to your Google Account ... In addition to your
username and password, you'll enter a code that Google will ...

18




Password Management Security

Social engineering

Phishing

Password re-use

Insecure/weak pass
» Password managers
* Two step verification

* NO PASSWORDs

Ppotectnow
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—————————— 1:01 PM
=, Hi Rob,

I'm not sure if you saw what had
happened on my FB Page last night,

but someone stole my cell phone

while | was at a concert, and posted

all of my naked pictures off of my

phone and posted them to my wall.

They were up there for hours. =
Is there anyway you could help me

find out who it was?

20
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Email Security: Forwarding Settings

Settings

General Labels Inbox Accounts Filters and Blocked Addresses Forwarding and POP/IMAP Add-ons Chat Labs Offline Themes

Forwarding: # Disable forwarding
Leam more Forward a copy of incoming mail to and
keep Robertsiciliano.com Mail's copy in the Inbox ¥
| Add a forwarding address

Tip: You can also forward only some of your mail by creating a filter!

POP Download: 1. Status: POP is enabled for all mail that has arrived since 5/23/09
Learn more Enable POP for all mail (even mail that's already been downloaded)
Enable POP for mail that arrives from now on
Disable POP
2. When messages are accessed with POP | keep Robertsiciliano.com Mail's copy in the Inbox v

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuration instructions

IMAP Access: Status: IMAP is enabled
(access Robentsiciliano.com Mail from other clients ® Enable IMAP

using IMAF) Disable IMAP

Leamn more

Baprotectnow
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Protect Yourself From

Social engineering is a collection of techniques used to
manipulate people into performing actions or divulging confidential
information. While similar to a confidence trick or simple fraud, the
term typically applies to trickery for information gathering or
computer system access and in most cases the attacker never comes
face-to-face with the victim.

THERE IS NO PATCH FOR HUMAN GULLIBILITY

Lose something Thieves pose as You
Gain something Spouse

Fear/greed Bill collector
“Principles of Influence and & Bank

Persuasion” Utility

email Fellow employee

telephone Government agency
in person

prprotectnow
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Password Management

Ful ‘ s
E l access to Uber’s systems

In addition, the hacker g
reporters the screengs;
Storage,

hared with Cybersecurit

hots of th, , . lyresearchersand 73 "
and Slack server, g .e Platform’s internal g e New York Times
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o Fine
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The report also said that the attacker claimed to have sent a text message to an Uber
employee pretending to be a corporate IT person, convincing the employee to share a

password that allowed the hacker to access the company’s systems.

In addition, the attacker said he was 18 years old and had hacked Uber’s platform because it
had poor security, adding that Uber’s drivers should have better salaries.

s S Loy : o

Bprotectaow
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Beware of €S| PROTECTION

CERTIFICATION

An Imposter Claiming to Be an Astronaut Wooed a
Japanese Woman Into Paying for a 'Return Ticket to
Earth'

The space romance unfolded through Instagram, but the victim s00n grew suspicious of the astronaut's monatary

By Passant Ratie | .

000600

A 65-year-old woman in Japan paid the equivalent of $30,000 in a recent
online scam that defied gravity. The con artist tricked the woman into believing
hewas a Russian astronaut who just could't afford a ticket back to Earth, local
media in Japan reported

‘The pair started corresponding through Instagram on June 28, and the
scammer claimed that he was a cosmosaut on board the

Station (ISS). He blamed the poor cell service aboard the orbit

for his lack of t times. Things be h

when the fake astronaut professed his Jove to her, claiming that he

tomarry her once back on Earth. Except there was one problem, he simply
could not get off the ISS unless he had enough money for a ride back to Earth.

Bhotection
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Beware of

pitection

CSI PROTECTION
CERTIFICATION

A 65-year-old woman in Japan paid the equivalent of SAU47,932 in a recent online

scam that defied gravity. The con artist tricked the woman into believing he was a

Russian astronaut who just couldn’t afford a ticket back to Earth, local media in
Japan reported.

The pair started corresponding through Instagram on June 28, and the scammer

claimed that he was a cosmonaut on board the International Space Station (ISS). He

blamed the poor cell service aboard the orbiting space station for his lack of

communication at times. Things between them quickly escalated when the fake

astronaut professed his love to her, claiming that he would want to marry her once

back on Earth. Except there was one problem, he simply could not get off the ISS

unless he had enough money for a ride back to Earth.
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Beware Every Time

Pyjrotection

P

Home

Locations v Current company ~ All filters

About 30,000 results

@
D
e

Search with Sales Navigator
12 additional advanced filters

Ynon Kreiz - 2nd [

Chairman and CEO at Mattel, Inc.

United States

Talks about #ip, #toys, #mattel, #toyindustry, and #entertainment

:: 27.4K followers + Peter Winick, Per "The Price Whisperer" Sjofors, and 45 other shared
connections

Tom Le - 2nd
CISO at Mattel, Inc.
Aptos, CA

:: 1.9K followers - Tom Field, Stephen Balkam, and 2 other shared connections

L

Messaging

>

CSI PROTECTION
CERTIFICATION

&
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Beware Every Time

CSI| PROTECTION
CERTIFICATION

Barbie-brained Mattel exec pr_lell
for phishing, sent $3m to China

T —

4

P protectnow
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Abandoned flash drive Bad USB!

People Are

They Find In Parking

Picking up “Bad USBS"

i Plugging Them In'

S
P,

Pprotectnow
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Would you pick up and use someone
else’s dirty toothbrush?

Lots And Are still \
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Key Logger

& > C | @& Secure
A
<

https://www.amazon.com/Original-USB-KeylLogger-8MB-Black/dp/B078LN4W6H /ref=pd_s w‘_‘_J'_Z?_encc:mg:UTFSEAp::‘_rd_\:BC?]
DataLogger
The Original USB KeyLogger 8MB Black
b 2 8 o ¥ 46 customer reviews | 26 answered questions

Price: $49.95 & FREE Shipping. Details

Get $50 off instantly: Pay $0.00 upon approval for the Amazon Rewards Visa
Card.

/prime | Try Fast, Free Shipping *

Only 4 left in stock - order soon.

Want it Thursday, Jan. 11? Order within 16 hrs 21 mins and choose Two-Day
Shipping at checkout. Details

Sold by Vengeance Gaming and Fulfilled by Amazon. Gift-wrap available.

Saves Over 4000 Pages Of Text!

100% Undetectable

Works Instantly! No Installation Needed!
Works with Windows and Linux

For Wired Keyboards

Batectnon
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and Voice Clones

Pprotectnow
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and Voice Clones
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> Al Voice Cloning |s on the Rise
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and Voice Clones

i 25 million after video
Finance worker pays out s ’

call with deepfake ‘chief financial officer

- -

.
A e '
The ela-borate scam saw the worker
dl,:ped Into attending a video call with
What he thought Were several other

(In the) multi-person videg ~ «-

conference, it turns out that .
everyone [he saw] was members of staff, but
fake,” Y in fact deepfake recreations

.
P )
Y o ‘
v tos e e "
. A -~

y
SR et sl o S wnes oneliv@fin ves

all of whom were

Pprotectnow
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and Voice Clones

OpenAl says it’s working on Al that mimics
human voices

https://www.cnn.com/2024/04/01/tech/openai-ai-voice-g tool-voice-engine/index.html
By Clare Duffy, CNN
' @ 3 minute read - Updated 4:21 PM EDT, Mon April 1, 2024

Real human voice

This is the clip of a real human voice that was input into OpenAl’s Voice Engine.

» 0:00/0:15

Source: OpenAl

The next audio clip is the Al-generated voice that was created by Voice Engine based
on the above human speech and a written paragraph that told the machine what to
say.

Al-generated voice

This is the resulting Al-generated voice clip that Voice Engine generated based on the
human sample.

> 0:00/0:16 0 i

Source: OpenAl

prprotectnow
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Don't Worry: Course Action Items

This bulleted list is what you will learn from this course and these are all reminders and action items for you
to keep yourself, your business and the data you posses, secure.

+  Security Awareness Training: Whether it be hardware, software, or human hacking, there are
always vulnerabilities in all systems, all around us. The only way to properly plug these various
holes is through education both in person, virtually, and through phishing simulation training.
This requires a little bit of time and expense and is an absolute necessity of doing business.

*+  Social Engineering: Recognize social engineering scams every time the phone rings, an email
comes in or someone knocks on the door.

»  Hardware: Make sure your devices such as PC's, laptops, mobiles, modems, routers and any
peripherals are newer. Old hardware (5+ years) sometimes lacks internal resources to run
current more secure software and firmware.

+  Software: Keep all devices operating systems updated with the latest software updates and
critical security patches.

. 1§ecuri|t|y Software: Install and run a paid version of antivirus, anti-spyware, anti-phishing and a
y irewall.

»  Wi-Fi Security: Set up a secure Wi-Fi connection in your home or business.

Pprotectnow

34



CSI Protection Course Action Items

*  VPN: Ensure your laptop and mobile devices and its data are protected on open free Wi-Fi by
using a VPN or “virtual private network”

*  Encryption: Protect your data with encryption software.

«  Tracking: Install, set up and enable tracking software for lost or stolen laptops and mobile
phones

«  Backup: Back up and sync all your information on redundant internal and external local hard
drives. Back up externally to cloud based backup sites. Back up all data on iPhone and
Android mobiles.

+  Passwords: Set up and run password manager software and eliminate password re-use by
having a different password for every online account.

»  Two Factor: Set up two-factor or two step authentication for any and all critical accounts that
deploy it.

» IT Vendors: Use your circle of influence or trusted network to make recommendations when
hiring 1T security contractors or MSSPs to ensure the security of your network.

»  Cyber Security Insurance: if or when all else fails cyber security insurance is imperative.

Ppotectnow
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Second Hand Devices

K3

% Printers

% Craigslist

<+ 30 devices

<« 30 mile radius of Boston
%+ Basic forensics

<+ Half provided data

< ATMs

Pprotectnow
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ATM Security

Looking For
An Envelope?

This ATM dispenses
them during
your deposit.

37

ATM Security

38
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ATM Security

| seenent * o) &
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ATM Security CCERTIFICATION

Bhpotectnon
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Credit Checks To Protect Your Business Identity

@ Secure | https://www.creditsignal.com

raw BAw &l et Bler Blsw Blce £c0 Blcc B F & N B M & NT G GORD & & A MA AN O A

CreditSignal D, st

Brought to you by Dun & Bradstreet
Home Business Credit Education About Us

CreditSignal

Get Free Alerts to Changes

to Your Company's D&B
Credit Report*

The first free, easy way to monitor changes to

your company's D&B credit scores and ratings.

41

Credit Checks To Protect Your Business Identity

-2 C | ® www.experian.com/business-information/credit-risk-management.html

Apps @ AW B w Lol Bl Eler Blew Bce £c0 Blcc Brr & IN B ML & NT G

Consumer  Small Business Business

8, . Customer Customer Risk Fraud Debt
texperian. v s
[ Acquisition Management Vianagement Management Recovery

Intelliscore Plus

Evaluate business risk and expedite credit decisions

See a Sample Score >

42
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Credit Checks To Protect Your Business Identity

(— c @ www.fico.com/en/products/fico-small-business-scoring-service#overview
i apps @ AW BAw &l Eel BEler Elew Blce &0 Bcec BBF &N Bl ML & NT

PRODUCTS & SOLUTIONS CUSTOMERS PLATFORM LE/

Home / All products / FICO® Small Business Scoring Service

FICO® Small Business Scoring Service

small bisiness lending is challenging. Institutions need automated processes thati ¢ liably and
consistently minimize the data, time, and expense of @ssessing a small busmesse plicants’ credit
risk. \
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We Are Seeking Google Reviews! € CERTIFICATION

...on how Robert’s presentation can help you personally and
professionally. If you have "critical feedback" that would help
us improve PLEASE, email us Robert@ProtectNowLLC.com SO
we can incorporate those important requests into future
trainings. Please share your Positive experience!!

Protect NoﬂLC
5 . O 96 reviews

Write a review

bit.ly/robreview

paprtectnow
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Want To Learn More? Visit our Website!

pnprotectnow

Personal, cyber, social and identity
theft protection for you, your
family and your business.

ProtectNowLLC.com
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