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Defend From Hackers,
Attackers, and Thieves:

Protect Your Data and Identity from Predators

Robert@RobertSiciliano.com
https://Protectnowllc.com
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Threat: Ransomware

Threats, Risk and the Problem

v The rising trend of ransomware attacks has created 
serious issues in the IT environment.

v Ransomware threats revolve around easily 
compromised operating systems, create 
vulnerabilities with significant ramifications. 

v Preventing ransomware begins with Password 
Management
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Protect Yourself From Evil Cyber Scams To Prevent Fraud
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Prevent Data Breach 101

“IT personnel, Local Police, State Police, FBI and U.S. Secret Service” by 11am with guns!

1. Consistent cyber security training in place that includes phish sim and remedial training?
2. Strictly enforced complex passwords changed every 60 days?

3. Multi factor authentication for internal, cloud and vpn access?
4. Automated systems for updating operating systems?

5. Highly restrictive website and content filtering defined by the core business function?
6. Do you utilize Endpoint Detection and Response (EDR)?

7. Are you considering Extended Detection and Response (XDR)?
8. How many are leveraging artificial intelligence looking for networking anomalies?

9. How many perform monthly random data, bare metal, and virtual machine restorations 
     as part of BDR (back up disaster recovery) validation?

10. How many can restore any platform or data point on premises or in cloud?
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Making the Case To Prevent Breaches

8



5

Making the Case To Prevent Breaches
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Making the Case: Equifax Breach 146 Million Customers!
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Prevent Breaches: Password Management
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‘Shark Tank’ star Barbara Corcoran loses $400k in email scam!

15

16



9

17

Password Management: Two Step Authentication
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Password Management Security

•  Social engineering

•  Phishing

•  Password re-use

•  Insecure/weak pass

• Password managers

• Two step verification

• NO PASSWORDs
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Email Security: Forwarding Settings Breached!
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Protect Yourself From Social Engineering Scams
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Beware of Romance Scams
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Abandoned flash drive Bad USB!

Would you pick up and use someone 
else’s dirty toothbrush?

People Are Picking up “Bad USBs” 

They Find In Parking Lots And Are Still 

Plugging Them In!
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Key Logger
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Don’t Worry: Course Action Items

This bulleted list is what you will learn from this course and these are all reminders and action items for you 
to keep yourself, your business and the data you posses, secure. 

• Security Awareness Training: Whether it be hardware, software, or human hacking, there are 
always vulnerabilities in all systems, all around us. The only way to properly plug these various 
holes is through education both in person, virtually, and through phishing simulation training. 
This requires a little bit of time and expense and is an absolute necessity of doing business.

• Social Engineering: Recognize social engineering scams every time the phone rings, an email 
comes in or someone knocks on the door. 

• Hardware: Make sure your devices such as PC’s, laptops, mobiles, modems, routers and any 
peripherals are newer. Old hardware (5+ years) sometimes lacks internal resources to run 
current more secure software and firmware. 

• Software: Keep all devices operating systems updated with the latest software updates and 
critical security patches.

• Security Software: Install and run a paid version of antivirus, anti-spyware, anti-phishing and a 
firewall.

• Wi-Fi Security: Set up a secure Wi-Fi connection in your home or business. 
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CSI Protection Course Action Items

• VPN: Ensure your laptop and mobile devices and its data are protected on open free Wi-Fi by 
using a VPN or “virtual private network”

• Encryption: Protect your data with encryption software. 

• Tracking: Install, set up and enable tracking software for lost or stolen laptops and mobile 
phones

• Backup: Back up and sync all your information on redundant internal and external local hard 
drives.  Back up externally to cloud based backup sites.  Back up all data on iPhone and 
Android mobiles. 

• Passwords: Set up and run password manager software and eliminate password re-use by 
having a different password for every online account. 

• Two Factor: Set up two-factor or two step authentication for any and all critical accounts that 
deploy it. 

• IT Vendors: Use your circle of influence or trusted network to make recommendations when 
hiring  IT security contractors or MSSPs to ensure the security of your network. 

• Cyber Security Insurance: if or when all else fails cyber security insurance is imperative. 
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Second Hand Devices
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ATM Security
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ATM Security
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ATM Security
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ATM Security
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Credit Checks To Protect Your Business Identity
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Credit Checks To Protect Your Business Identity
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Credit Checks To Protect Your Business Identity
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Want To Learn More? Visit our Website!

Personal, cyber, social and identity 
theft protection for you, your 
family and your business.

ProtectNowLLC.com
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