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The Attack

• In 2020, Centro was cyber attacked
• The event happened late at night
• The attacker gained access through a server 
• Some files were extracted 
• Some files were encrypted (locked)
• A ransom was requested
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The Response

• A Cyber Security firm was engaged
• They became our negotiators
• We assessed the content of the extracted files
• Fortunately, we had high quality back-ups
• We decided to restore the back-ups
• This took approximately 1 week
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Poor judgment and Policies

• No policies regarding 
server firewalls

• IT associates lacked 
understanding 

• Passwords needed 
elevated

Lack of Tools and Protection

• Software updates 
lacking

• Inadequate network 
monitoring

• Inadequate Server 
protection

• Inadequate/dated 
hardware
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What made us Vulnerable?



Centro’s Response

• Updated end-of-life hardware/software
• Nightly backup strategy enhanced:

– 1st back-up stored locally

– 2nd back-up stored at offsite data center 

– 3rd back-up at undisclosed location (air gapped)

• Sophos Antivirus installed
• 3rd Party regular patching 
• Upgraded to Microsoft 365
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MDR (Managed Detection and Response)
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• Centro partnered with Involta (company) and 
Alertlogic (software) to monitor network:
• 24/7/365 Monitoring 

• Local Network Operation Center 

• 400+ Agents available 

• System consistently scans the network 

• Bi-Weekly meetings with the Security Center



The Human Factor

• Caution with external e-mails:

• Controlled testing (phishing) 
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The Human Factor

• Training:

• Foster a culture of feedback & empowerment 
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