Payment Security and Compliance:

In our commitment to the security of our customers' payment information and our compliance with the
Payment Card Industry Data Security Standard (PCI DSS) 4.0, we have integrated the following practices
into our business operations:

e Assess: We conduct thorough assessments to identify all locations where payment account data
is stored, processed, or transmitted. Our IT assets and business processes for payment
processing are regularly analyzed for vulnerabilities.

¢ Remediate: Upon identifying any vulnerabilities, we take immediate action to address security
gaps and enhance our controls. We ensure that unnecessary payment data storage is avoided
and that our business processes are secure.

e Report: We maintain detailed records of our assessments, remediation actions, and compliance
status. These records are compiled into reports and submitted to the relevant compliance-
accepting entities, such as our acquiring bank or payment brands.

¢ Monitor and Maintain: We continuously monitor our security controls to confirm their
effectiveness. Our security measures are regularly reviewed and updated to respond to new
threats and to ensure the ongoing protection of payment account data.

Our shipping processes are designed to be secure at every step. From the moment you place an order to
when it is delivered to your doorstep, we safeguard your payment information with the utmost care. We
ensure that all transactions are processed in a manner that is compliant with the latest security
standards.

For any concerns or inquiries regarding the security of your payment information, please contact our
customer support at sales@firsttofire.net.



