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AEC Firms = Data Companies

Al's Role in Securing AEC Data

Seeing Al as a Guiding Hand
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About Egnyte

Content Management, Data Security,
Compliance, and Al in One Unified,
Turnkey Platform
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Trusted by AEC Companies Worldwide
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The structures we see
reaching for the skyline are

not just feats of design and

engineering but archives of
data.
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AEC Firms are Data Companies

YOY Average Storage Bought

Terabytes Trendline for Terabytes R? = 0.964

* Cloud-based collaboration
* Mergers & Acquisitions

* Data-Intensive Processes
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* Compliance and Retention

Source: 2024 AEC Data Insights Report
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The Risks of Unmanaged Data Growth

* Multi-cloud sprawl and data
ownership

* Version conflicts and duplication of
data

* Uncontrolled sharing and data
exposure
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Risks:
Multi-cloud Sprawl

* Staff are collaborating across
multiple systems.

* Data ownership, stewardship, and
confidentiality are becoming fuzzy

* This leads to wasted time, effort, and
potential security shortfalls
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Risks:
Conflicts, Duplication

* Teams are predisposed to saving offline
copies of files

* Information can quickly get out of sync,
lost, or overwritten

* This leads to delays, confusion, and
disruption
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Risks:
Uncontrolled File Sharing

* Files are often shared via email
attachments

* This offers no oversight on use or
confidentiality of data

* Links to shared files cannot be
managed after the fact
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Golden Rules of Al

Train YOUR Trust but Keep it
Data VERIFY IN-HOUSE




This is where Al can help!
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Digital Construction News

Building the future: Using Al in structural

engineering

May 8, 2024
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How civil engineers can use generative Al to create value in
projects

11 DEC, 2023 | BY MICHAEL RUSTELL rors > entenRise Tec

How Generativ

| have been building artificial intelligence (Al) for civil engineering - mega projects, oil Cl]ang‘e '-l—\]]e J(’)l)h O{

and gas and forensic eng ofor g ea ing this time | have seep pea > :\' 3 .
Architects And Civil

anyone reading, s EllgillCCl'S
Let’s chat about Al: How design and

construction firms are using ChatGPT

all Al projects fal

Bernard Marr C.

Advances in artificial intelligence are producing sophisticated content. But the quality and quantity of data will
determine Al's usefulness for building design and construction.

BY JOHN CAULFIELD, SENIOR EDITOR |

nbracing a digital revolution, with artificial intelligence (Al

emerging as a transformative ce. t 7, construction has re on manual labor and
traditional project management i ut the advent of Al offersar ap| ch that
optimizes efficien ch as machine learning algorithms

and computer vision, are streamlining processes across the construction life
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Opening the Al Toolkit

* Aligning permissions and restrictions.
* Selective inclusion/exclusion of files.
* Safeguards against data leaks.

* Ensuring the veracity of Al-generated
insights.
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Al & Knowledge Bases
Act on data instead of searching for it

"Chat” with your content, Q&A style Ul
Folder or collection of folders in scope

Get precise answers, summaries with excerpts from the actual document

Gain insights across your project-related content

Analyze design files, specifications, and other project content for deeper
insights
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Al & Smart Tagging
Manage content by what it is, not where it is

* Add tags (metadata) to documents by their content, at scale
* Classify and control confidential customer or project content

* Automate life-cycling and segregation (such as CMMC)

* Add tags to images by what's 'seen’, at scale

Search for similar images, like 'suspension bridge', across your entire data
set

* Search for images captured within a certain geo-location, like SLC airport
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Al as a
Guiding Hand

*  Transform data infrastructure from
passive repository to active
custodian

* Organize and categorize
information for clarity, accessibility,
and analytics

* Facilitate conversations with other
systems and users
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The Umpire
in the Cloud




A Human Behind the
Curtain

* Human stewardship remains critical in Al-
driven data control

* Al enriches human decision-making rather
than replacing it

* We should seek to develop a symbiotic
relationship between Al and ourselves to
achieve better business results
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Embrace Al

Secure Your Data

Steer the Future




2024 AEC Data Insights
Report

DOWNLOAD '}

AEC Data Insights Report

KEY INDUSTRY INSIGHTS FROM EGNYTE'S 4,000+ AEC CUSTOMERS
February 2024
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Thank You!

Any Questions?

EGNXTE
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