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1. Purpose, Legal Authority & Scope
Independent schools in the United States operate under legal obligations governed by U.S. economic and trade sanctions laws. The Office of Foreign Assets Control (OFAC), an executive branch agency within the U.S. Department of the Treasury, administers and enforces economic sanctions targeting foreign countries, regimes, designated terrorists, narcotics traffickers, and entities threatening national security.
OFAC regulations apply universally to all U.S. citizens, permanent resident aliens, entities organized under U.S. law (including tax-exempt non-profit independent schools and their foreign branches or subsidiaries), and any person or financial transaction operating within or passing through the United States.
	■ CRITICAL LEGAL PRINCIPLE: STRICT LIABILITY STANDARD
U.S. economic sanctions operate under a STRICT LIABILITY legal standard. An independent school can be found civilly liable for a sanctions violation even if school personnel had no knowledge, intent, or reason to know that a payor, student, donor, or vendor was a sanctioned entity.
Lack of awareness or intent is NOT a defense under federal law. Civil monetary penalties exceed $377,700 per violation (or double the underlying transaction value). Criminal penalties for willful violations reach up to $1,000,000 per violation and 20 years imprisonment for responsible officials.



Enforcement Context & Institutional Risk
Federal enforcement proceedings against academic institutions demonstrate that educational organizations face active regulatory scrutiny. In notable enforcement actions (such as the IMG Academy settlement exceeding $300,000 in civil penalties), educational institutions were penalized after accepting tuition payments directly linked to Specially Designated Nationals (SDNs). Key operational failures identified included:
Failure to Conduct Intake Screening: Omitting routine name checks against federal watchlists for enrolled families, third-party payors, or wire originators during admissions or financial billing.
Ignoring Red Flags: Processing tuition arriving via third-party wire transfers from foreign offshore accounts or credit cards registered in countries different from the student's residence.
Lack of Formal Compliance Structure: Operating without a written compliance policy, designated compliance personnel, staff training, or formal voluntary self-disclosure protocols.
2. Governance & Cross-Divisional Responsibilities
To ensure thorough compliance without placing an unmanageable burden on any single staff member, OFAC compliance is structured as a cross-divisional responsibility led by the Business Office and shared across operational departments.
	Department
	Operational Touchpoint
	Mandatory Compliance Action
	Screening Frequency

	Admissions & Financial Aid
	International student applicants, parents, and third-party tuition payors
	Collect full legal names, citizenship, and parent/payor details; screen prior to enrollment contract execution.
	Upon Application & Re-enrollment

	Advancement & Development
	International donors, foundation gifts, and foreign wire contributors
	Screen donor legal names and funding entity originators prior to gift acceptance or receipting.
	Prior to Gift Acceptance

	Business Office & Procurement
	Accounts payable vendors, international contractors, and wire payees
	Perform SDN screening on all foreign vendors and wire transfer payees; manage flagged transaction holds.
	Vendor Setup & Payment Batch

	International Programs & Travel
	Foreign study abroad partner schools, travel agencies, and visiting faculty
	Vet international host institutions, foreign trip vendors, exchange student host families, and visiting instructors.
	Program Setup & Annually



3. Risk Assessment & Screening Procedures
OFAC explicitly recommends a risk-based compliance program matched to the institution's specific profile. Small day schools with limited foreign touchpoints maintain baseline screening, while multi-campus or boarding schools with significant international student bodies utilize continuous automated systems.
Screening Tools, Methodology & The 50% Rule
Mandatory screening must cover two primary federal watchlists:
Specially Designated Nationals and Blocked Persons (SDN) List: Individuals and entities whose assets are blocked and with whom U.S. persons are prohibited from dealing.
Consolidated Screening List (CSL): An integrated federal search tool combining multiple export control and sanctions lists from Treasury, Commerce, and State.
When utilizing government online tools, staff should utilize fuzzy logic matching (set to an 80% threshold) to automatically account for name transliterations, misspellings, or cultural variations in name ordering.
	■ MANDATORY RULE: OFAC 50% OWNERSHIP RULE
Under OFAC's 50% Rule, any entity or company owned 50% or more (in the aggregate) by one or more sanctioned individuals is automatically treated as a sanctioned entity—even if the company is NOT explicitly named on the SDN List.
Due diligence on corporate vendors or international foundation donors must confirm beneficial ownership if ties to sanctioned parties are suspected.



4. Red Flag Identification & Operational Protocols
School staff across Admissions, Advancement, and Finance must be trained to recognize common operational red flags. A flagged transaction requires immediate hold and escalation to the Business Office Compliance Lead:
High-Risk Jurisdiction Origin: Payments, wire transfers, or communications originating from comprehensively embargoed regions (e.g., Cuba, Iran, North Korea, Syria, Crimea/Donetsk/Luhansk regions of Ukraine) or targeted high-risk countries (e.g., Russia, Belarus, Venezuela).
Third-Party Payors: Tuition or fees paid by an individual or corporate entity with no documented family or legal relationship to the enrolled student.
Country Mismatches: Wire transfers originating from a financial institution in a country different from the enrolled family's residence.
Cash & Anonymous Gifts: Attempts to pay tuition in cash, unusual currency, or large anonymous foreign donations.
Reluctance to Disclose Information: Parents or payors hesitating or refusing to provide complete legal names, passport details, address, or citizenship data.
Payment Processor Holds: Notices from merchant processors (e.g., Stripe, FACTS, Flywire) or intermediary banks indicating a transaction hold or compliance inquiry.
5. Incident Management & Legal Prohibitions
	■ ABSOLUTE LEGAL PROHIBITION: NEVER REFUND OR RETURN SANCTIONED FUNDS
IF AN INADVERTENT TUITION PAYMENT OR DONATION IS RECEIVED FROM AN SDN OR SANCTIONED PARTY, THE SCHOOL MUST NEVER ATTEMPT TO RETURN, REFUND, OR RE-ROUTE THE FUNDS TO THE PAYOR.
Under federal sanctions law, returning or refunding money to a sanctioned entity constitutes an illegal second transaction (prohibited facilitation and unlawful transfer of blocked property). Funds must be frozen immediately and held in a segregated blocked account.



When a confirmed SDN match or blocked property scenario occurs, the Business Office Compliance Lead must execute the following protocol:
Step 1: Immediate Transaction Freeze — Halt all billing, enrollment contracts, vendor payments, or receipting associated with the entity.
Step 2: Segregate Blocked Funds — Place incoming funds into an interest-bearing, segregated blocked bank account maintained by the school.
Step 3: File Blocked Property Report — Submit a formal Blocked Property Report to OFAC within 10 business days pursuant to 31 C.F.R. § 501.603.
Step 4: File Voluntary Self-Disclosure (VSD) — If an accidental violation occurred, submit a VSD to Treasury. Self-reporting automatically reduces civil baseline penalties by 50%.
Step 5: Strict Anti-Facilitation Compliance — Do not refer or recommend the rejected student or family to foreign partner schools or alternative institutions.
Step 6: Engage Legal Counsel — Retain specialized legal counsel experienced in federal sanctions law to navigate communications with Treasury.
6. Recordkeeping, Contracts & Training
To establish an affirmative defense of due diligence during a federal audit, the school enforces rigorous recordkeeping and contractual standards.
10-Year Recordkeeping Rule
The school must retain all OFAC screening logs, search results, false positive clearance memos, wire transfer records, and blocked property filings for a minimum of 10 years from the date of the transaction.
Model Contract Warranty Clauses
	■ MODEL ENROLLMENT CONTRACT WARRANTY CLAUSE
"Parent/Guardian represents and warrants that neither Parent/Guardian, the enrolled Student, nor any third-party payor providing tuition or fees on behalf of Student is a Specially Designated National (SDN) or otherwise sanctioned individual on any watchlist maintained by the U.S. Department of the Treasury's Office of Foreign Assets Control (OFAC). Parent/Guardian agrees that any payment originating from a sanctioned entity or in violation of U.S. economic sanctions laws shall constitute grounds for immediate termination of enrollment without refund of fees previously paid."



	■ MODEL VENDOR AGREEMENT WARRANTY CLAUSE
"Vendor represents and warrants that neither Vendor nor any of its principal officers, directors, or controlling owners is a sanctioned person or entity under U.S. economic sanctions laws enforced by OFAC. Vendor agrees to immediately notify School if it or any affiliated entity becomes subject to OFAC sanctions during the term of this Agreement."



Annual Staff Training & Policy Audit
The Business Office Compliance Lead shall conduct mandatory annual training for all Admissions, Advancement, Finance, and International Programs staff. This policy manual shall be audited annually to incorporate updates in Treasury regulations and foreign policy directives.
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